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Abstract 

 According to Nolle, as per 2006 census, 33.2 percent of the transgender have attempted suicide because of the 

influence of gender based discrimination and victimization. According to National School Climate Survey, as per 2003 

census, 55 percent of the transgender are reported being physically attacked. According to 2001 survey, 74 percent of 

transgender are reported being sexually harassed at school and 90 percent of transgender are reported feeling unsafe at 

school because of their gender expression. According to Wilchins, as per 1997 survey, 78 percent of the transgender reported 

having been verbally harassed and 48 percent reported having been victims of assault, including assault with a weapon, 

sexual assault or rape. The researcher is motivated to know the Psycho Social Problems of transgender. The above statistics 

shows the significance and need for under taking a scientific and out life situations of the transgender. The researcher 

believes that this research will be useful to transgender for their own development. The researcher hopes that this research 

will be useful to our Indian society to change the attitude toward the transgender. This research will surely inspire all the 

readers to render their services for the well-being of the neglected and discriminated transgender. 
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Introduction 

         According the Whittles (2000) Transgender is an umbrella term used to describe people 

whose gender identity (sense of them as male or female) or gender expression differs from 

that usually associated with their birth sex. Many transgender people live part-time or full-

time as members of the other gender. Broadly speaking, anyone whose identity, appearance, 

or behaviour falls outside of conventional gender norms can be described as transgender. 

However, not everyone whose appearance or behaviour is gender-atypical will identify as a 

transgender person. 

Transgender are not acknowledged by the relatives and society. The scientist needs to 

investigation of the family foundation and psycho - social issue of transgender. They include 

themselves in against social exercises like renting business sex work. They face part of 

physical just as financial issues throughout their life circle. The scientist needed to consider 

the Physical Social, Economic and Psychological status of transgender. 

As per Indian law; all individuals are equivalent with no segregation dependent on 

religion, rank and sex, yet in our general public no one is eager to acknowledge transgender. 
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These individuals face more issues in day today life Transgender are not acknowledged by 

their relatives, so they don't have any chance to concentrate in a legitimate way.Thusly the 

analyst needs to contemplate the instructive status of the transgender. Transgender are not 

acknowledged by the general public; they are being disengaged man from the family so the 

analyst needs to know the mental issues that by the transgender because of the dismissal and 

separation of the general public and the relatives. 

The specialist needs to recognize what are the desires and needs of transgender from 

the general public, relatives, and non-government offices and furthermore from the 

administration area. Through this, the analyst emphatically accepts that he can give the turn 

of events and government assistance measures for the transgender. 

 

Review of Literature 

 

Definition 

 Transgender is a term used to depict individuals who may act, feel, think, or appear to 

be unique from the sexual orientation that they were brought into the world with. The word 

transgender is utilized to incorporate numerous gatherings of individuals who share one 

significant "quality" (a method of feeling or acting) however may not be the equivalent in 

different manners.  

 

Transgender: 

        An umbrella term for people whose gender identity, expression or behaviour is different 

from those typically associated with their assigned sex at birth, including but not limited to 

transgenders, cross-dressers, androgynous people, gender queers, and gender non-conforming 

people. Transgender is a broad term and is good for non-transgender people to use. “Trans” is 

shorthand for "transgender.” 

Transgender Man: 

         A term for a transgender  individual who currently identifies as a man. 

Transgender Women : 

        A term for a transgender individual who currently identifies as a woman. 

Gender Identity: 

        An individual's internal sense of being male, female, or something else. Since gender 

Identity is internal; one's gender identity is not necessarily visible to others. 
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 The basic quality for transgender individuals is that they call themselves 

"transgender" and feel that their given sex isn't exactly right. Once in a while "transgender" is 

additionally utilized by individuals who favor it to "transgender" (McMullen. M ,1995).  

 A transgender is an individual who has the inward and outer real highlights of one 

sex. Yet, has the evident conviction that the individual in question has a place with the other 

gender. For the most part, along with this conviction there is available a powerful urge to 

change their physical appearance so it adjusts to that of the ideal sex.  

 Transgender is much of the time used to depict a wide scope of characters and 

encounters that fall outside of the conventional comprehension of sexual orientation. 

Consequently, notwithstanding those individuals who wish to progress starting with one 

sexual orientation then onto the next or have done as such (who are frequently depicted by 

the clinical term "transgender"), transgender regularly is intended to envelop an enormous 

network that incorporates, for instance, drag queens and intersex people. Some transgender 

want to portray themselves as sexual orientation variation or sex nonconforming. (Francis, 

2006)  

 Transgender incorporates both (MTF) Male to Female and (FTM) Female to Male. 

They are likewise some of the time alluded to as Trans, or Tranny or trannies. Transgender or 

TG is the right term. The others are unfavorable. More up to date phrasing replaces these 

terms with "Transwoman" or "Transman". Transgender individuals distinguish as an 

individual from the sex inverse to that allocated during childbirth, and want to live and be 

acknowledged all things considered.  

 Transgender individuals may go through sexual orientation change, the way toward 

adjusting one's sex articulation or introduction with their inward sex character. Individuals 

who have progressed could conceivably essentially distinguish as transgender or transgender 

any more, yet just as a man or a lady. The individuals who keep recognizing as transgender 

men or ladies might not have any desire to overlook their pre-progress life, and may proceed 

with solid binds with other Tran's kin and raising social cognizance.  

 The cycle of change may include some sort of clinical sexual orientation reassignment 

treatment and frequently (however not generally) incorporates hormone substitution 

treatment as well as sex reassignment medical procedure. References to "pre-usable", "post-

employable" and "non-usable" transgender individuals show whether they have had, or are 

intending to have intercourse reassignment medical procedure, albeit some trans individuals 
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reject these terms as generalizing trans individuals dependent on their careful status and not 

their psychological sexual orientation character.  

 Transgender individuals are called Hijras in India and are frequently oppressed in 

occupations constraining them to depend on asking and prostitution. They meet in 

Koovagam, a town in the Ulundurpet taluk in Villupuram region, Tamil Nadu in the Tamil 

month of Chitrai (April/May) for a yearly celebration which happens for fifteen days.  

 Tamil Nadu has an expected populace of 30,000 transgender individuals. It has caused 

extraordinary steps in attempting to incorporate transgender individuals into society. This 

incorporates government assistance plans started by the Government and acknowledgment of 

transgender individuals into the traditional press and entertainment world. 

 

Welfare Schemes in Tamilnadu 

 

  In a pioneering effort to solve the problems faced by transgender people, the 

government of Tamil Nadu (a state in South India) established a transgender welfare board in 

April 2008. Social welfare minister will serve as the president of the board. This effort is 

touted to be the first in India and even in the world. The government has also started issuing 

separate food ration cards for transgender people. In additional effort to improve the 

education of transgender people, Tamil Nadu government also issued an order on May 2008 

to create a third gender for admissions to government colleges. 

 

Research Methodology 

 

Field of the Study and Selection of Sample 

        The study was conducted in Salem District. Salem is been surrounded by several small 

Taluk. The major occupation of the people is Business. Most of them are Professionals. There 

are nearly 350 transgenders in Salem District. All were from different areas. They have 

different type of problems. The researcher tries to analyse the physical and psycho social 

problems of the transgenders in Salem district. The researcher used descriptive design for this 

study. This design helps to describe  the socio economic condition and also various problems 

of the transgender. 

         The researcher used non-probability sampling for this study. Because 

population of the research was unknown. The researcher used snow - ball sampling method, 
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to select 50 samples from Salem. The snow ball sampling is the method where one 

respondent refer another respondents.  

 

Objectives of the study 

1) To assess the physical problems of the transgender. 

2) To point out the social and economic status as well as the problems of the transgender. 

3) To examine the marital status and their internal feelings of the transgender. 

4) To suggest the better government schemes for their wellbeing. 

 

Working Definition 

Transgender 

 A person who may like to act, feel, think or look different from their own gender they 

were born with is known as "Transgender". A transgender person is someone whose personal 

idea of gender does not correlate with his or her assigned gender role. 

Gender Identity 

An individual's internal sense of being male, female, or  something else. Since gender 

Identity is internal; one's gender identity is not necessarily visible to others. 

 

Psycho-Social 

 Psycho-Social  refers to the aspects such as loneliness, shyness, anger, suicidal 

tendency, depression, tension, need for love, need for companion etc., experience and need 

transgender, Socio refers to the acceptance and support experienced from peer, family and 

society in general 

Data Analysis and Intrepretation 

 

Occupation of the Respondent 
Table . 1 

Occupation  Frequency Percent 

Begging 20 40.0 

Commercial Sex Worker 14 28.0 

Dancing 6 12.0 

Others 10 20.0 

Total 50 100.0 
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The above table shows that two

above one- fourth (28%) of the respondents were commercial sex workers and one

(20%) of the respondents are doing other.

 
Respect from Government Officials and other Public Service Offices

Government sector 
Treating  Badly 

Police station 

Ration shop 

Hospital 

Total 

 

The above table shows that little less than three

badly treated in police station while little above one

badly treated in hospitals and below one

ration shops.   

Moral Support 

 

parent peers

8
16.0

 

The above table shows that two-fifth (40%) of the respondents were 

fourth (28%) of the respondents were commercial sex workers and one

(20%) of the respondents are doing other. 

Respect from Government Officials and other Public Service Offices 
Table . 2 

Frequency Percent

29 58.0

4 8.0

17 34.0

50 100.0

The above table shows that little less than three-fifth (58%) of the respondents were 

badly treated in police station while little above one-third (34%) of the respondents were 

badly treated in hospitals and below one-tenth (8%) of respondents were treated

Figure . 1 

peers no one Total

19 23

50
38.0

46.0

100.0

Support

Frequency Percent

fifth (40%) of the respondents were begging and 

fourth (28%) of the respondents were commercial sex workers and one-fifth 

Percent 

58.0 

8.0 

34.0 

100.0 

fifth (58%) of the respondents were 

third (34%) of the respondents were 

tenth (8%) of respondents were treated badly in 

 

Wutan Huatan Jisuan Jishu

Volume XVI, Issue IX, SEP/2020.

ISSN:1001-1749

Page No:185



The above figure shows that below half (46%) of the respondents were have no one to 

support while below two-fifth (38%) of the respondents have their peers as their moral 

support and below one-fifth (16%) of the respondents have parents as their moral support.

Problems during Travel 

Problems during Travel 

Teasing 

under estimation 

Avoiding 

Total 

  

The above table shows that below half 

as the problem while below one-

Addiction to Habits 

 

 

The above figure shows that below half (46%) of the respondents are not addicted to 

drugs and above one-third (34%) of the respondents are addicted to drugs and one

of the respondents have the habit of smoking.
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The above figure shows that below half (46%) of the respondents were have no one to 

fifth (38%) of the respondents have their peers as their moral 

(16%) of the respondents have parents as their moral support.

 

Table. 3 

 Frequency Percent

24 48.0 

10 20.0 

16 32.0 

50 100.0

The above table shows that below half (48%) of the respondents were having teasing 

-third (32%) of the respondents has avoiding as the problem

 

Figure. 2 

The above figure shows that below half (46%) of the respondents are not addicted to 

third (34%) of the respondents are addicted to drugs and one

of the respondents have the habit of smoking. 

 

smoking drugs no Total

10 17 23

5020.0
34.0

46.0

100.0

Frequency Percent

The above figure shows that below half (46%) of the respondents were have no one to 

fifth (38%) of the respondents have their peers as their moral 

(16%) of the respondents have parents as their moral support. 

Percent 

 

 

 

100.0 

(48%) of the respondents were having teasing 

third (32%) of the respondents has avoiding as the problem.  

The above figure shows that below half (46%) of the respondents are not addicted to 

third (34%) of the respondents are addicted to drugs and one-fifth (20%) 

50
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Health Problem 
Table. 4 

Health Problem Frequency Percent 

Sugar 36 72.0 

STD 14 28.0 

Total 50 100.0 

 

The above table shows that below four-fifth (72%) of the respondents have diabetes 

and above one-fourth (28%) of the respondents have Sexually transmitted diseases.  

 

Age of transformation as Transgender 

Figure. 3 

 

 

The above figure shows that below three-fifth (58%) of the respondents become 

transgender between 11-20 years while above one-fourth (26%) of the respondents become 

below 10 years and below one-fifth (16%) of the respondents become transgender between 

21-30 years. 

Mental Status 
Table. 5 

Mental Status Frequency Percent 

fear 19 38.0 

anxiety 20 40.0 

depressed 11 22.0 

Total 50 100.0 

13%

29%

8%

50%

Frequency

below 10

11-20

21-30

Total
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The above table shows that two-fifth (40%) of the respondents felt anxiety while 

below two-fifth (38%) of the respondents felt fear and above one-fifth. 

Chi-Square Tests 

Age when they become  Transgender * Occupation of the Respondent  
Table.6 

 
Age of the 

Respondent when 
they become 
Transgender 

Occupation of the Respondent 

Total 
begging 

commercial 
sex worker 

dancing others 

below 10 0 5 3 5 13 
 

11-20 
16 7 2 4 29 

 
21-30 

4 2 1 1 8 

Total 20 14 6 10 50 
 

 

Chi-Square Tests 
 

 Value df 
Asymp. 
Sig. (2-
sided) 

Pearson Chi-
Square 

12.717(a
) 

6 .048 

Likelihood Ratio 17.136 6 .009 
Linear-by-Linear 

Association 
6.575 1 .010 

N of Valid Cases 50   

 

H0- There is no significant relationship between age and occupation done by the transgender 

H1- There is  significant relationship between age and occupation done by the transgender 

The above table shows that there is  significant relationship between age and 

occupation done by the transgender because the table value is less than 0.05 null hypothesis is 

rejected.  The age is very important to choose the profession.  

 

SUGGESTIONS 

        Suggestions are proposed when certain action are need to change for betterment. The 

researcher believes that the following suggestions would enhance the development on the life 

of the transgender. 
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 The researcher found out that there were very few who finished degree. The 

government should provide special care in educating the transgender. 

 Many of them do not have own house and they are living together in the house. 

Government should provide house for transgender for that the new schemes can be organized. 

 The transgender do not have ration card and so they do not get any facility from the 

ration like, sugar, wheat, etc., therefore government should provide ration card for them and 

so they can get the benefits. 

 Transgender do not have the voter identify card, which is very essential for any 

citizen who live in India. The government should give voter identify card. 

 When the transgender go to any place, the people in the society are not respecting and 

they are ill-treated. The government should give awareness program to the people in the 

society. 

 Transgender cannot fulfil the basic needs of day today life and if they go anywhere 

and they do not get any job at places. So, the NGO and Government have to come forward to 

give them training in skill development and so to leave prostitution. 

 Transgender are not only treated very badly among the people but also treated very 

badly by the police. The police to treat them politely and give protection and security to those 

people. 

 The government should have to give training program which are skill in making 

pickle, basket, embroiding, candle, mat, chalk, masala items etc. 

 Transgender do not have the habit of saving habit in their old age there will not be 

many problems. For that government and NGO con motivate them to SHG and save money. 

 Transgender even do not have facility for going to hospital. Government and private 

medical officer should not discriminate them instead the government should provide special 

medical officer and separate outpatient ward and inpatient ward for the transgender. 

 Government and NGO should come forward to provide job facility and house facility 

and rehabilitation facility for them. 

 Government and NGO's have to give sex  education and adult education it may reduce 

third gender ratio. 

 Third gender family members are to be consoled to realize these problems. So the 

government and NGOs give awareness for the society especially to third gender family 

members. 
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 Awareness towards defects of  alcohol and other toxic substance must be provided by 

the Ngo and government. 

 Government has to create separate laws and rights for transgender. 

Government should be taken Act of third gender leasing should have the implication of Eve 

teasing Act. 

 Social relationship and social acceptance are to be improved by awareness about 

transgender. 

 Government has  advertise them in good manner, so as to get social relationship with 

others. 

 Government and NGO should be given awareness and gender identify problem to 

public between 14 to 25 age group. 

 Transgender do not like them because of the society. And for that government and 

NGO should provide psychological treatment and counselling and also they should be given 

sex education to teenagers. It may reduce transgender. 

 Before going for castration, professional medical officers had to obtain consent from 

the particular Psychiatrist due to legal formalities. 

 

CONCLUSIONS 

        God has created everyone equally, God wants that all are respected and treated equally 

with love, sympathy and kindness. If some are born or choose to be eunuchs, it is because 

they are made that way. It is in their biological system and nature. 

              The study was very helpful to the researcher to teach a lot about 'less know people' 

viz. the transgenders, it was also interesting to know of their life style and lives. It was 

difficult to collect the data, to establish report with them and to ask them some questions they 

were feeling shy and reluctant to answer. 

        Third genders were not given due attention in development plans of the government and 

development plants of the government and were stigmatized by the general public 

government and the NGO's have to work hard to liberate the third genders, recognize them 

legally, treat them with equal respect and provide facilities and opportunities like SHGs, 

ration cards. Voter identity cards, bank account facility, license, etc., adult education, literacy, 

night schools, awareness programmes, etc., would go a long way in helping them. 

        Third gender often faces multiple problems which include psychological, social, 

medical, and economical problems. Presently more NGOs and community base rehabilitation 

centre are working to create awareness about STD, HIV, and AIDS among this group but this 
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alone would not improve the quality of third gender. The psychosocial study of the third 

gender can only be improved by providing suitable jobs, training, rehabilitation and 

awareness. 

        They are in need of love and affection member of the society. But they are also isolated 

and negated by the society and government. In current situation there is an urgent need to 

form legislation for the welfare of the third gender. This research has enlightened the 

researcher on the problems of transgender faced in their families and society in general. 

        The researcher identified social problems, Economic problems. Psychological problems, 

educational aspiration and awareness level about transgender. This academic research will be 

useful and program for the well-being of transgender. The research believes that this research 

will be useful to those who will do research about transgender. The attitude of people in 

Indian society will be changed. 

Limitations 

 Respondents were not fully transparent with the details about occupation, income, 

savings, health problem and habits of the respondents. 

 The research is done for academic purpose so the researcher took only forty seven 

questions, which may not have included other aspects. 

 The respondents were reluctant to provide information to the researcher. They were 

asking the researcher to what the researcher would provide them or give them for their 

response. 

 The sample size was only fifty and taken only in the Salem Town which cannot be 

generalized for other transgender in other place. 

 The research believes that this research will be useful to those who will do research 

about transgender in the future. 
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ABSTRACT 

Background 

The study focuses on psycho-social problems faced by the parents of children with multiple 

disabilities. The researcher is more interested in analyzing the problems of parents, especially on 

their personal, financial and social due to the multiple disabilities of their children inorder to 

understand their feelings. The researcher underwent the study among the parents rehabilitation centre 

in Salem. Through this study, one can understand their own selves, responsibilities, duties, and 

identifying their actual psychosocial challenges 

Aim 

The aim of the study is to find out the psycho-social problems faced by the parents of 

children with multiple disabilities  

Research method 

This study has used non-experimental descriptive research design in order to recognize the 

types of problems care homes in Salem District. Primary data was collected from 100 respondents by 

using a structured questionnaire method administered among the randomly selected 100 Parents who 

come to the home for the treatment of their children. Hypotheses were tested with the application of 

descriptive and inferential statistics.  

Findings 

The overall stress levels of the parents are that High (24%), Average (52%) and low (24%). 

Most of the respondents have an average level of Stress.  

Implications 

Results of this study aptly suggests that it is one of good references for carrying out future 

studies and could be interrelated with other variables, which can be quoted as an apt and right 

reference to identify the causes of stress and the challenges of the problems they undergo. . This 

would suggest opt solutions to reduce the stress level and increase the coping mechanism of the 

parents. 

The multiple disability children are the individuals, who have not been presented full 

participation in usual activities of their age because of the reason of their multiple disabilities. The 

effect of multiple disabilities can be more than the mixture of two individual disabilities. The   

multiple disabilities most in child may have a difficulty in learning, along with controlling their 

movements, hearing and vision. More serious effect on multiple disabilities damaging the confidence 

and ability to come out of their comfort zone and they are affected with more personal and social 

life. 

 

Keywords – Psycho social Problems, Parents, Children with multiple disabilities 

 

1. Introduction 

It is quite natural that each and every child require assistance from their mothers to complete 

their day to day tasks especially children with multiple disabilities require even more support, 

attention and care to complete their daily routine activities; It is true that sometimes they are 
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completely dependent on their mothers. Either a single disability that creates a scenario like this or at 

times also multiple disabilities in combination too can create a situation like blindness, deafness, 

locomotors disability, autism, ADHD etc. Though, the mothers support these children in completing 

their tasks, also face more problems and challenges every day with lots of difficulties. But they take 

pains to care for their children to their best. 

 

2. REVIEW OF LITERATURE 

2.1 Multiple Disabilities 

The combination of several disabilities in children makes them as “Multiple Disabled” 

personalities. It is not that so easy caring for multiple and severely disabled children and it requires 

enormous amount of time, patience and love in taking care of these children. An autonomous 

organization of the Ministry of Social Justice and Empowerment, Government of India, was set up 

under the “National Trust for the Welfare of Persons with Autism, Cerebral Palsy, Mental 

Retardation and Multiple Disabilities" (Act 44 of 1999) by understanding the need for advancement 

of administrations for such children with various incapacities. The concerns of guardians of such 

children are diminished now with the guide of this National Trust started by the Ministry of Social 

Justice and Empowerment. 

2.1.1 Definition of Multiple Disabilities 

As indicated by the demonstration "Different Disabilities" signifies a mix of at least two 

handicaps as characterized in proviso (1) of section 2 of the Persons with Disabilities (Equal 

Opportunities, Protection of Rights and Full Participation)  Act, 1995 (1 of 1996) Disabilities under 

the National Trust Act are in fact Developmental Disabilities caused due to insult to the brain and 

damage to the central nervous system. These disabilities are Autism, Cerebral Palsy, Mental 

Retardation and Multiple Disabilities.  

These kinds of multiple disabilities are not at all diseases nor contagious nor progressive. 

They are not curable with the help of drugs or even surgery. By early detection and training we can 

improve the performance of the child. Different approaches are applied to these kind of children 

using the services of Physic-Therapists, Occupational Therapists, and Speech Therapists, 

Community Based Rehabilitation Workers and Special Educators. The combination of disabilities 

and degree of severity may not be common in each child. The ‘age of onset’ is the term used to 

denote the time at which the disability occurs in the child and this time frame may also range from 

birth to a few days after birth, from early childhood till late teens.  

Sometimes it becomes more pathetic condition when children are born with one disability but 

they acquire the second or third disabling conditions during childhood by various reasons. The nature 

of combination of the disabilities, the age of onset and the opportunities that have been available to a 

child in his environment, defines the characteristics and the needs of the children. 

2.1.2 Multiple Disabilities Refers to 

Multiple disabilities denotes to a mixture of two or more disabling conditions that have a 

combined effect on the child’s communication, mobility and performance of daily tasks. We can say 

that similarly as each child is unique, correspondingly every kid with MD is extraordinary. However 

there are some commonalities which can be observed in this type of children. 

 It affects the holistic development of the child 

 Communication with the external world is most severely affected 

 Opportunities for  interaction with the environment becomes very limited 

 Movement of the child in its environment is restricted for lack of ability 

 It needs someone to help regularly even in doing simple day-to-day activities like wearing a 

shirt, opening a door, finding a chair to sit down etc. 

 So it requires a highly structured educational / rehabilitation programs to help in their 

training. 
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2.2 Different Types of Multiple Disabilities 

Multiple disabilities in children will have a combination of various disabilities that may include: 

Speech, physical mobility, learning, mental retardation, visual, hearing,    brain injury and possibly 

other types of disabilities. Sometimes there may be sensory losses and behavior and or social 

problems which they exhibit along with multiple disabilities. There are many educational 

implications for these students. 

2.2.1 CEREBRAL PALSY (CP) 
“Cerebral” denotes brain. “Palsy” is a kind of disorder of movement. This CP refers to a 

group of non-progressive neuromuscular problems with varying severity. CP is actually a damage to 

the brain, mainly to the part of the brain that controls motor functions. In such cases when other parts 

of the brain are also be affected the person is affected with more than one disability. The extent of 

the damage varies from person to person. For children with mild disability means fine motor skills 

with 3343`4t34, like using scissors or writing, becomes difficult. Children with severe disability is 

identified with poor movement of all four limbs, the trunk and neck. The child may even have 

difficulty in swallowing. 

2.2.2 AUTISM 
All children with ASD demonstrate deficits in 

1) Social interaction, 

2) Verbal and nonverbal Communication, and 

3) Repetitive behaviors or interests. 

In addition to all the above said, they will often have unusual responses to sensory 

experiences, such as certain sounds or the way objects look. Every one of these side effects runs the 

array from gentle to extreme. The symptoms will be present differently in each individual child. For 

instance, a child may have little trouble in learning to read but may exhibit extremely poor in social 

interaction. Each child will have their own kind of display of communication and social behavioral 

patterns that are individual but they fit into the overall diagnosis of ASD. 

2.2.3 MENTAL RETARDATION 
The characteristics of Intellectual disability is both by a score of significantly below-average on 

a test of Mental ability or intelligence and by showing limited ability to function in areas of day by 

day life, for example, correspondence, self-care and getting along in social circumstances and school 

exercises. Scholarly handicap is likewise here and there named as intellectual incapacity or mental 

hindrance. 

Children with intellectual disability can learn new skills and also involve in that, but they 

develop comparatively slower than children with average intelligence and adaptive skills. The 

varying degrees of Intellectual disability are from mild to profound. An individual's degree of 

Intellectual inability can be characterized by their (IQ), or by the sorts and measure of help they 

need. 

2.2.4 LOCOMOTOR DISABILITY 
“Locomotors disability” is a kind of disability pertaining to the bones, joints or muscles leading 

to substantial restriction of the movement of the limbs or any form of cerebral palsy. 

2.2.4.1. Spinal cord injuries 

Usually, the result of a traumatic blow to the spine causes this type of injury. Some spinal cord 

injuries can completely heal; others will lead to paralysis. 

2.2.4.2.Cerebral palsy 
Cerebral palsy is a group of non-progressive conditions involving muscle control, posture and 

movement caused by brain damage. 

2.2.4.3. Polio 

Polio is a highly contagious infectious disease caused by poliovirus. It destructs the nervous 

system and also may cause paralysis. 
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2.2.4.4. Muscular Dystrophy 

It is an inherited group of diseases that affects the muscles by weakening them and breaking them 

down over time. 

2.2.4.5. Contractures 

     It is a severe and permanent tightening of muscles and joints 

2.2.5 HEARING IMPAIRMENT 

“Hearing impairment” is identified as the loss of sixty decibels or more as heard in the 

normal ear in the conversational range of frequencies. 

2.2.6 DEAFNESS 

A hearing loss greater than 90 dB in Individuals makes them deaf and they will have their 

vision as their primary input and it is impossible for them to understand speech through the ear. 

Deafness implies a conference debilitation that is serious to the point that the kid is disabled in 

preparing phonetic data through hearing, which antagonistically influences instructive execution 

(idea).  

 

2.3 CHARACTERISTICS OF CHILDREN WITH MULTIPLE DISABILITIES 

2.3.1 VISION PROBLEMS 

When the children grow, some of them would always squeeze their eyes together when they  

look at something closely, or keep looking at their moving fingers/paper, bump into things while 

strolling, whine of an excess of light constantly. Their eyes may likewise appear to be unique from 

'ordinary' eyes. 

2.3.2 HEARING PROBLEMS 

It is possible for a child with a hearing problem to respond to only particular sounds. It 

requires a long time and repeated training for such children to develop speech and mostly they can 

only repeat what they hear. They will also learn to adapt to their routine environment by ‘guessing’ 

the conversations going around, but it makes them actually face a lot of difficulty in new place with 

unknown people. Sometimes it is also noted that the deaf children also show difficulty in balancing 

their body or walking in a straight line. 

2.3.3. LEARNING PROBLEMS 

Since the children have the combined loss of two or more abilities, the rate and speed of 

learning of the children will always be very slow. For them learning often becomes repetitive and 

meaningless if not special care is taken to make the child feel safe about exploring the world around 

him. Multi impaired children likewise have exceptionally restricted plans to play with toys or things 

around them. 

2.3.4 COMMUNICATION 

Communication is one of the prominent areas that is most significantly affected in children 

with multiple disabilities. The children are not able to see or hear or follow the different ways in 

which their own brother and sister play with each other, how elders are greeted, standing in a queue 

to get a ticket or even passing a bottle of water around a dining table. 

2.3.5. POSTURE AND MOBILITY 

Normally for any human being our sight, hearing and body movements help us to move 

around, without bumping into things, remembering the way to reach places or even to use our own 

hands to hold and look at things. It becomes difficult for the child to manage his own body 

movements sometimes, because of Cerebral Palsy, loco motor disabilities and balance difficulties 

and makes it hard for the child to use his body to move from one place to another. 

2.3.6 ODD BEHAVIORS 

Different types of strange behaviors are observed in most of the children with multiple 

disabilities. Such behaviors are called ‘self-stimulating’ behaviors. Some of these behaviors are 

moving one’s body repeatedly, shaking head side to side, and moving fingers in front of eyes, hitting 

or slapping the ears, swinging in one place and so on. The children mostly do this since they are not 
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able to involve in any other task by themselves. Sometimes these kinds of movements or behaviors 

are important for them to continue doing it from time to time and it helps them get some information 

about the world around them in their own special way. These children also may show disturbed sleep 

patterns. 

2.3.7 MEDICAL CONDITIONS 

To worsen their condition, most of the multi-handicapped children also suffer from other 

medical conditions such as epilepsy, frequent eye and ear infections, respiratory disorders, muscular 

degeneration frequent surgeries and so on. Because of such frequent health disorders lead them to 

frequent hospitalizations and so the child again is deprived a lot of exposure and learning from the 

environment. 

2.3.8 PREVALENCE 

While analyzing the percentage of students who have severe multiple disabilities, is very low. 

It is quite consoling that if we take the statistics approximately 0.1 to 1 percent of the general school-

age population and approximately 2 percent of the total population of school age students are 

affected by severe and multiple disabilities. It is not likely that more than one student with severe 

multiple disabilities would be enrolled in a general classroom at any given time. 

 

2.4 Scholars view on Multiple Disabilities 

Mash and Johnson, (2013) studied the parental perceptions of child behavior, parenting self-

esteem and mothers reported stress of younger and older hyperactive and normal children. They took 

forty families with hyperactive children and fifty one families with normal children for their study. 

They used the following instruments for data collection and scaling their competence:  Hyperactivity 

rating scale, child behavior checklist, parenting sense of competence scale, and parenting stress 

index. During their observation, results indicated that parenting self-esteem was much lower in 

parents of hyperactive children than in parents of normal children. The mothers of especially 

younger hyperactive children were noted markedly higher level of stress. Similarly backwards 

connection was found between parental confidence and impression of child problems, while rating of 

child disturbance and maternal stress were positively correlated. 

Waisbren, Rones, Read, Marshal and Long, (2004) took for their study the predictors of 

parenting stress in parents whose children were diagnosed with a biochemical genetic disorders or 

through new born screening. The parents of two hundred and sixty three children with biochemical 

genetic disorders (139 identified by new born screening, 124 identified clinically) completed 

interviews  by focusing on child health, medical services use, satisfaction with service, parenting 

stress and family functioning. Multiple regression analyses suggested that child adaptive functioning 

parental satisfaction with support, and difficulties parent experienced meeting their child's health 

care needs were associated with scores on parenting stress index. 

Bailey, Golden, Roberts, and Ford, (2007) examined maternal depression in families 

having a child with disability. The examination resulted that mothers of children with disabilities 

generally exhibited a higher than average rate of depressive symptoms and were more at risk for 

clinical depression treatments. These kinds of depressive symptoms are caused by a complex 

relations formed by child behavior problems, maternal stress, coping style, and support. 

 

3. Research Methodology 

3.1 General Objectives: 

 To study the socio-demographic details of the  respondents 

 To find out the social problems of respondents  

 To find out the economic problems of the respondents 

 To find out the psychological problems of the respondents 
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3.2 Hypothesis 

- There is difference between the age group, educational groups, salary groups, Religion, occupation, 

castes, living places, family types, Problems faced, patients history and family history with the over 

all stress levels of the parents. 

- There is association between the age groups, educational groups, salary groups, Religions, 

occupation, castes, living places, family types, Problems faced, patients history and family history 

with the over all stress levels of the parents. 

- There is relationship between the age groups, educational groups, salary groups, Religions, 

occupation, castes, living places, family types, Problems faced, patients history and family history 

with the over- all stress levels of the parents. 

 

3.3 RESEARCH DESIGN: 

The researcher has adopted Descriptive research design for this study. This design describes 

about the psychosocial problems faced by the parents of children with multiple disabilities. 

 

3.4 SAMPLING TECHNIQUE 

The sampling technique used in the study is the non- probability sampling .The researcher 

adopted simple random sampling. The sample size is 100. The study consists of the parents of 

children with multiple disabilities at Salem rehabilitation centre. The researcher distributed the 

questioner to the respondent and explained in short, so then the respondents marked based on their 

problems choices and returned to the researcher. 

 

4. Interpretation, Analysis and Findings 

4.1 Demographic Characteristics  

The age remains always an important independent variable in determining the characteristics 

of any social phenomena. According to this study the samples represents Age come under the age 

groups of :  22% of 20 to 25%, 58% of 26 to 30,  8% of 31 to 40, 10% of 40 to 50 and above and 2% 

of 51 and above. 

Religion – Hindus 34% and Muslims 66% 

Salary – Below 5000 40%, 5001 to 10,000 58% and Above 10,000 Rs 2% 

Education: Primary 40%, Secondary 28%, Hr.Sec. 12% and Degree and Diploma 4% 

Occupation : Home making 90%, Students 2%, Daily wages 2% and Buisiness 6% 

Living : Panchayat 76%, Corporation 16% and Municipality 8% 

Family Type : Nuclear 80%, Joint 16% and Extended 4% 

Marriage status: Married 58%, Unmarried 26%, Divorced 8% and Widow 8% 

Married Type: Consanguine 32% and Non consanguine 68% 

Problems : Economic 56%, Personal conflict 34%, Health 8% and other 2% 

Patients history : Yes 82% and No 18% 

Family history : Yes 66% and No 34% 

Over all Stress : 

 Low Average High 

Stress Level 

 

12 

(24%) 

26 

(52%) 

12 

(24%) 

The overall stress level of the parents is that High (24%), Average (52%) and low (24%). Most of the 

respondents have an average level of Stress.  

S.No Parental 

Stress 

Scale 

Low Percentage Average Percentage High Percentage 

1 Reward 15 30% 26 52% 9 18% 
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2 Parental 

stressors 

12 24% 28 56% 10 20% 

3 Locus of 

control 

23 46% 16 62% 11 22% 

4 Parental 

satisfaction 

29 58% 14 28% 7 14% 

5 Care 12 24 30 60 8 16 

6 Control 18 36 28 56 4 8 

The following are the percentage levels of the components which make the parents in stress.  

- Reward: 30% low, 52% Average and 18% as high. The level of Parental stressaors: 24% low, 

56% average and 20% high. Locus of control : 46% low, 62% average and 22% high. 

Parental satisfaction : 58% low, 28% average and 14% high. Care : 24% low, 60% average 

and 16% high. And the control levels are : 36% low, 56% average and 8% high.  

- Among them all the level of parental satisfaction is very low. 58% of the parents are not 

satisfied.  

 

4.2 Annova :  

Annova is a test to find the difference between the independent and dependent variables. These 

following independent variables have significant difference between the different groups of the 

Independent variables with the over all stress level of the parents. 

 Religion (0.000**), Education (0.002**), Marriage (0.003**) and Different problems (0.001**) all 

the independent variables significantly differ among themselves with 1% of difference. 

Different occupations (0.020*) and Marriage type (0.020*) have significant difference among 

themselves with 5% level of difference with over all stress level 

The Independent variables such as Salary (0.100), Living places (0.643), Family types (0.256), 

Patient history (0.728) and Family History (0.431) don’t have any significant difference among 

themselves with the over all stress level. 

 

4.3 Chi square Test. 

Chi square is a test to find the association between the independent and dependent variables. These 

following independent variables have significant association with the over all stress level of the 

parents. 

 Religion (0.000**), Education (0.000**) and Different problems (0.002**) all the independent 

variables have 1% level of association  with the over all stress level of the parents.. 

Marriage status (0.025*) and Marriage type (0.022*) all the independent variables have 5% level of 

association  with the over all stress level of the parents. 

The Independent variables such as Age, (.319,) Salary (0.164), Occupation (0.074), Living places 

(0.764), Family types (0.181), Patient history (0.715) and Family History (0.405) don’t have any 

significant association with the over all stress level. 

 

4.4 Co-relation 

Co-relation is a test to find the relationship between the independent and dependent variables. These 

following independent variables have significant relationship with the over all stress level of the 

parents. 

Marriage status (0.016*) and Living  (0.013*), Education (0.038*) and Family history (0.039*) all 

the independent variables have 5% level of association  with the over all stress level of the parents. 

The Independent variables such as Age, (.180), Religion (0.148), Salary (0.059), Occupation (0.244), 

Family types (0.123), Marriage Type (0.241), Patient history (0.179) don’t have any significant 

relationship with the over all stress level. 
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5. Suggestions 

- The Parents undergo an average level of stress while dealing with their children of multiple 

disabilities. 

- Periodical counseling, stress busters, coping mechanisms with meditation and knowledge 

over the behavior of the disabled children must be conducted. 

- Marriages among the same sanguine must be avoided. 

- Accidents and ill treatment of the children in the womb must be avoided by the parents and 

the family members. 

- The level of parental satisfaction is very low. Proper sessions must be taken to all the parents 

how to accept and handle this stressful situations.  

- Government assistance and social securities should be created to all these children and the 

parents.  

- Day care centers and assistants to handle the each affected child would lesser the burden of 

the family members. 

 

6. Conclusion 

 The result of this study provides some evidence that the parents are facing psychological 

problems because of having a multiple disabled child. This study suggest that if the organization 

provides some relaxation classes for the  parents  who are facing  psychological  problems it will be 

helpful for them to develop sound body and mind. The organization should provide some income 

generating program which will help the parents to cope up with their economic problems, if the 

organization provides some counselling session for the parents it will encourage them to be strong 

and to cope with social problems. They need support from various social systems like from their own 

family, community and government as well. In this field social worker have several important roles 

to play among the differently abled children as well as their family especially to their care givers. If 

more people involved in this field for helping affected children, they can bring changes to many lives 

as well as to many families. 
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ABSTRACT 

Background 

Women self help groups have emerged as one of the greatest phenomena of this century in empowering 

the rural poor with self dignity and authority over their life situations. However, women entrepreneurs in 

rural areas undergo several problems due to different role they carry on in their homes as well as in the 

society. The demands of the new entrepreneurship without much experience and skill make them 

stressful and put them all into a dangerous position. This paper intends to identify the problems related 

to life coping strategies of women self help group members. 

Aim 

The aim of the study is to find out the entrepreneurial attitude and life coping skills of the rural women 

self help group members those who have emerged as entrepreneurs in rural areas.  

Research method 

This study has used non-experimental descriptive research design in order to recognize the types of 

problems and coping behavior of women rural entrepreneurs and their entrepreneurial attitude in 

Dharmapuri District. Primary data was collected from 200 respondents by using a structured 

questionnaire method administered among the randomly selected 200 women self help group 

entrepreneurs, who come under the age groups of 18 – 60 years.  Hypothesis were tested with the 

application of descriptive and inferential statistics.  

Findings 

The overall entrepreneurial attitude of 200 respondents is that High (15%), Average (61%) and low 

(24%). Most of the respondents have an average level of life coping skills.  

Implications 

Results of this study aptly suggests that it is one of good references for carrying out future studies and 

could be interrelated with other variables, which can be quoted as a reference in terms of entrepreneurial 

attitude and also identifying the causes of stress and life coping strategies of women entrepreneurs in 

rural areas. This would suggest better solutions to reduce the stress level and increase the coping 

mechanism of the women entrepreneurs. 

 

Keywords: Entrepreneurial attitude, women entrepreneurs, life coping skills, entrepreneurship, rural 

women, self-help groups.  

 

1.1. Introduction 

Women are the growing part of a present day human resources. The development would be imperfect if 

this section of the population is not given opportunities to prove their capabilities. It was in the ancient 

period women were recognized equally with men and in fact they were the head of the households and 

participated equally in decision making like men. The gender disparity prevailed in various areas 

including literacy, education, nutrition and health, employment, decision making, participation in 

politics and executive positions, property rights, etc.  
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This discrimination has been the outcome of the gender division of labour making the men to go out and 

market their services and so also act as the head of the household, decision-maker etc. On the other 

hand, making women to remain at home to continuously perform the domestic activities such as taking 

care of the children, cook and wash for the family which have not been recognized as work till 1981 

Census in India. As a result of making the men as breadwinners of the family, the female members also 

started assigning themselves a secondary role next only to men and as such they are treated as secondary 

citizen in the society. 

 

Women form a vital part of the Indian Economy, who constitute one third of the labour resource, and 

primary member contributing in the survival of the family. It is true that women form the backbone of 

agriculture sector, comprising the majority of agricultural labourers in India. Gender divisions in 

agriculture are stark with all activities involving manual labour assigned to women. While all operations 

involving machinery and drought animals generally performed by men.  

 

Female agricultural laborers are among the poorest sections of Indian society. Agricultural wages for 

women are on an average 30-50 percent less than those for men. The greater is dependence on women’s 

income. Despite several progresses made since independence in the lives of women, a gender analysis of 

most social and economic data demonstrates that women in India continue to be relatively disadvantaged 

in matters of survival, health, nutrition, literacy and productivity. 

 

Review of literature 

1.2. Micro Finance and Rural Poor 

The micro finance and the micro credit and lending had been in practice since man started trade. The 

micro credit, which is claimed to be contributing to women through SHGs, was in existence prior to it in 

the name of IRDP, DWCRA etc. Finance has been the central focus in all these programmes. Given that 

finance is backbone of all economic activities, in alleviating poverty. They play a significant role in 

transferring funds from surplus to deficit sectors but hardly the formal banks concentrate on rural poor 

borrower particularly in backward areas.  

It was felt by the women’s associations and other organizations, that there is a need to 

mainstreaming of women. So that the human resource development would be complete and the 

economic development would be better with the contribution of the other half of the human resource and 

also the gender disparity will be reduced. However, till in year 1970 the organized efforts have not made 

to mainstream women by extending equal opportunities in education,  nutrition and health, economic 

participation country right access to credit and decision-making practices both at the household and 

community.  

 

Since 1975 with the United Nation’s declarations of Women Empowerment Decade, every effort 

towards ensuring gender equality was recognized everywhere. In present days several approaches have 

been followed to empower women and address the gender disparities in the society. At the beginning 

stages in India the efforts taken to support women were related to welfare programmes in which the 

women were treated as beneficiaries. As a next stage equity approach was followed in which women 

were facilitated to be equal citizens in the field of economic participation. 

 

Later the equity approach was replaced by empowerment approach, which emphasized that the women 

must be given equal power and must come to the mainstream to prove their capabilities. Then there is a 

paradigm shift in the development processes by incorporating the gender concerns as an important 

element of development strategy. Government of Andhra Pradesh has taken up women empowerment as 
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one of the two agenda items recognizing the importance and involvement of women to tackle rural 

poverty and socio-economic issues.  

 

1.3.1 Indian Scenario  
While accessing the credit, the women folk of the rural areas face myriad problems in the areas of 

collateral security, cultural distance between rural women and nationalized banks, high transaction cost, 

restricted and fixed banking hours, inflexibility in quantum and purpose of credit, inconvenient 

repayment schedule, cumbersome procedure and exploitation by the intermediaries. Dissatisfaction with 

the result of many provides affective financial service to the rural people, particularly to the rural 

women.  

 

Taking a leaf out of the book of developing countries like Bangladesh, Indonesia, Bolivia and 

Philippines where the combination of the combine efforts of formal and informal finances provide 

sustainable and valuable services to the poor. Few NGOs in India have started experimenting on 

innovative schemes of Self Help Group.   

 

The member’s problems and satisfaction is the aside test for the success of efficiency of any women 

development programme. The “Member-Beneficiaries” of SHG groups are the key members of any rural 

development and women welfare network. The members who are enrolled in SHG programmes as 

members possess and came to equip with the given financial potency to invest on their income 

generating activities in order to keep away from the exploitation of the money lenders. Even though the 

government of India has been launching various schemes and providing subsidies, due to poor socio-

economic background, these women are not able to generate sufficient income from various 

programmes.  

 

The brief overview of the demand for micro-financial services suggests the huge challenges and the 

opportunities the Indian market presents. Protective financial services may be critical for poverty 

alleviation, but they do little for helping people out of poverty. Hence, promotional financial services are 

required, primarily for enhancing livelihood among poor people. It is said that micro-finance can also 

harm poor people.  

 

The increase in income of micro-credit borrowers is directly proportional to their starting level of 

income – the poorer they were to start with, the less is the impact of the loan. Secondly, poor borrowers 

from Micro-financing organizations often do not graduate to higher and higher loans, and consequently 

to productive small enterprises. While credit may initially be the ruling constraint for micro enterprises, 

to grow beyond a certain size, other constraints come into play.  

 

Livelihood promotion is complex, opening up multiple potential goals and interventions and demanding 

an understanding of individual household and enterprise as well as the economic systems or sub-sectors 

in which they operate. Intervening in livelihood promotion is far more challenging developing the 

efficient delivery of financial services.  

 

The SHG has, in fact, moved away from livelihood Promotion. Using micro-credit to promote livelihood 

may not be feasible with such a strategy. As autonomous organization, SHG’s share the challenges and 

dynamics of other small organizations. Forming new groups requires significant energy and the 

necessary group. Processes, Governments, donors, policy makers and resource providers need to be 
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aware of the dynamics involved in these small organizations. The institutional challenges in SHGs are 

three fold:  

 

1.4.1. Life Coping or Adjustment Skills  

Present study deals with Life Coping Skills otherwise known as Life Adjustment Skills. Coping skills 

refers to the behavioral process of balancing conflicting needs, or needs against obstacles the problems 

caused by environmental factors. Coping skills is otherwise called as specific psychological skills 

required to problem-solving.  

 

Lazarus (2001)1 defined that Coping skills or the Adjustment skills as a ways of managing and consists 

of coping with various demands and process of life. Good (1959)2 state that adjustment is the process of 

finding and adopting modes of behavior suitable to the environment or the changes is the environment. 

Paranmeswaran & Beena (2004)3 defined adjustment is a process which a living organism acquires in a 

particular way of acting or behaving or changes an existing form of behavior or action. ` 

 

Coping is an important psychological activity of human being. Life is a process of life coping and 

adjustment. Coping is a persistent feature of human personality. If a person is not able to adjust himself 

to the environment he/she cannot develop his/her wholesome personality. A person with coping skills 

can lead a cheerful and wholesome life but a less adjusting person is prone to lead a depressed and 

unhealthy life. Adjustment is a process by which an individual learns certain ways of behavior to cope 

with the situation which he/she attains through harmony with his/her environment.  

 

1.4.2. Areas of Coping (Adjustment) Skills  
Emotional: Traditionally, women undergo various emotional changes due to varied responsibilities and 

roles they play in a family and in a society. Women as an entrepreneur from a rural areas even undergo 

more stressful situation due to lack of skills and experiences. The financial constrains, the business, the 

family demand and social ethos all contribute to the heightened level of stress and emotional 

imbalances.   

 

Health: Good health contributes to good life-adjustment and in turn to good physical and mental health. 

Poor health and illness on the other hand, adversely affect personality through the unfavorable effects 

they have on social and personal adjustment. Poor adjustments often predispose the person.  

 

Home: A certain degree of tension in the home life is normal during family life Furthermore, such 

feelings sometimes have strong motivating effects upon the individual and stimulate them into achieve 

something they do not have. It is only when these feelings become intense and persistent over a 

considerable period of time that they have seriously distressing influence on the overall adjustment.  

 

Social: One of the most difficult developmental tasks women relates to social adjustments. These 

adjustments must be made with members of the opposite sex a relationship that never existed before and 

to adults outside the family and school environments. Early adults are a period of social expansion and 

development.  

 

Educational: Young adolescents complain about school in general and about restriction, homework 

required courses, food in the cafeteria, and the way the school is run. They are critical of their teachers 

and the way they teach. This is the “thing to do.” A young adolescent who wants to be popular with their 

peers must avoid creating the impression that they are “brains.” This is even more important for girls 
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than for boys because less prestige is associated with academic achievement among girls than among 

boys. 

 

1.4.3. Need of the study 

Psychological problems faced by the members of the self help group members, 

The rural women mostly undergo the following problems in their lives: Adjustment (53%), Jealousy 

(16%, Egoism (18%) and Self centeredness (11%). 

Common Problems faced by the Self help group members 

1. Lack of numerical skills (44%) 

2. Income problems (83%) 

3. Group conflict (43%) 

4. Migration for employment (25%) 

5. Lack of proper planning and management (35%) 

6. High incident of defunct (16%) 

7. Political inference (37%) 

8. Unhealthy competition among the groups (42%) 

9. Different attitude of banks (29%) 

10. Lack of marketing of products (78%) 

1.4.4.General Objectives: 

The primary objective of the research is to study the Life coping skills  of women entrepreneurs in 

Dharmapuri district of  Tamil Nadu. 

1.4.5. Specific Objectives: 

1. To know the socio-economic conditions of women entrepreneurs.  

2. To find out the entrepreneurial attitudes of women entrepreneurs  

3. To explore the differences, association and correlations of selected independent variables of 

women entrepreneur with their overall life coping skills 

4. To suggest measures for improving the development of women entrepreneurs in the study area 

based upon the findings of the present study. 

1.4.6. HYPOTHESIS 

1. There is significant relationship between the community and their life coping skills 

2. There is significant difference between the educational qualification and their life coping skills 

3. There is significant association between religion and  their life coping skills 

4. There is significant relationship between educational qualification and their life coping skills.  

5. There is significant difference between the types of families and their life coping skills.  

6. There is significant difference between different jobs of the women and their life coping skills.  

1.4.7. FIELD OF STUDY 

The women who have been doing entrepreneurship in rural areas of Dharmapuri district of Tamilnadu. 

India was studied.  Dharmapuri is one of the drought affected district of Tamilnadu. The normal rainfall 

is very low. The people mainly depend on the agro based products for their living.  The recent 

phenomenon of self help group movements has accelerated the rural poor to be self reliant and decision 

makers. This has given them varied opportunities to exercise their entrepreneurship skills with small 

amount.  

 

1.4.8. RESEARCH DESIGN 

The researcher has adopted a descriptive research design for this study. The researcher has explored the 

relationship between different variables like educational qualification, religion, community, type of 

family and life coping skills of women entrepreneurs. Moreover, this research explained the factors 
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responsible for the women becoming entrepreneurs; problems encountered by them and also described 

the psychological attitudes especially the home, educational, social, health and emotional status of 

women entrepreneurs.  

 

Life Coping (Adjustment) Scale: The “Adjustment Inventory” is developed by A.K.P.SINHA and 

R.P.SINHA. This scale contains 102 items of which Home -16, Health –17, Social -22, Emotional -29 and 

Educational -18 items are randomly distributed on the scale. The scale gives a Holistic estimate of 

adjustment of an individual. The subjects can be classified into five categories in accordance with the raw 

scores obtained by them on the inventory. The five different categories of adjustment are: A = Excellent, B = 

Good, C =Average, D = Unsatisfactory, E = Very unsatisfactory adjustment. 

 

1.4.9. FINDINGS 

DEMOGRAPHIC CHARACTERISTICS  

Independent variables:  
Age is an important variable which determines the vigor of entrepreneurship. According to this study 

44% of the respondents come under the age group  between 26 to 40 and others as follows : Below 25 

(36%) and 41 to 60 (20%). Almost half of the respondents belong to the middle age group. 

 

The educational qualifications also contribute much to the entrepreneurship attitude. Nearly 59% of the 

respondents are illiterates and have done only under 10
th

 standard. Illiterates (27%), Below 10
th

 (32%), 

Higher secondary (10%), Graduation (15%), Post graduation (6%), Technical (3%) and other (4%) 

 

In India, Religion plays a vital role in deciding ones character and their social actions.  

 

Marriage status of the respondents has a very crucial in determining the entrepreneurial attitude. Married 

(68%), Unmarried (19%), Divorced (1%) and separated (2%) 

 

The Monthly income of the respondents are : Below 1000 (25%), 1001 to 5000 (53.5 %), 5001 to 10,000 

(14%), 10,000 to 15000 (7%). Caste is an inseparable factor to be studied in the Indian sociological 

context. According to this sample taken : FC (1%), MBC (79%), BC (11%) and SC (9%). Total number 

of years residing in one place : One year (20%), Two years (21%), 3Three years (47%), Four years (8%) 

and 5 years 4%). Studies on women entrepreneurs show that the single women are more successful in 

running their concerns. This study collected the samples from Nuclear (62%) Joint (38%) families.  

 

The total number of family members : 1 to 5 (60%), 6 to 10 ( 38%) , 11 and above (2%). Family 

occupation : Entrepreneurial ( 80%) Non entrepreneurial (20%). The Yearly income of the family is : 1 

to 5000 ( 37%), 5001 to 10,000 (28%), 10001 to 20,000 ( 26%), 20001 to 50,000 (8%) , 50001 and 

above ( 1%). Many of the women entrepreneurs run their operation as their family business . according 

to this sample 53% run this as their family business. 

 

The Starting capital of the business varies from person to person: Below 5000 ( 28%), 5000 to 10,000 ( 

24%), 10001 to 15,000 (12%), 150001 to 20,000 ( 5%), 20001 to 25,000 (7%), 25001 to 30,000 (4%), 

30001 to 35,000 ( 7%), 40001 to 45 000 (9%), 45001 to 50,000 ( 1%) and 50001 and above ( 11%). 

 

The most important factor of the SHS’s are its savings : Below 5000 (5%), 5001 to 10000 ( 25%), 10001 

to 20000 (58%), 20001 to 50000 (7%) and 50000 and above (5%). The duration of doing business : 

1year (48%), 2 years (45%), 3 years (2%), 4 years (1%) and 5 years (4%).  
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The Persons behind the start of the business : Self interest (34%), Parents (22%), Both parents and self 

(9%), Friends and self (22%) and others (8%). The different reasons for starting the buisiness:  

 

It is a family members business (32%), Inspired by the success of the friends and relatives (13%), Desire 

to become an entrepreneur (95%), Unemployment (11%), Realization of own ideas (11%), 

dissatisfaction with the previous employment (9%), To do self employed (12%), Availability of finance 

and technical aspects (4%), Let me try or accidental (5%) Flexibile working time and location (2%). 

Regarding the Entrepreneurial aspects  of the respondents 18% posses the quality and 82% do not posses 

the entrepreneurial skill. 

 

Duration of the trainings attended : IVDP (24%,  Madhampatti (1%) and Velli santhai (1%). The Names 

of the business run by the respondents: Cool drinks shop (7%), Fancy shop (4%), Fruit shop (4%), Goat 

rearing (10%), Milk selling (30%), Petty shop (15%), vegetable shop (19%), Water business (4%) 

 

The status of the business: Sole ownership (87%) and Informal (7%).  The present condition of the 

business: Growth with good income (22%), Moderate (59%) and Critical (15%). The Number of hours 

devoted for the business: Less than 5 hours (25%), between 5 to 10 (62%), Between 11 hrs to 15 hrs 

(7%) and Over 15 hours (1%). The Method of marketing : Retail (94%), others (6%). 

 

Regarding the Competitors for the business : 100% there is no one exist in this district. The Role model 

to their business: Friends (7%), Husband (30%), Relatives (10%), SHG Members (32%) and Villagers 

(15%). 

 

The Present Business condition : Very good 98%), Good (46%), Satisfactory (46%). Regarding their 

Leisure time activities: Outdoor (43%) and Indoor (57%). Regarding their Social participation: 

Membership in an association (31%), SHG members (56%) and Any other (6%) 

 

Family members opinion about the business: Very good (77%), Good (20%) satisfactory (2%) and Bad 

(1%). The Relatives opinion on the business : Very good (22%), Good (65%) satisfactory (8%) and Bad 

(5%). Friends opinion their buisiness: Very good (34%), Good (29%) satisfactory (29%),Bad (6%) and 

very bad (2%). The SHG group members opinion: Very good (47%), Good (35%) satisfactory (16%) 

and Bad (2%). The Opinion of the Youth group leaders : Very good (35%), Good (37%) satisfactory 

(17%) and Bad (6%) and very bad (5%). The Opinion of the Local association leaders: Very good 

(23%), Good (40%) satisfactory (21%) and Bad (13%) and very bad (3%). The Opinion of the Political 

leaders: Very good (17%), Good (28%) satisfactory (31%) and Bad (16%)and very bad (8%) and the 

Opinion of the other Entrepreneurs: Very good (22%), Good (28%) satisfactory (22%) and Bad (14%) 

and very bad 14%) 

 

Customers satisfaction of the business they run: Very good (25%), Good (34%) satisfactory (30%) and 

Bad (7%)and very bad (4%). The opinions of the Financial institutions’: Very good (25%), Good (22%) 

satisfactory (15%) and Bad (14%)and very bad (4%). The Mentors opinion Very good (34%), Good 

(26%) satisfactory (28%) and Bad (9%) and very bad (3%). The other community people’s opinion on 

the business: Very good (21%), Good (43%) satisfactory (20%) and Bad (12%) and very bad (4%). 
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Participation of women in politics; especially from rural areas, considerd to be one of the indicators of 

women development. 18% the respondents do participate in the politics, 38% don’t involve themselves 

and 35% were Unable to commend. 

 

Following are the habits practiced by the respondents: 

Chewing the pawn: Always (12%), Occasionaly (9%), Never (79%) 

Drinking habit : Always (2%), Occasiotionaly (14%), Never (83%) 

Gambling: Always (2%), Occasionally (9%), Never (89%) 

Dept and money lending: Always (15%), occasionally (26%), Never (59%) 

Table : 1 Life Coping Skill 

Factors of 

Life coping skill 
High Average Low Total 

Emotional 25 (13%) 145 (73%) 30 (14%) 200 (100%) 

Health 40 (20%) 130 (65%) 30 (15%) 200 (100%) 

Home 20 (10%) 120 (60%) 60 (30%) 200 (100%) 

Social 38 (19%) 106 (53%) 56 (28%) 200 (100%) 

Educational 32 (16%) 105 (52%) 63 (32%) 200 (100%) 

TOTAL 15% 61% 24% 100% 

The overall entrepreneurial attitude of 200 respondents is that High (15%), Average (61%) and low 

(24%). The Life coping skills of the respondents trait wise: Emotional : High (13%), Average (73%) and 

Low (14%), Health : High (20%), Average (65%) and Low (15%), Home: High (10%), Average (60%) 

and Low (30%), Social : High (19%), Average (53%) and Low (28%) and Educational : High (16%), 

Average (61%) and low (32%). 

 

The respondents have more of high level attitude in Health, more of average level in emotional, and 

more of low level in Educational attitudes.  

 

The respondents have more of less level among the high level group is Home, Educational among 

average and emotional among the low level groups. 

 

Anova 

5% level of significant differences are observed among the independent variables with the overall life 

coping skills. Yearly income (0.019*), Religion (0.033*), Family occupation (0.042*) and year of 

residing in that place (0.29*) 

 

No significant differences exists among the independent variables with the overall life coping skills such 

as method of marketing, Number of hours devoted for business, Present status of the business, Reasons 

for starting the business, Persons behind start of the business, Number of years doing the business, 

Personal savings, Operation as family business, Yearly income, Family type, Different castes, Monthly 

income, Religion, Educational qualifications and age groups. Marital status of the respondents, Family 

Income, Starting capital of the business and Loan sources 

 

Chi square test 

There is 5% level of association exist between the following independent variables with the overall 

entrepreneurial attitude.  

The independent variable Religion (0.043*) has got 5% level of association with the overall life coping 

skill. 
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There is no association exists between the following independent variables with the overall life coping 

skills: Castes, sub-castes, Migratory status, Year of residing in a place, Family type, Total no of family 

members, Family occupations, Family income, Starting capital, sources of loans savings, Number of 

years involved in the business,, persons behind business, Reasons for starting, Marital status, Names of 

business, Monthly income, Number of hours devoted for work, Method of marketing, Role model.,  

 

CORRELATIONS  

1% level of correlation is observed between the following Independent variables with the overall life 

coping skill: Marital status (0.004**) 

 

5% level of correlation is observed between the following Independent variables with the overall life 

coping skill. age (0.013*), Income (0.011*), Persons who inspired the business (0.033*) and Loan 

sources (0.021*) 

 

There is no correlations established between these following independent variables with the overall 

entrepreneurship : Religions, age, Monthly income, castes, total number of years residing in one place, 

Family type, Educational qualification, , Business as family operation, starting capital, savings, Number 

of years involved in the business and reasons behind the business. Present status of business 

 

1.4.10. SUGGESTIONS 

Almost all the respondents have only the average levels of entrepreneurships.  Therefore, it is very 

important to arrange trainings on life coping and life management skills. The respondents are more in 

low level of educational attitudes. It is very important to improve the educational knowledge. Formal 

and informal educational programs, skill training on life skill and stress coping skills are very essential. 
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Abstract 

The District Industries Centers ( DICs) programme was started in 1978 with a view to providing 

integrated administrative framework at the district level for encouraging entrepreneurs in rural 

and urban areas.  District Industries Centers (DICs) give full assistance to the entreprenurs who 

are going to start the business on their own and in their regional places.  District Industries 

Centers provided various schemes for promoting the development of rural and urban industries.  

This study focuses the role of DICs in development automobile ancillary units in Krishnagiri 

District.  In this study the research were taken 120 automobile ancillary entrepreneurs from 

study area.  Primary data were collected through mailed questionnaires.  

 

Keywords: Role of District Industries Centers, Level of Satisfaction. 
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INTRODUCTION 

 The Micro, Small and Medium Enterprises (MSMEs) have been accepted as the engine of 

economic growth and for promoting equitable development.  The MSME also play an important 

role in the development of the economy with their effective, efficient, flexible and innovative 

entrepreneurial spirit.  MSMEs are the nursery where small existing businesses have the potential 

to become world beaters tomorrow.  The organizational structure of DIC‟s consists of General 

Manager, Functional Managers and Project Managers to provide technical services in the areas 

relevant to the needs of the district concerned.  Management of DIC is done by the state 

government.  The DICs provide and arrange a package of assistance and facilities for credit 

guidance, raw materials, training, marketing etc. including the necessary help to unemployed 

educated young entrepreneurs in general.  Thus it may be said that DIC extends promotional, 

technical, physical, financial, marketing and all other type of services required for growth and 

development of small scale industries. 

 

Review of Literature 

Singh et al, (2012)
3
analysed the performance of small scale industry in India and focused on 

policy changed which have opened new opportunities for this sector.  The study recommended 

the emergenence of technology development and strengthening of financial infrastructure to 

boost ssi and to achieve growth target.  

Anis Ali, Firoz Husain (2014)
4
This study focuses upon the growth pattern of the MSMEs, 

number of units, investment, production and employment. The main objectives of this paper to 

study the present status of MSMEs in India. They researcher found that the MSMEs are 

providing more employment per unit.   

 

                                                           
3Singh, R, Verma, O.P., and Anjum, B. (2012), “Small Scale Industry: An Engine of Growth’, 

Zenith International Journal of Business Economics & Management Research, Vol.2 Issue 5. 
4Anis Ali, FirozHusain(2014), Msme’s In India: Problems, Solutions And Prospectus In Present 

Scenario”, International Journal of Engineering and Management Sciences, Vol.No.5(2),2014 

P-No. 109-115. 
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Dr. K. Kumaravel (2017)
5
,evaluated the development of entrepreneurs through small and 

medium enterprises.  The study concluded that there are various opportunities available for the 

growth of MSME, but entrepreneurship is very good platform to promote and growth of this 

industry. 

 

Seena P.P., Dr.Swarupa.R,(2018)
6
, they conducted a study to analyze the region wise growth 

and performance of MSME in Kerala. The study revealed that southern region good in 

industrialization and has showed a stable performance.  Number of unit, employment generation 

production and investment are lowest in northern region but the compound growth rate is 

highest.  

Objectives of the Study 

 To trace the socio-economic status of the entrepreneur in Krishnagiri 

 To identify and highlights the functions of DIC in Krishnagiri 

 To analyze services offeredby DIC has fulfilled the requirements of entrepreneur and 

level satisfaction.  

Research Methodology 

 The sample of the study was determined with the convenient sampling method and the 

sample size of this study defined as 120 repondents.  Questionnaire were formed with two parts, 

part I determine demographic variables of the respondent and part II  role of DIC in development 

of automobile ancillary units.  The researcher was used for five point Likert scaling techniques.  

The data were analyzed by using frequency statistics and factor analysis and reliability.  The 

researcher was used SPSS package to analyse and interpret the data. 

Sample Unit 

 Sample unit defines the single unit of the sample, in the pre-decided sample which is to 

be drawn from the selected automobile ancillary units. 

 

 

                                                           
5Dr. K. Kumaravel( 2017), “ Growth and Performance of MSME Sector in India”, International 

Journal of Management and Humanities, Vol.No. 4 Issue No.2. 
6Seena P.P., Dr.Swarupa.R.,(2018)

6
, Growth and performance of Small Scale Industries/Micro 

Small and Medium Enterprises in Kerala-Region Wise Analysis, International Journal of 

Management Studies, Vol-V Issue No 2(1), April 2018, p-no. 117 -122 
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Table 1 

Frequency and Percentage Regarding the Demographic Variables of 

Respondents 

Demographic Profile  Frequency % 

Age in years 

Below 20 9 8 

21-30 60 50 

31-40 39 32 

Above 41 12 10 

Gender 

Male 95 79 

Female 25 21 

Educational Qualification 

Primary 30 25 

Technical 45 37 

Graduates 18 15 

Professional 27 23 

Marital status 

Married 114 95 

Single 6 5 

Experience( in Years) 

Up to 5 60 50 

6-10 21 18 

11-15 27 22 

Above 15 12 10 

Size of Company 

Manufacturing 39 32 

Tooling 36 30 

Both 45 38 

Total 120 100 

 Source: Primary Data 
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It is clear from the tables 1  that 8 % of the respondents belong to the age group of below 

20 years, 50 % of them belong to the age group of 21 – 30 years, 32% of them are belong to the 

age group of 31-40 years and 10% of them belong to the age group of above 41 years. It shows 

that majority of the respondent are under the age group of 21-30 years 

According to their gender, 79% of the respondents were Male and 21% of them are 

female. It is shows that majority of the respondents are male. 

According to their educational qualification, 25% of the respondents have primary, 37% 

are Technical, 15 % of them are Graduates, and 23 % of them have Professional education. It 

shows that majority of the respondents are primary level. 

According to their marital status, 95 % of the respondents are married and 5 % of them 

are Single. It shows that majority of the respondent are married. 

According to their experience, 50 % of the respondents have up to 5 years, 18 % have 6-

10 years, 22 % of them have 11-15 years and 10 % of the respondents have experience of above 

15 years. It shows that majority of the respondent are having the experience of up to 5 years. 

According to their Nature of Activity, 32% of the respondents are from Manufacturing, 

30 % of them are from Tooling and 38 % of them are from Both. It reveals that majority of the 

respondent are both manufacturing and tooling of activity. 
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Table No 2 

Opinion of the Entrepreneur about District Industrial Centre 

Factors 

SDA DA N A SA Total 

N % N % N % N % N % N 

Training enhance us to become 

efficient in a particular sector 

6 5.0 3 2.5 39 32.5 15 12.5 57 47.5 120 

DIC assistance generate numerous 

direct and indirect employment 

opportunities to backward areas of 

Krishnagiri 

2 1.7 9 7.5 15 12.5 27 22.5 67 55.8 120 

Granting financial and non-

financial assistance to 

entrepreneurs 

3 2.5 9 7.5 27 22.5 36 30.0 45 37.5 120 

Liberal policies and procedures at 

DIC influence to become 

successful entrepreneur 

6 5.0 15 12.5 18 15.0 15 12.5 66 55.0 120 

Source: Primary Data 

It is clear from the table 2 that only 5.0 % of the respondents were strongly disagreed, 

2.5% of the respondents disagreed, 32.5 % of the respondents neutral, 12.5 % of the respondents 

were agreed and 47.5 % of the respondents were strongly agreed with the factor „Training 

enhance us to become efficient in a particular sector”. 

Regarding the factor „DIC assistance generate numerous direct and indirect employment 

opportunities to backward areas of Krishnagiri‟ 1.7 % of the respondents were strongly 

disagreed, 7.5 % of the respondents were disagreed, 12.5 % of the respondents were neutral, 22.5 

% of the respondents were agreed and 55.8 % of the respondents were strongly agreed. 

Regarding the factor „Granting financial and non-financial assistance to entrepreneurs‟ 

2.5 % of the respondents were Strongly disagreed, 7.5 % of the respondents were disagreed, 22.5 

% of the respondents were neutral, 30.0 % of the respondents were agreed and 37.5 % of the 

respondents were strongly agreed. 

Regarding the factor „Liberal policies and procedures at DIC influence to become successful 

entrepreneur‟ 5.0 % of the respondents werestrongly disagreed, 12.5 % of the respondents were 
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disagreed, 15.0 % of the respondents were neutral, 12.5 % of the respondents were agreed and 

55.0 % of the respondents were strongly agreed. 

Table No. 3 

Functions of District Industries Centre in Krishnagiri  

Factors 

SDA DA N A SA Total 

N % N % N % N % N % N 

Provide Market Support 54 45.0 30 25.0 21 17.5 12 10.0 3 2.5 120 

Facilitate credit linkages 

between Banks and 

Entrepreneurs 

42 35.0 33 27.5 27 22.5 12 10.0 6 5.0 120 

Counseling and guiding the 

entrepreneurs 

12 10.0 21 17.5 39 32.5 36 30.0 12 10.0 120 

Fairs and Exhibitions 9 7.5 18 15.0 21 17.5 18 15.0 54 45.0 120 

Source: Primary Data 

It is clear from the table 3 that only 45.0 % of the respondents strongly were disagreed, 

25.0% of the respondents were disagreed, 17.5 % of the respondents were neutral, 10.0 % of the 

respondents were agreed and 2.5 % of the respondents were strongly agreed with the factor 

„Provide Market Support”. 

Regarding the factor „Facilitate credit linkages between banks and entrepreneurs‟ 35.0 % of the 

respondents strongly disagreed, 27.5 % of the respondents disagreed, 22.5 % of the respondents 

neutral, 10.0 % of the respondents agreed and 5.0 % of the respondents strongly agreed. 

 

Regarding the factor „Counseling and guiding the entrepreneurs ‟ 10.0 % of the respondents 

Strongly were disagreed, 17.5 % of the respondents weredisagreed, 32.5 % of the 

respondentswereneutral, 30.0 % of the respondents wereagreed and 10.0 % of the respondents 

werestrongly agreed. 

Regarding the factor „Fairs and Exhibitions‟ 7.5 % of the respondents werestrongly disagreed, 

15.0 % of the respondents weredisagreed, 17.5 % of the respondents wereneutral, 15.5 % of the 

respondents agreed and 45.0 % of the respondents strongly agreed. 
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Table No 4 

Different schemes and services of District Industries Centre 

Factors 

SDA DA N A SA Total 

N % N % N % N % N % N 

Provide Training Programme to 

the Entrepreneurs 

6 5.0 15 12.5 21 17.5 24 20.0 54 45.0 120 

Promotional scheme for women 12 10.0 27 22.5 15 12.5 15 12.5 51 42.5 120 

Schemes for weaker sections 15 12.5 21 17.5 45 37.5 27 22.5 12 10.0 120 

Provide financial assistance and 

Subsidy to sick units    

15 12.5 6 5.0 54 45.0 21 17.5 24 20.0 120 

Source: Primary Data 

It is clear from the table 4 that only 5.0 % of the respondents were strongly disagreed, 12.5% of 

the respondents weredisagreed, 17.5 % of the respondents neutral, 20.0 % of the respondents 

wereagreed and 45.0 % of the respondents werestrongly agreed with the factor „Provide Training 

Programme to the Entrepreneurs”. 

Regarding the factor „Promotional scheme for women‟ 10.0 % of the respondents werestrongly 

disagreed, 22.5 % of the respondents weredisagreed, 12.5 % of the respondents wereneutral, 12.5 

% of the respondents wereagreed and 42.5 % of the respondents werestrongly agreed. 

Regarding the factor „Schemes for weaker sections‟ 12.5 % of the respondents wereStrongly 

disagreed, 17.5 % of the respondents weredisagreed, 37.5 % of the respondents wereneutral, 22.5 

% of the respondents wereagreed and 10.0 % of the respondents werestrongly agreed. 

Regarding the factor „Provide financial assistance and Subsidy to sick units‟ 12.5 % of the 

respondents werestrongly disagreed, 5.0 % of the respondents weredisagreed, 45.0% of the 

respondents wereneutral, 17.5 % of the respondents wereagreed and 20.0 % of the 

respondentswere strongly agreed. 
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Table No. 5 

 

KMO and Bartlett's Test 

Kaiser-Meyer-Olkin Measure of Sampling 

Adequacy. 
.684 

Bartlett's Test of 

Sphericity 

Approx. Chi-Square 595.406 

df 66 

Sig. .000 

 

 

Bartlett’s test of sphericity 

 Taking a 95 % level of significance a=0.05 the p value (Sig.) of .000 < 0.05, therefore the 

Factor Analysis is valid. 

 If KMO  greater than 0.5, the sample is adequate.  Here, KMO=.684 which indicates that 

the sample is adequate and we may proceed with the factor analysis.  Hence Factor Analysis is 

considered as an appropriate technique for further analysis of the data. 

Factor Analysis 

Table No 6 

Variables Eigen Values % of variance N 

Opinion of entrepreneur about DIC  3.991 33.259 120 

Functions of DIC 2.170 18.084 120 

DIC schemes and services 1.192 9.932 120 

Satisfaction 1.096 9.132 120 

Source: Primary Data 

In order to evaluate factor analysis, we considered four variables which was segregated under the 

different titles like opinion of entrepreneur about DIC, functions, schemes and services and 

entrepreneur satisfaction.  (Kaiser, 1960) stated that variables subjected to principal  component 
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factor analysis with varimax rotation by using the criterion that factors with eigen value greater 

than 1.00 will be retained. 

 
 

 

Findings: 

 It shows that majority of the respondent are under the age group of 21-30 years 

 It is shows that majority of the respondents are male. 

 It shows that majority of the respondents are primary level. 

 It shows that majority of the respondent are married. 

 It shows that majority of the respondent are having the experience of up to 5 years. 

 It reveals that majority of the respondent are both manufacturing and tooling of activity. 
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Suggestions  

 Female respondents showed lesser participation in DIC becaused they had a lesser 

awareness towards it.Huge number of respondents are facing capital deficiency to expand their 

business as well as lack of guidance in terms of how to develop automobile ancillary products.  It 

is observed that many of them unaware about the functions of DIC. 

Conclusions 

 The study concludes that the entrepreneurs of krisnagiri district showed positive response 

towards DIC because they get prospects in enhancing their skills through entrepreneurship 

development programme and utilize the schemes and services of DIC.  These types of activities 

stimulate the entrepreneurs to perform well in Krishnagiri district and hence it upsurge the 

economy of Krishnagiri district in all over Tamilnadu. 
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Abstract 

Micro, Small and Medium Enterprises (MSMEs) have played a crucial role in the economic 

development of a country and second largest workforce in the country after the agricultural 

sector.  Today, small and medium industry occupies a position of strategic importance in the 

Indian economic structure due to its significant contribution in terms of output, exports and 

employment. MSMEs are complementary enormously to the socioeconomic development of the 

country and provide employment opportunities at lower capital cost than by the large industries.  

Small businesses often face a variety of problems related to their size. This study focuses the 

problems faced by micro, small and medium entrepreneurs in Krishnagiri District in Hosur 

Taluk. In this study, 100 MSME Entrepreneurs are taken from the study area were selected as 

the samples, through convenient sampling method.  Primary data was collected with the help of 

interview schedule. This study used factor analysis for identifying the problems encountered by 

MSME Entrepreneurs.  Factor analysis found that there are four factor components. 

Keywords: Business Start-ups, Problems faced by MSMEs Entrepreneurs.  

Introduction 

The term “entrepreneurship” comes from the French verb “entreprendre” and the German 

word “unternehmen”, both means to “undertake”.  Entrepreneur is a process where one person 

getting himself employed provides job to other.  The persons are also called “entrepreneur”.   

 An Entrepreneur is an individual who, rather than working as an employee, finds and 

runs a small business, assuming all the risks and rewards of the enterprises.  The entrepreneur is 

commonly seen as an innovator, a source of new ideas, goods, services and business or 

procedures.  Entrepreneurs play a vital role in Indian economy.  These are the people who have 

the skills and creativity necessary to expect current and future needs and bring about good new 

ideas to market.  Entrepreneurs who prove to be successful in taking on the risks of a start-up are 

rewarded with profits, fame and continued growth opportunities.  Those who fail suffer losses 

and become less prevalent in the markets. 
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This type of industry is to provide on various level of opportunity in our society like on various 

people are to getting on emplacement chance that way to developing on people standard living 

level and that improve on the economic level of the people. 

Review of Literature 

K. Suneetha and T.Sankaraiah (2014)1, Problems of MSMEs and Entrepreneurs in Kadapa 

District, IOSR Journal of Economics and Finance: The study conducted a survey on 156 

enterprises to study their problems. It was found that 103 enterprises were facing financial 

problems and among them 62.8 per cent are from Micro enterprises. Moreover23 percent found 

as meager assistance from government agencies. In the study the divisions of Kadapa, 

Jammulamadugu and Rajampet were covered. 

W.G Bonga (2014)2analyses the challenges faced by SMEs in the internationalization of their 

products and suggests some strategies which can be employed at both individual and national 

levels. It alsosuggests a simplified regulatory framework, good governance, accessible finance, 

proper infrastructure, and availability of foreign market information to help SMEs in the 

promotion of their exports. Some of the major challenges in the way of increased exportation are 

lack of adequate finance, inadequate market research and analysis, inability to understand 

competitive conditions, lack of expertise to enter a foreign market, unfamiliar export procedures, 

etc. government assistance, initial focus on few selected markets, realistic commitments, 

understanding employment policies and reduction of regulatory burden are few of the 

suggestions. 

Meeravali Shaik, et. al. (2017)3establishes that although MSME sector has shown a positive 

contribution to employment and fixed assets growth in recent years but it still faces a number of 

challenges such as lack of timely credit, high cost of credit, difficulty in procurement of raw 

material, problems in storage and designing, inadequate infrastructure, low technology levels, 

lackof skilled manpower, etc. it suggests the government to adopt integrated policy with efficient 

governance for the MSME to help the sector increase its productivity and contribution to 

economic growth. 

Objectives of the Study 

 To identify the problems faced by MSMEs in Hosur Taluk. 

                                                           
1k. Suneetha and T.Sankaraiah, (Mar.-Apr. 2014) Problems of MSMEs and Entrepreneurs in Kadapa 

District, IOSR Journal of Economis and Finance (IOSR-JEF), e-ISSN: 2321-5933, p-OSSN: 2321-5925, 

Vol.3, Issue 2. Ver.I, pp 31-37. 
2Bonga, Wellington Garikai (2014). ‘challenges faced by SMEs on exportation and possible strategies.’ 

Social Science Research Network. Retrieved from: https://ssrn.com/abstract=2399878. 
3Shaik, Meeravali and Kankipati, Ajay Kumar and Ramesh, KV and Babu, G. (2017). ‘Performance of 

MSMEs sector in India.’ SSRG International Journal of Economics and Management Studies. Vol. 4(3). 

pp 11-15. 
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Research Methodology 

 The study is conducted in Hosur Taluk in the district of Krishnagiri.  The sample of the 

study was determined with the convenient sampling method and the population of this study 

defined as 100 respondents.  The data were collected through questionnaire with two parts, part I 

demographic profile of the respondents and part II the problems faced by MSMEs Entrepreneurs.  

Analytical Tools 

Statistical techniques such as simple percentage, mean score and used factor analysis for 

identifying problems encountered by MSME Entrepreneurs. 

Result and Discussion 

Table 1: Demographic Distribution of Respondents 

Demographic Details Frequency Percentage(%) 

 

Gender 

Male 87 87 

Female 13 13 

Total 100 100 

 

 

Age Group 

 

Below 20 years 8 8 

21 – 30 Years 51 51 

31-40 Years 31 31 

Above 40 Years 10 10 

Total 100 100 

Marital Status 
Married 95 95 

Unmarried 5 5 

Total 100 100 

Educational Qualification 

Primary 24 24 

Secondary 40 40 

Degree 15 15 

Technical/Diploma 21 21 

Total 100 100 

Year of Previous Experience 

Below 5 Years 49 49 

6-10 Years 21 21 

11-15 Years 20 20 

Above 15 Years 10 10 

Total 100 100 

Type of Experience 

Machine Setting 21 21 

Machine Operator 28 28 

Supervisor 35 35 

Others 16 16 

Total 100 100 

Source: Primary Data 

Journal of Information and Computational Science

Volume 10 Issue 9 - 2020

ISSN: 1548-7741

www.joics.org322



 From the above table inferred that the demographical profile of the respondents which 

includes gender, age, marital status, educational qualification, year of previous experience and 

type of experience. 

1. 87 respondents are male entrepreneurs out of 100 respondents and remaining 13 are 

female respondents has taken for the study. 

2. 51 respondents are in the age group of 21-30 years, 31 respondents are in the age group 

of 31-40 years, 10 respondents are above 40 years and remaining 8 respondents are below 

21 years. 

3. Out of 100 respondents 95 respondents are married entrepreneurs and remaining 

unmarried respondents. 

4. 40 respondents are qualified up to secondary,24 respondents are qualified up to primary, 

21 respondents are qualified only Technical/Diploma and other 15 respondent are 

Degree. 

5. 49 respondents have less than 5 years of experience, 21 respondent have 6 -10 years of 

experience, 20 respondent have11-15 years of experience and 10 respondent have above 

16 years of experience. 

6. Out of 100 respondents 28 respondent under the group of supervisor.  

FACTOR ANALYSIS 

 

Factor Analysis is a method used to transform a set of variables intoa small number of 

linear composites, which have a maximum correlation withoriginal variables. Factor analysis is 

used to study a complex product (or)services, in order to identify the major characteristics or 

factors consideredimportant by the respondents. The purpose of factor analysis is to 

determinewhether the responses of several statements favoured by the respondents 

aresignificantly correlated. If the responses to the several statements aresignificantly correlated, 

it is considered that the statement measures somefactors common to all of them. 

Factor analysis can only be applied to continuous variables (or)interval scaled variables. 

Factor analysis is like Regression analysis as it triesto ‘best fit’ the factors to a scatter diagram of 

data in such a way that thefactors explain the variance associated with the responses to each 

statements.Factor analysis was conducted by the researcher in the present research in 

thefollowing stages. 

 

 

Table No: 2 KMO and Bartlett's Testa 

Kaiser-Meyer-Olkin Measure of Sampling 

Adequacy. 
.703 

Bartlett's Test of 

Sphericity 

Approx. Chi-Square 
1.120E3 
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df 
105 

Sig. 
.000 

a. Based on correlations  

Table 4.50 indicates thatthe Kaiser-Meyer-Olkin (KMO) measures of sampling adequacy in the 

studyare 70.3. This is good result, as it exceeds 0.5 Bartlett’s Test of Sphericitywhich is 0.000, 

meaning that factors that form the variables are adequate. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table No. 3 Total Variance explained for Problem Factors 

Comp

onent 

Initial Eigenvalues Rotation Sums of Squared Loadings 

Total 

% of 

Variance 

Cumulative 

% Total 

% of 

Variance 

Cumulative 

% 

1 4.694 31.290 31.290 3.325 22.168 22.168 
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2 3.220 21.469 52.760 3.156 21.038 43.206 

3 1.910 12.734 65.494 2.708 18.050 61.256 

4 1.409 9.390 74.884 2.044 13.628 74.884 

5 .822 5.482 80.366    

6 .575 3.832 84.198    

7 .531 3.539 87.737    

8 .457 3.049 90.786    

9 .403 2.690 93.476    

10 .316 2.106 95.582    

11 .240 1.602 97.184    

12 .203 1.352 98.537    

13 .122 .815 99.351    

14 .075 .498 99.849    

15 .023 .151 100.000    

Extraction Method: Principal Component Analysis. 

 

The factor analysis by principal component method with varimaxrotation has revealed four eigen 

values as 3.325, 3.156, 2.708 and 2.044 respectively. This indicated that the eigen values greater 

than 1 led to theexistence of four major factors with 74.884 percent of variance (Table -

4.18).These factors are subjected to continuous varimax rotation with respect to thecorrelation 

values and component-wise segregation which has been givenbelow: 
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Figure:1 

The above Component number explains the trend of the 15 variables based on Intial Eigen value.  

The movement of trend from the left it is higher value and step downwards towards right.  This 

is a good sign to apply Factor analysis techniques. 
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Table No. 4 Rotated Component Matrix for Problem Factors 

Rotated Component Matrixa 

 Component 

 1 2 3 4 

Factor I Raw Material Problems 

Scarcity of raw materials .921    

Shortage of raw materials .908    

Poor knowledge of alternative source .866    

Troubling with raw materials and supplier .773    

Factor II Financial Problems 

Legal or bureaucratic Problems  .863   

Low level risk taking attitude  .804   

Financial Problems  .730   

Lack of family support  .701   

Lack of investor’s confidence  .649   

Factor III Production Problems 

Lack of skilled labour   .913  

Labour Absenteeism   .863  

Production Problems    .729  

Factor IV Marketing Problems 

Market-oriented risk    .830 

Absence of organized marketing    .824 

Competition from other small scale units    .754 

Extraction Method: Principal Component Analysis.  

 Rotation Method: Varimax with Kaiser Normalization. 

a. Rotation converged in 6 iterations. 

 

The rotated component matrix table indicated the variable loadings in each predominant factors 

of women entrepreneurial growth. The first factorconsisted of three variables which were 

suitably named as ‘Raw Material Problem’. The second factor contained four variables which 

were suitablycalled as ‘Financial Problem’. The third factor included threevariables which were 
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named as ‘Production Problem’. The fourthfactor contained three variables which were named 

as ‘Marketing Problem’.(Table No. 4) 

Friedman Test 

Table No. 5 Ranking of Problems Factors 

S. No Factor Name Mean  Rank 

1 Raw Material 2.54 II 

2 Financial problem 2.57 I 

3 Production Problem 2.49 III 

4 Marketing Problem 2.40 IV 

Source: Primary Data 

 The above table shows that MSMEs Entrepreneurs are facing various problems identified 

that the mostly faced in on “Financial Problem” occupies first rank followed by “ Raw 

MaterialProblem” second rank, “Production Problem” third rank and “Marketing Problem” 

fourth rank. 

Findings 

 The study reveals that the majority of the respondents are male (87%) 

 The age group of the respondent falls in between 21-30 years (51%) 

 The majority of the respondents are married (95%) 

 40% of the respondents are secondary level. 

Conclusion 

This study attempted to know about the problems faced by MSME Entrepreneurs in Hosur 

Taluk.  Factor analysis found that there are four factor components.   Legal or bureaucratic 

Problems,Low level risk taking attitude,Financial Problems,Lack of family support andtroubling 

with raw materials and supplier are the second factor component which is ranked into 

one.Scarcity of raw materials,Shortage of raw materials,Poor knowledge of alternative source 

and Troubling with raw materials and supplier are the first factor component which is ranked 

into two.  Lack of skilled labour, Labour absenteeism and production problems are the third 

factor component which is ranked into third.  Marketing-oriented risk, absence of organized 

marketing andCompetition from other small scale units are the fourth factor component which is 

ranked into four. 

Suggestions 

The MSMEs Entrepreneurs is mostly faced in on financial problems and then raw material 

problems, labour problems and also production problems of the MSMEs industry.  When the 
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government is to reduce on financial problem and then to arrange on rawmaterial facilities in 

MSMEs sectors.  The government is provide on this facility for developing on MSMEs Sectors.  
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Perovskite type BaSnO3-reduced graphene oxide nanocomposite for 
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A R T I C L E  I N F O   
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A B S T R A C T   

rGO-BaSnO3 nanocomposite was prepared by hydrothermal route. The physicochemical properties were 
analyzed by spectroscopic analysis. From the results, the rod-like crumbled particles were well dispersed on rGO 
sheets. The optical bandgap was found to be 2.72 eV for BSG-10 which is comparatively lower than BS. The 
implementation of rGO makes an interfacial contact with BS facilitates e− transfer from BS to rGO, effectively 
suppresses the e− /h+ pair recombination rate. The BSG-10 nanocomposite exhibits 94 % degradation efficiency 
under 180 min of visible light irradiation. The radical contributions involved in degradation process and the 
stability of the photocatalysts are also discussed.   

1. Introduction 

Over the past few years, potential degradable and nondegradable 
pollutants badly affect the water quality of the ecosystem due to in-
dustrial wastes, agricultural practises, mining activities, etc [1,2]. Re-
searchers have discovered many technologies such as physical, chemical 
and biological treatments to remove organic pollutants as well as water 
contamination. Amongst all, heterogeneous photocatalysis attracted 
wide-scale attention owing to its low cost, being eco-friendly, good 
chemical stability, sustainability and high degradation efficiency [3,4]. 
Photocatalysis is a technique to degrade or remove the dye molecules 
present in organic and inorganic pollutants under light irradiation [5]. 
For this purpose, semiconductor-based photocatalysts such as metal 
oxides, (oxy) nitrides, selenides, sulphides, etc., have garnered attention 
to decontaminate the water by dye removal/degradation process [6–8]. 
However, these photocatalysts plagued with some drawbacks such as 
low UV–visible light response, unable to migrate the charge carriers on 
the material surface and highly possible for charge recombination pro-
cess [9]. 

Based on the aforementioned drawbacks over semiconductor pho-
tocatalysts, an approach towards ABO3 perovskite became a combating 
material for efficient photocatalyst. Moreover, it has unique applications 
like chemical and gas sensor, catalysis, energy storage, electrode mate-
rials in solid fuel cells, etc [10]. The attention on Sn based metal oxide 

MSnO3 (M––Ca, Sr, Ba, Zn) perovskites have been reported as an active 
photocatalyst for dye degradation [11–15]. BaSnO3 (BS) is an n-type 
semiconductor with a wide bandgap, attracted attention towards optical 
and electrical properties [16,17]. The photocatalytic activity of this 
material limits only at UV irradiation. Based on reports there is a need 
for an approach to develop extend absorption of photocatalysts by UV or 
visible region. This is a common problem for many researchers in 
semiconductor-based materials. To overcome this problem a composite 
with this semiconductor may be alternative system to enhance the 
property towards specific field of application. 

Perovskite-based barium stannate (BaSnO3) is an n-type semi-
conducting material with perovskite structure. In recent years, it attracts 
attention due to its superior optical and electrical property towards a 
wide range of science and technological applications [18–21]. It is a well 
suitable material for design supercapacitors, light-emitting devices, fuel 
cells, dielectric ceramics, chemical sensors, and photocatalysts, etc 
[22,23]. Many researchers have synthesised through various methods 
like solid-state route [24], hydrothermal [25], sol–gel [26], self-heat- 
sustained (SHS) route [27], modified combustion [28] and reverse 
micelle method [29]. All these aforementioned methods are relatively 
similar thereby it needs to elevate higher temperature, long time reac-
tion process, the necessity of capping agents and toxic compounds were 
used as a starting material. Moreover, these reports for the modification 
for the properties of BS need an effective process to become an efficient 
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material. The energy consumption for heating is an integral part of any 
chemical synthetic process. So, the researchers have adopted the mi-
crowave irradiation method. It is one of the most desirable sources of 
energy to resolve the problem. It could be able to rapid volumetric 
heating without the process of heat conduction, uniform heating can be 
accomplished in a short duration of time [30–35]. So, the researchers 
have concentrated their efforts on the conventional hydrothermal 
method. This method provides a high level of thermal energy and a high 
level of temperature, which could ease the reduction process and make it 
faster and more effective [36]. This approach is well suitable for 
designing an intercalated hybrid nanostructure by maintaining superior 
optical property, well crystalline, and controlled morphology with size 
and shape [37]. Moreover, it affords with low temperature, moderate 
price, large scalability, and relatively simple fabrication procedure [38]. 
Several workers have utilized wide bandgap material of BaSnO3 for 
photocatalytic applications. Moshtagi et al. [39] evaluated the photo-
catalytic degradation of anionic eriochrome black T dye in UV irradia-
tion. Moshtaghi et al. [40] investigated the barium stannate by 
erythrosine degradation was about 82 % of efficiency after 120 min 
irradiation in UV light. Zhong et al. [13] reported BaSnO3 nanoparticles 
were studied the photocatalytic activity in UV light. Ye and co-workers 
[41] evaluated the photocatalytic properties of BaSnO3 with the case of 
sacrificial reagents under UV light illumination. However, the attempt 
towards enhancement in photocatalytic activity by use of visible light 
was not a sense of achievement. So, the modification or implementation 
of other materials coupled barium stannate photocatalyst is necessary. 

In recent years, composite materials have attracted attention because 
of its numerous advantages and enhanced characteristics compared to 
other constituent materials. So, the researchers have turned up to 
carbon-based semiconductor nanocomposites for making and utilizing 
the properties in a wide field of applications [42]. Due to the 
outstanding property of graphene with 2-D layered structure by 
anchoring under the surface layer of the materials [43–45]. The reports 
on composites with graphene shows the high surface area, porous 
composition and fast e− transfer technology [46,47]. Graphene-based 
photocatalysts have been ultimately pursued to be an active material 
due to efficient charge flexibility, enormous surface area, slow down the 
electron-hole (e− /h+) pair recombination and high rate of e− transfer 
[48,49]. The enhancement in the catalytic activity of the photocatalyst 
can be occurred by diminishes the e− /h+ pair recombination by gra-
phene and it works as an e− acceptor for photogenerated e− [50]. Based 
on the above discussions, we decided to modify the property of BaSnO3 
by implementing rGO in BaSnO3 to tune the optical bandgap and to 
improve the light harvesting property for large scale application with 
carbon based photocatalyst for environmental applications. Moreover, 
to the best of our knowledge very rare reports are available at present on 
the use of BaSnO3 as electron transport promoters under visible light, 
and its application in photocatalysis by coupling rGO in BaSnO3 has not 
yet been studied. 

In this work, BaSnO3-rGO composite was successfully synthesised by 
facile hydrothermal method. The as-prepared BS and BSG-10 nano-
composite heterostructure formations are systematically characterized 
and correlated with photocatalytic activity measurement. The photo-
catalytic performance of the prepared catalysts were investigated over 
cationic MB dye under visible light irradiation. Furthermore, the role of 
reactive radicals, photocatalytic mechanism, stability and reusability of 
the photocatalyst is also determined. 

2. Experimental section 

2.1. Materials 

All the chemicals/precursors were commercially purchased and used 
without further purification. Tin (IV) chloride (SnCl4⋅5H2O − 97%), 
Barium hydroxide octahydrate (Ba(OH)2⋅8H2O − 99.99%), Sodium 
Hydroxide (NaOH − 97%), Graphite powder (99.5%), Hydrogen 

peroxide (H2O2 − 30% purity), Sulfuric acid (H2SO4 − 97%), Hydro-
chloric acid (HCl − 38.0%), Potassium permanganate (KMnO4 −

99.0%), Sodium nitrate (NaNO3 − 99.0%), Methylene Blue (MB), Ben-
zoquinone (BQ − 98%), Isopropyl alcohol (IPA − 99.8%) and Ammo-
nium oxalate ((NH4)2C2O4 − 99.0%) were used. And de-ionized (DI) 
water was used for all the experiment processes. 

2.2. Synthesis of BS and rGO-BaSnO3 nanocomposite 

The BS photocatalyst was prepared by conventional microwave 
irradiation method. A stoichiometric quantity of Ba(NO3)2 and 
SnCl4⋅5H2O were added to distilled water and stirred for 30 min at room 
temperature. The mixture was then added with NaOH for the suspension 
to get precipitation. The precipitated mixture was transferred to a silica 
crucible and placed in a microwave oven. The mixture was approved 
and processed for 20 min with 700 W of microwave irradiation. The 
solution was first irradiated by microwaves and then the compositions 
began to boil and dehydrated as part of the mixtures with continuous 
radiation. Finally, a centrifugation process was performed to eliminate 
unreacted ions by carefully washing the product with ethanol and DI 
water. Finally, the resultant products were annealed at 700 ◦C for 3 h in 
a muffle furnace. 

The preparation of GO was prepared by same procedure reported in 
our previous work [51]. The synthesis of rGO-BaSnO3 was obtained by 
facile hydrothermal method. The schematic representation of the syn-
thesis procedure shown in Fig. 1. A suitable amount of GO was initially 
dispersed in the mixture containing 50 mL DI water, 25 mL ethanol in an 
aluminium foil closed 100 mL beaker to avoid evaporation of liquid 
molecules. Then it was thoroughly dispersed by ultrasonication for 2 h. 
After the dispersion of GO in the mixed solution, 0.4 g of synthesised BS 
was added and stirred for 3 h to get homogenous suspension. Then the 
mixture was transferred into 100 mL Teflon-lined stainless-steel auto-
clave and placed in a hot-air oven with 120 ◦C of reaction temperature 
for overnight to obtain the formation of the BSG-10 nanocomposite. The 
resultants were then finally, centrifuged and washed with ethanol and 
DI water several times and dried at 80 ◦C for 12 h. Then the prepared 
pure BS and GO-BaSnO3 nanocomposite samples were labelled as BS and 
BSG-10. 

2.3. Photocatalytic experiments 

The investigation of photocatalytic activity for the synthesized 
photocatalysts over MB dye was done under visible irradiation. To 
exhibit the dye degradation effect 100 mg of photocatalyst was initially 
dissolved into MB aqueous solution. Prior to the reaction and illumi-
nation, the solution was kept under the dark condition for 30 min to 
attain absorption/desorption equilibrium. During the photocatalytic 
process, 1 mL of aliquots was pipetted out for every 30 min up to 180 
min to measure the dye concentration. Then the absorption of the dye 
solution was measured by UV–vis. spectroscopy. The degradation effi-
ciency of the photocatalysts were calculated by empirical equation [51]. 

The radical trapping experiment was carried out to detect the active 
species involved in the degradation reaction process. The addition of 
scavengers was 1 mM of benzoquinone (BQ) for superoxide radicals 
(O2

− •), 1 mM of isopropyl alcohol (IPA) for hydroxyl radicals (•OH) and 
1 mM of ammonium oxalate (AO) for holes (h+) radicals was established 
by typical degradation experiment. 

3. Results and discussion 

3.1. Structural analysis 

The crystalline phase and purity of GO, BS and BSG-10 nano-
composite was recorded using powder X-ray diffractometer. From Fig. 2, 
the observed diffraction peaks of BSG-10 composite show obviously 
similar to BS. The indexed characteristic peaks detected at an angle 2θ =
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30.68◦, 43.95◦, 54.56◦, 63.90◦ and 72.55◦ which corresponds to (110), 
(200), (211), (220) and (310) crystal planes. The recorded peaks were 
agreed well with JCPDS No. 15–0780 and the synthesized sample cor-
responds to cubic structure. The indexed XRD peaks of (111) plane at 
23.89◦ matched with JCPDS No. 45–1741 of BaCO3. The presence of 
BaCO3 does not involve in the preparation process of BS. However, it 
exhibits only due to Ba2+ ions directly reacted with atmospheric CO2 
[52]. While the addition of GO to BS no diffraction peaks of rGO 
exhibited in BSG-10 composite peaks but it partially varies the intensity 
of the composite compared to pure BS. This unveiled the successful 
formation of composite in the rGO assisted sample. Therefore, the syn-
thesized BS would be surrounded by dispersed rGO sheets that can 
exhibit in the BSG-10 nanocomposite. 

3.2. FTIR analysis 

The investigated FTIR spectra of BS and BSG-10 shown in Fig. 3. The 
spectra recorded in the wavenumber range of 4000–470 cm− 1. The 
strong respective characteristic peak observed at 520 and 630 cm− 1 

ascribed to Sn-O stretching mode of vibration that contributes uniform 
regular SnO6 octahedra metal stannates [53]. The observable charac-
teristic peaks of graphene lie between 4000 and 900 cm− 1. As like the 
functional group of O–H stretching bond vibration present at 3500 and 
3000 cm− 1 [54]. The band observed at 854 and 1063 cm− 1 are due to the 
presence of carbonates in the synthesized sample. Furthermore, three 
peaks observed at 1442, 1204 and 854 cm− 1 are attributed to C–O and 
C––O stretching modes [28]. The stretching mode of the observed peaks 
at 1350 and 987 cm− 1 shows a difference in intensity and full-width half 

maximum confirms the oxygen-containing functional groups were 
dramatically reduced and exhibits the formation of graphene oxide into 
reduced graphene oxide. 

3.3. Morphological and elemental analysis 

The internal structure and surface morphology of the prepared BS 
and BSG-10 composite were studied by FESEM and HRTEM as shown in 
Fig. 4. The recorded FESEM image for rGO sheets as shown in Fig. 4(a). It 
reveals that rGO sheets were well dispersed with some folds on the 
surface layer. From Fig. 4(b), the synthesized BS has crumbled particles 
with an agglomerated rod-like morphology. Moreover, these particles 
were monodispersed on the surface of the rGO sheets shown in Fig. 4(c). 
These results indicate the bonding between BS and the specific sites of 
GO successfully formed during hydrothermal treatment. The nano-
composite with interfacial connect between BS and rGO could improve 
the charge transfer property and the current collector. Moreover, the 
elemental composition of the BSG-10 nanocomposite was analyzed by 
using EDX as shown in inset of Fig. 4(c). The presence of Ba, Sn, O and C 
elements was confirmed by EDX spectra shown in inset of Fig. 4(c). 
Moreover, the Cu element arose from the copper grid used for analysis. 
The mass and atomic percentage of the elements depicted in the inset of 
EDX spectra. 

From the HRTEM image, as shown in Fig. 4(d) crumbled particles of 
BS with rods were surrounded by rGO sheets, which reveals the effica-
cious formation of the composite. From Fig. 4(e) the rGO sheet isolated 
and the interplanar space distance of the nanoparticles appeared. The 
obtained lattice fringes with an interplanar distance of the BSG-10 

Fig. 1. Schematic representation of the synthesis procedure for BS and BSG-10 nanocomposite.  

Fig. 2. XRD patterns for (a) GO, (b) BS and (c) BSG-10 nanocomposite.  
Fig. 3. FT-IR spectra for BS and BSG-10 nanocomposite.  
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nanocomposite was measured and calculated as 0.29 nm, which can be 
well indexed to the (110) crystal plane and coordinated with XRD 
peaks. Furthermore, from inset Fig. 4(e) the lattice fringes with different 
orientation confirm the synthesized product could be polycrystalline 
material. The selected area diffraction pattern of BSG-10 nanocomposite 
is depicted in the inset of Fig. 4(e), the obtained bright spots with rings 
were well accordance with the crystal planes of synthesised sample. 

3.4. Optical property analysis 

The optical properties of the synthesized samples were examined by 
UV–vis. absorption spectroscopy. The absorption spectra of the synthe-
sized sample were recorded in the range of 200 to 800 nm shown in 
Fig. 5. As shown in Fig. 5, the recorded spectra for BS and BSG-10 

samples heavily absorbs and predominantly rising at ~ 330 nm in the 
nearer to the visible region. Moreover, BSG-10 nanocomposite’s ab-
sorption ability shows its response in the visible region. It is only due to 
the implementation of rGO and ascribes to create high-mobility pi (π) 
electrons, which is placed upper and under of the graphene sheet. 
Generally, these pi (π) orbitals tend to overlap could be enhanced by the 
presence of carbon–carbon bonding in graphene oxide sheet [55]. 
Furthermore, the bandgap of the samples were determined by using 
Tauc’s equation based on absorption spectra are shown in Fig. 5. The 
obtained band gap value (absorption edge) for BS and BSG-10 were 3.06 
eV (405 nm) and 2.72 eV (455 nm), respectively. The absorption band 
edge positions possess UV–vis. region with strong absorption peak at 
~400 nm to ~ 460 nm is due to π–π* transition [56]. The strong ab-
sorption bands associated with the wavelength 405 nm is mainly by 
optical transitions from valence band (VB) to conduction band (CB) 
involving Sn4+: 5s and O2*: 2p orbitals [57]. After the reduction of GO to 
rGO, the generation of electronic transfer including π and π* orbitals in 
sp2 remains in the graphene structure [58]. Thus, the rGO incorporated 
BaSnO3 showed its increased absorption edge at 455 nm. The shift in 
absorption edge occurred due to electronic coupling between rGO and 
BS [59]. Therefore, the strong coupling between these heterostructures 
leads to enhances the light harvesting efficiency of BSG 10 nano-
composite. Based on the above results, it reveals that both the synthe-
sized samples could respond to visible light spectrum. Therefore, rGO 
plays a major role in modifying the optical properties of perovskites 
towards the visible light region. 

3.5. Photoluminescence analysis (PL) 

The PL spectra of BS and BSG-10 nanocomposite obtained with an 
excitation wavelength of 400 nm shown in Fig. 6. The recorded spectra 
attribute to the green emission region which commonly refers to the 
trapping state region of emission [60]. Specifically, the green emission 
transition was due to the individual ionized oxygen vacancy in BS and 
emission results from a photogenerated h+ radiation recombination with 
an e− which occupies the oxygen vacancy [61]. Moreover, the 

Fig. 4. FESEM image of (a) rGO sheet, (b) BS, (c) BSG-10 nanocomposite (inset shows EDX spectra), (d & e) TEM & HRTEM images and (f) SAED pattern of BSG-10 
nanocomposite. 

Fig. 5. UV–vis. absorption Spectra for BS and BSG-10 nanocomposite.  
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introduction of rGO into BS the intensity of the spectra decreases while 
compared with pure BS, which suggests that the photogenerated charge 
carriers are separated effectively and affect the recombination process. 
Therefore, it suggests that the synthesized nanocomposite could 
enhance the photocatalytic efficiency. 

3.6. Photocatalytic activity 

The photocatalytic activity of the synthesized BS, BSG-10 photo-
catalysts were estimated by the degradation of MB dye by employing 
visible light irradiation as a source. The evaluation of photocatalytic 
efficiency was carried out by the UV–vis. absorption spectra of the 
illuminated samples with different time intervals. The recorded UV–vis. 
absorption spectra for BS and BSG-10 photocatalysts were shown in 
Fig. 7(a & b). It can be seen that the comparison of before and after the 
illumination of light at samples shown extraordinary changes in their 
absorption peak. Before the illumination, the suspension was stirred for 
several min and kept under the dark condition to ensure the absorp-
tion–desorption equilibrium. The MB dye with the presence of photo-
catalysts was not degraded in the dark condition. Both the MB dye 
absorption spectra observed at 664 nm and the respective spectra were 
collected from 0 min to 30 min of regular time interval until the 
decolourization occurs. The absorption intensity of MB dye gradually 
decreased its intensity by increasing the irradiation time of visible light 
and the obtained spectra shown in Fig. 7(a & b). The decolourization 

spectra recorded up to 180 min for BS and BSG-10 photocatalyst. BS and 
BSG-10 photocatalysts degrade 46 % and 94 % of MB dye respectively 
for 180 min of visible light irradiation and the degradation percentage 
was calculated, visualized in Fig. 8. All the photocatalytic reaction 
process was carefully monitored by using UV–vis. spectrophotometer. 

Notably, the degradation efficiency of BSG-10 shows superior pho-
tocatalytic activity compared to BS. This may due to the presence of rGO 
in the nanocomposite that enhances the improvement of its structural 
and electronic properties. Moreover, its photocatalytic efficiency is 
suppressed by a high charge recombination process that causes a 
reduction in photodegradation efficacy against MB. During the hydro-
thermal process, the specific sites of GO and pure BS ascribed to 
chemical bonding between them. The approximated bandgap of pure BS 
is 3.06 eV and the BSG-10 nanocomposite existed with − 0.34 eV of 2.72 
eV. Thus, the synthesized BSG-10 could be easily photoexcited and 
generates more e− /h+ pairs leads to higher photocatalytic activity.  

i) Scavenger Test 

The investigation of various reactive species responsible for the 
photocatalytic process has been detected by radical experiments. The 
scavengers BQ (O2

− • superoxide), AO (h+ holes) and IPA (•OH super 
hydroxyl) respectively were used for respective experiments under 
visible irradiation. As shown in Fig. 9, the addition of IPA as a scavenger 
the degradation of MB dye was not affected and it was almost close to the 

Fig. 6. PL spectra of pure BS and BSG-10 nanocomposite.  

Fig. 7. UV–vis. absorption spectra for the degradation of MB dye under visible light irradiation of (a) BS and (b) BSG-10 photocatalyst.  

Fig. 8. Photodegradation efficiency of MB dye for BS and BSG-10 
nanocomposite. 
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bare BGN photocatalyst. While adding AO and BQ as a scavenger the 
radicals of h+ scavenger and O2

− • scavenger obviously decrease the 
degradation efficiency and the photocatalytic activity was greatly sup-
pressed. Furthermore, the h+ radical also drastically quenches degra-
dation. Therefore, the dominating active species in the radical 
experiment utilized in BGN photocatalyst was superoxide radical (O2

− •). 
These results suggesting the main active species involved in the degra-
dation was identified and the series of radicals affecting the degradation 
in the order •OH > h+ > O2

− •.  

ii) Reusability and Stability Measurement 

As known, the superior photocatalytic ability could expect by recy-
cling the photocatalysts under the same reaction conditions of degra-
dation experiment. To evaluate the stability and reusability of the 
photocatalyst is one of the most vital parameters. So, the synthesized 
photocatalyst of BSG-10 was subjected to the experiment. As depicted in 
Fig. 10(a), the BSG-10 photocatalyst exhibits with slightly little loss of 
photodegradation efficiency in each cycle of recycle experiment up to 4 
cycles. Moreover, the photocatalysts showed comparatively higher 
photocatalytic degradation ability. As observed in Fig. 10(b), after 4 
successive runs of the photocatalyst it could be actively maintained the 
degradation efficiency indicates the good stability of the photocatalyst. 

The drawn XRD patterns are also unaffected which confirms that the 
BSG-10 photocatalyst undoubtedly a stable, efficient and non-photo 
corrosion material for photocatalytic based practical applications. 
Comparison of degradation efficiency of the prepared BSG-10 photo-
catalyst with earlier reports is shown in Table 1.  

iii) Possible photocatalytic mechanism 

The photocatalytic ability of the photocatalyst can be determined by 
a crucial role played by an optical energy bandgap of the material. Based 
on experiments results, the photocatalytic mechanism efficiently 
described and proposed in Fig. 11. The potentials of the VB and CB plays 
a significant role in promoting the charge carrier process in the elec-
trolytic reaction system. The absorption of photon energy is larger than 
or equal to the bandgap of a material that excites an e− from the VB to 
CB, which means the production of e− /h+ pairs. The halving reaction 
begins as the photogenerated e− has a potential which exceeds the redox 
couple’s reduction potential. The photogenerated h+ also needs to have 
a potential that reaches the oxidation half-reaction of redox potential. 
The band edge alignments of CB and VB of the semiconductor photo-
catalyst can be calculated by using the equation [67], 

ECB = χ − EC + 0.5Eg (1)  

EVB = ECB − Eg (2)  

where,χ is the geometric mean of absolute electronegativity of the 

Fig. 9. Effect of various scavenging agents on the MB photodegradation for 
BSG-10 nanocomposite under visible light irradiation. 

Fig. 10. (a) Recyclability and (b) reusability test for BSG-10 photocatalyst.  

Table 1 
Comparison study of dye degradation efficiencies by previously reported 
photocatalysts.  

S. 
No. 

Photocatalyst Degradation 
efficiency 
(%) 

Reaction 
time 
(min) 

Pollutant References 

1. Bi2O3-RGO 96 240 MB [62] 
2. PANI/graphite 

oxide 
89 180 MB [63] 

3. g-C3N4/ 
BaTiO3 

76 360 MB [64] 

4. SnO2 82 180 MB [65] 
5. CoFe2O4 - 

graphene 
100 240 MB [66] 

6. 10 wt% rGO/ 
BaSnO3 (BSG- 
10) 

94 180 MB This work  
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semiconductor, EC is the free electron energy on hydrogen scale (~4.5 
eV), EVB is the VB edge potential and Eg is the bandgap of semiconductor 
[68]. The values obtained from the calculation for BS band edge po-
tential value of EVB is 0.061 eV/NHE and the ECB value is − 2.99 eV/NHE. 
Moreover, the energy bandgap (Eg) of the synthesized material is 3.06 
eV. From these obtained band edge potential values of CB and VB is well 
suited with the calculated optical energy bandgap of BS as Eg = 3.06 eV. 
So, the synthesized sample is definitely suitable for e− /h+ separation 
with an increased lifetime. Moreover, the implementation of rGO as a 
composite, can easily be contacted with BS makes the charge transfer 
process easier. Though rGO has oxygen-containing groups that act as an 
capturing medium between them and accelerating the charge transfer 
across the heterostructure of the nanocomposite. Therefore, the syn-
thesized nanocomposite could be attributed to enhancement in photo-
catalytic activity compared to pure BS. 

In the photocatalytic experiment, throughout the process, visible 
light irradiation has used the e− and h+ are generated from CB and VB of 
BS respectively. The e− from CB of BS are accelerated towards rGO 
which makes solid–solid contact between BS and rGO. Graphene with its 
excellent e− export ability leads to induce the photogenerated e− quickly 
from BS to rGO network. Then rGO (e− ) reacts with absorbed O2 to 
produce superoxide radicals O2

− •. While some unreacted radicals of O2
− •

could react with H2O to generate hydroxy radical •OH. The solid–solid 
contact between BS and rGO the e− from BS may be trapped by rGO 
network and it extends the lifetime of charge carriers and suppress the 
recombination rate. Furthermore, the photoinduced e− from the surface 
of BS and the trapped e− of rGO tempt the redox reaction to the targeted 
pollutant of MB dye. Though reduced GO serves as a backbone (accel-
erating the e− ) of e− , h+ separation mechanism. The possible photo-
catalytic chemical reaction as follows,  

BS + hv → BS  + (e− + h+)                                                            (3)  

BS (e− ) + O2 → O2
− • (4)  

BS (e− ) + rGO → BS + rGO (e− )                                                     (5)  

rGO (e− ) + O2 → O2
− •

+ rGO                                                          (6)  

BS (h+) + OH → BS + •OH                                                             (7)  
•OH + MB → H2O + CO2 (Degraded Products)                                   (8)  

O2
− •

+ MB → H2O + CO2 (Degraded Products)                                  (9)  

4. Conclusion 

The BaSnO3-rGO nanocomposite was successfully synthesized by a 
simple hydrothermal method. The prepared nanocomposites were 
characterized by XRD, FTIR, FESEM, HRTEM, UV, PL analysis and 
photocatalytic experiments. Based on the results, the effective formation 
between rGO and BaSnO3 as a nanocomposite enhances the photo-
catalytic efficiency with shrinkages in the charge recombination pro-
cess. The synthesized BS and BSG-10 nanocomposite reveal cubic 
crystalline structure. The optical bandgap was tuned and it is partially 
decreased with BSG-10 nanocomposite compared to BS. The prepared 
nanocomposite shows that the rGO sheets were well dispersed and 
exfoliated over pure BS. The photocatalytic performance of the syn-
thesized photocatalyst achieved with 94 % of degradation efficiency 
over MB dye as a model pollutant under 180 min of visible light irra-
diation. Furthermore, the catalysts were reused for 4 consecutive runs 
that shows good photocatalytic stability and reusability. 
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Abstract
The exponential rise in software computing and internet technologies have broadened the horizon of cloud computing

applications serving numerous purposes like business processes, healthcare, finance, socialization, etc. In the last few years

the increase is security breaches and unauthorized data access has forced industry to achieve computationally efficient and

robust security system. The increase in multimedia data communication over different cloud applications too demands an

efficient security model, which is expected to have low computational complexity, negligible quality-compromise and

higher security robustness. Major conventional security-systems like cryptography and steganography undergo high

computational overhead, thus limiting their potential towards cloud-communication where each data input used to be of

large size and a gigantic amount of multimedia data is shared across the network. To alleviate above stated problems and

enable a potential solution, in this paper a highly robust Lightweight Feistel Structure based Substitution Permutation

Crypto Model is developed for multimedia data security over uncertain cloud environment. Our proposed model applies

substitution permutation crypto concept with Feistel structure which performs substitution-permutation over five rounds to

achieve higher confusion and diffusion. To retain higher security with low computation, we applied merely 64-bit block

cipher and equal key-size. MATLAB based simulation revealed that the proposed lightweight security model achieves

better attack-resilience even maintaining low entropy, high-correlation, and satisfactory computation time for multimedia

data encryption. Such robustness enables our proposed security model to be applied for real-world cloud data security.

Keywords Multimedia data security � Cloud computing � Hybrid cryptosystem � Feistel structure � Substitution and

permutation network

1 Introduction

The exponential rise in software technologies and sophis-

ticated hardware platforms has broadened the horizon for

highly integrated services and solutions to serve varied

socio-industrial demands. In the last few decades, multi-

media communication and allied information exchange has

gained wide-spread attention. Similarly, the fast-increasing

internet technologies too have broadened the horizon for

new computing environment like cloud computing, inter-

net-of-things (IoTs), etc. Undeniably, the large numbers of

internet enabled applications or the communication sys-

tems are generating huge data everyday to provide corre-

sponding solutions such as social networking sites,

healthcare purposes, e-commerce, scientific communities,

financial sectors and other industrial demands like

surveillance and security systems. Social media and

entertainment, surveillance footages [1–3], consumer

multimedia data, IoT assisted communication environment

[2, 4–7] demand potential security solution and policies to

protect their data from unauthorized access. Similarly,

enterprise software has also witnessed significant growth

across the industries, government agencies, banks and other

organizations, which generates and communicates data
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(including multimedia data) in large volume. On the con-

trary, in the last few years, the adversarial efforts have

increased significantly forcing industries to achieve secure

data communication over the different ecosystems includ-

ing IoT and cloud-infrastructures [1–5, 8–10]. Function-

ally, the amalgamation of the different data sources and

allied voluminous data aggregation has given rise to the

technology named cloud computing. Cloud computing

enables different stakeholders to access data, making real-

time computation and decision using cloud infrastructure

irrespective of location or geographical boundaries. The

prominent concern in cloud computing is the data security

[2, 8]. More importantly, ensuring data security with low

computational complexity, high time-efficiency with

uncompromised multimedia data quality has been the key

driving force for research communities [1, 2, 5, 6]. To

avoid security breaches a number of efforts have been

made; however, the major at-hand approaches function

either by introducing data-access security models or

infrastructure security or by implementing certain on-data

security features [8]. Researchers have proposed security

models in which the user requires getting authenticated

before accessing the data (access-control), or the data itself

is processed in such manner that it is communicated as a

hidden content without revealing to the unauthorized users

(Ex. Steganography).

Towards major multimedia data security approaches,

steganography and cryptosystems are the most used

methods [9, 10]; however, their robustness as standalone

solution has remained questionable. Majority of the clas-

sical cryptosystems like RSA, AES, ECC, homomorphic

models etc., consume significantly high computation due to

higher key size. Though, higher key size hypothesizes to

have higher attack-resiliency; however, at the cost of

increased computational overhead. On the other hand, the

recent events of the attacks like brute-force attack, imper-

sonation attack etc., have put question on their robustness.

Though, a few researches have suggested applying high

bit-size to confuse the attacker, the computational cost of

such approaches can’t be denied. These facts alarms

requirement of a more robust and computationally-efficient

(say, lightweight) security system. With this motive, in this

paper a highly robust and lightweight cryptosystem is

developed which amalgamates the robustness of substitu-

tion-permutation (SP) concept and Feistel structure. The

use of Feistel structure enables better confusion and dif-

fusion while maintaining equivalent encryption and

decryption which eventually helps retaining lower com-

putational cost with higher attack-resiliency. The proposed

Lightweight Hybrid SP-Feistel Crypto-Model embodies

symmetric key-block cipher constituting 64-bit key size,

which makes it computationally more efficient even with-

out compromising with the level of security. Additionally,

we introduced a novel Key-Expansion Block Function

(KEBF) which helped in retrieving five distinct keys over

five rounds to introduce higher level of confusion and

diffusion towards higher attack-resilience. To process

confusion and diffusion (CDF) our proposed model exe-

cuted KEBF for five rounds where for each round 4-bit of

data was processed at a time. It enabled computational

efficiency to handle multimedia data even of the large size

and volume. The overall proposed model was developed

using MATLAB 2019b, where its efficiency was assessed

over the multimedia data of the different sizes. The per-

formance assessment was made in terms of histogram

analysis, correlation assessment, entropy, computation-

time, Number of Changing Pixel Rates (NPCR) and the

Unified Average Channel Intensity (UACI). Additionally,

we examined robustness of the proposed security model

qualitatively, where it was found suitable to avoid attacks

like weak-key combination attack, square attack, regular

and singular attacks (say, steganalysis), etc.

The remaining sections of the presented manuscript are

given as follows. Section II discusses the related work,

which is followed by the discussion of problem formulation

in Section III. Section IV presents the overall proposed

system and its implementation, while the simulation results

are discussed in Section V. Conclusion of the overall

research is given in Section VI.

2 Related work

Xue et al. [11] proposed content adaptive steganography,

where the secret data was embedded into the noisiest pix-

els. Vipula et al. [12] combined AES crypto-algorithm with

steganography to hide secret data within the cover multi-

media images. Unlike [11], Lokesh [13] used alteration

component method to hide AES encrypted message within

the cover image. Saleh [14] applied modified AES algo-

rithm for encrypting the secret message to be hidden in the

cover image. M.E. Saleh et al. [15] proposed a new image

steganography enhancement method for the pixel value

difference (PVD) method and achieved maximum hiding

capacity and image quality. Duluta et al. [16] found that the

classical encryption algorithms have numerous limitations

which can confine its suitability for cloud computing

environment. Pancha [17] encrypted the input image to

retrieve cipher image by applying encryption key in con-

jugation with Chirikov mapping. Subsequently, they

applied steganography to hide cipher image within the

cover image. To introduce higher level of confusion, Leung

et al. [18] applied multiple encryption techniques to

encrypt different parts of the media for the best security

protection subject to the given computing resources.

Mukhedkar [19] too applied different cryptosystems such
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as DES, 3DES, AES, Blowfish Algorithm to encrypt the

secret data before embedding within cover image. Li et al.

[20] applied region of interest identification and clustering

concept for video fingerprinting-based multimedia security.

Ahmed [21] applied elliptic curve cryptography (ECC)

based (text) encryption, followed by LSB embedding to

safeguard the data over uncertain channel. To further

strengthen their approach, authors [21] transmitted data

over the different channels to the same target. Undeniably,

this approach could undergo significantly large computa-

tional overheads. To achieve non-perceptibility over

steganography, Hajduk [22] performed secret message

encryption using quick response code (QR). The embed-

ding process was additionally protected by AES algorithm.

Alam [23] applied McEliece cryptosystem for data

encryption to improve the security and privacy. Kumar

et al. [24] proposed a symmetric key cryptography algo-

rithm for secure three-dimensional color image security.

Sharma [25] performed speech-signal encryption followed

by steganography to secure data over communication

channels. Wang et al. [26] applied watermark concept for

multimedia data transmission over unsecure channel

transmission.

Zaher [27] enhanced classical chaotic shift keying

(CSK) method where the secret data were hidden within

the chaotic transmitter states that could change among four

different chaotic attractors in such manner that the binary

information could effectively diffused. Authors applied

cryptography to change the transmitter parameters in such

manner that they have a quadruple form and therefore

breaking into the public communication channel using

return map attacks will fail. Realizing time-exhaustion due

to chaotic map-based encryption, Hossain et al. [28] pro-

posed a non-linier 3D chaos based simple encryption

technique by applying 3D chaos for position permutation

and value transformation technique. Saxena et al. [29]

combined encryption and digital watermarking to enhance

the image security. Gupta [30] recommended using discrete

wavelet transform (DWT) to split input image into four sub

band, followed by data hiding within the splits. Hiding the

text-data within the image, authors performed compression

to achieve transmission efficiency. Authors [31–37] com-

bined cryptography and steganography; however, it could

not guarantee computational efficiency over cloud infras-

tructure. Torvi [38] proposed unique data security using

text steganography (UDSTS) framework that can transmit

and receive encrypted messages embedded in a rich text

format. Saraireh [35] used filter bank cipher to encrypt the

secret text message, followed by DWT based steganogra-

phy to hide the encrypted message within the cover image.

Towards imperceptibility, Laskar et al. [37] applied dis-

crete cosine transform (DCT) method to perform data

hiding (in cover image) in frequency domain. Pleshkova

et al. [39] proposed a mathematical concept for public key

infrastructure (PKI) to secure the audio-data transmission

from unauthorized access. Pai [40] encrypted video data

and generated video-ciphers in a time and space efficient

approach. Authors found that region permutation followed

by application of AES and DES can enhance security of

video files. However, such systems were found computa-

tionally costly [13].

Cui et al. [41] developed encrypted data sharing envi-

ronment for secure image service for mobile devices with

privacy assurance over cloud environment. Usman et al.

[42] developed a privacy preserving security model for

internet of multimedia things (IoMT). Zheng et al. [43]

developed an encrypted cloud model with secure de-du-

plication for secure video transmission. Authors exploited

the concept of scalable video coding (SVC) and secure de-

duplication to achieve multimedia security over Azure

platform. However, it could not be assessed in terms of

data reconstruction quality and computational overhead.

Abdul et al. [44] developed biometric security model with

visual encryption technique. Though the use of visual

cryptography and Zero-watermarking helped protecting the

ownership of multimedia content, it was found computa-

tionally exhaustive. X. Li et al. [45] assessed different

security models for cloud computing, where he found that

cloud computing requires maintaining a fair balance in

between the computation as well as attack-resilience. It

indicates towards the need of certain lightweight solution.

Q. Li et al. [46] proposed privacy preserving access control

concept for multimedia data security over cloud platform.

Authors applied ciphertext-policy attribute-based encryp-

tion (CP-ABE) that enabled cloud-assisted mobile multi-

media data sharing. Hamid et al. [47] developed privacy

preserving model with pairing based cryptography for

medical data security for cloud computing. To achieve

computational efficiency authors applied a tri-party one-

round authenticated key agreement model. Khedr et al. [48]

developed SecureMed a GPU accelerated homomorphic

encryption concept for medical data security.

Zhu et al. [49] developed image encryption technique

using non-uniform sampling to introduce more attack-re-

silience. As standalone multimedia security, Zhang et al.

[50] developed ECC based image encryption with Diffie-

Hellman public key sharing concept. Tawalbeh et al. [51]

applied two ECC-based encryption algorithms for secure

multimedia communication. The first algorithm performed

selective encryption on the transform coefficients during

compression, whereas the second algorithm achieved per-

ceptual encryption based on selective bit-plane encryption

before compression. Guan et al. [52] developed frequency

domain DNA coding based chaotic image encryption

model for multimedia data security where both the

amplitude and phase components in frequency-domain
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were diffused and scrambled. J.He et al. [53] developed a

bit stream-based JPEG image encryption. Hamza et al. [54]

focused on key-frame confidentiality and developed hash-

based encryption for key-frame of diagnosis hysteroscopy.

Authors [54] designed local sensitive hash (LSH) to

strengthen data security. Xia et al. [55] suggested a con-

tent-based image retrieval (CBIR) privacy-preserving

scheme that enables the data owner to outsource the image

database and CBIR service to the cloud, without exposing

the actual database content to the cloud server. Xu et al.

[56] applied hamming embedding algorithm to generate

binary signatures for image security. This method achieved

the balance between security, accuracy and efficiency of

safe large-scale image retrieval in public clouds. Fawaz

et al. [57] have suggested a scheme for image encryption

based on two rounds of substitution—diffusion. They

applied it in a block by block manner to attain the ava-

lanche effect in overall image level, and ensured a high

level of security and randomness.

Noura et al. [58] developed an effective image encryp-

tion scheme based on a dynamic structure. The proposed

cipher structure consists of two distinct lightweight rounds

(forward and backward chaining blocks) and a block per-

mutation mechanism. Furthermore, the development of a

dynamic key based on a secret key and a nonce was pro-

posed as a key derivation feature. This key can be modified

for each validate period (session), or for each new input

image, depending on its configuration. Then the cipher

layers were generated on the basis of this key, which were

an integer or a binary diffusion matrix and an S-box sub-

stitute table, together with a P-box permutation table. The

image was divided into blocks by Visalakshi et al. [59], and

then transformed by moving the columns from left to right

and right to left. After that, Blowfish algorithm was

applied. A new lightweight secure cryptographic

scheme for secure image communication was proposed by

Mondal et al. [60]. In this scheme the plain image was

permuted first using a sequence of pseudo random number

(PRN) and encrypted by deoxyribonucleic acid (DNA)

computation. The scheme was proposed for gray label

images but the scheme can be extended for color images

and text data. However, in order to make it applicable to

the internet of things, there is potential for more develop-

ments in encryption techniques. In order to secure medical

images, Noura et al. [61] proposed a cipher scheme with

three variants (selective, middle-full and full). For each

input image the scheme was based on primitive dynamic

diffusion and/or confusion, which ensured good crypto-

graphic efficiency with reduced rounds.

Belguith et al. [62] proposed a lightweight encryption

algorithm consisting of a combination of symmetric algo-

rithms to encrypt data and asymmetric ones to distribute

keys. This work can be improved by proposing a new key

distribution system that aims to offer the encryption key to

any approved user without the involvement of the cloud

provider. Daniel et al. [63] combined hashing and sym-

metric encryption with improved distributed hash

table data structure to reduce overhead communication and

computation for integrity verification and also to allow

efficient operations of the data. The storage cost was

drastically decreased by deduplication using the combined

techniques of convergent encryption and filters. Rad et al.

[64] introduced the concept of extending the capabilities of

cloud file storage from just storing images to also per-

forming encryption and analytics by moving and executing

user-defined programs close to the data within an object

cloud. The proposed PFCC algorithm provides a new

parallel scheme for image encryption for cloud file sharing

environment. One of the main differences between the

existing transform-based encryption schemes and the pro-

posed algorithm was the dual encryption method, which

introduces a large amount of encryption complexity. Jinbo

Xiong et al. [65] proposed a role symmetric encryption

(RSE) algorithm and an RSE-based Proof of Ownership

(RSE-PoW) scheme for secure deduplication in hierarchi-

cal heterogeneous environments, based on the role of

symmetric encryption, proof of ownership and bloom filter.

Aljawarneh et al. [66] proposed a resource-efficient

encryption method for encrypting multimedia big data in

IoT. The proposed framework took advantage of Feistel

Encryption Scheme, advanced encryption standard (AES)

and genetic algorithms. Alassaf et al. [67] analyzed the

efficiency of the SIMON cryptographic algorithm and

suggested a SIMON-based lightweight cryptography

algorithm to minimize encryption time and preserve the

realistic trade-off between security and performance in an

IoT-driven setup for its potential use. The modified

SIMON with 32, 48, 64, 96-bit block sizes showed inter-

esting speed-up compared to the original SIMON, where

some of them were found to be slower than AES. A

lightweight selective encryption scheme was introduced by

Amna Shifa et al. [68] in which encoder syntax elements

were encrypted with the revolutionary EXPer (extended

permutation with exclusive OR). A hybrid encryption

algorithm for lightweight data stored in a cloud has been

proposed by Liang et al. [69]. By increasing the key size to

produce large prime numbers, this hybrid algorithm

strengthens the RSA algorithm and then combined it with

the AES algorithm. The authors of [70] proposed a one-

round cipher (implemented on static images) for IoMT

(Internet of Multimedia Things) in which the substitution

and permutation principles were selected for the

encryption.
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3 Problem formulation

Majority of the at-hand image security models apply

classical cryptosystems or steganography concepts, whose

limited attack-resiliency and increased computational

overhead can’t be denied [45]. As standalone solution,

most of the cryptosystems propose encryption with higher

key-size (Ex. AES-256, RSA-256, homomorphic compu-

tation, etc.). Though, increasing key-size can increase the

level of security and complexity towards unauthorized

decryption, it significantly increased large computational

overheads and processing-time. Such limitations confine

their efficacy to meet real-world cloud computing

demands. Steganography as an alternate too is found

computationally exhaustive due to overheads imposed by

wavelet transform, cipher embedding, compression etc.

Additionally, the major steganography concepts don’t

address imperceptibility objective, which is must in the

contemporary cloud communication environment. This is

because majority of the statistical assessment-based

attackers like steganalysis with sophisticated decryption

tools can sense the hidden data and can eventually retrieve

the same.

Addressing above stated problems and to achieve a

novel and robust multimedia data security model, in this

paper a lightweight cryptosystem has been developed.

Unlike classical cryptosystem, our proposed model intends

to maintain lower bit size or key-size (here, only 64-bit

key) and lower computational while maintaining higher

level of confusion to avoid any attack over cloud network.

Our proposed security system can be considered as a

hybrid model which exploits robustness of block cipher

technique like substitution and permutation network (SPN)

and Feistel architecture (a type of symmetric block cipher

technique) to inculcate higher level of attack-resiliency

even with lower computational overheads. Functionally,

our proposed model consists of three consecutive steps, key

generation, encryption and decryption. Here, at first, we

apply SPN block cipher with iterative and alternating

rounds of substitution and permutation (say, transposition)

while ensuring that it fulfills the demands of Shannon’s

Confusion and Diffusion characteristics. To achieve it, we

have developed a novel key-expansion block function

(KEBF) which intends to assure that the cipher has been

manipulated in pseudo random manner. To introduce more

level of confusion and security-structure KEBF has been

applied over five rounds, where in each round it intends to

fulfill above stated Shannon’s confusion and diffusion

conditions. In this manner the proposed model ensures

maintaining higher confusion with lower computation

(Note, unlike classical AES cryptosystem which applies 15

rounds of encryption with 256-bit key size, our proposed

model applies merely 5-round of computation with merely

64-bit key size. It can reduce overall computation to a great

extent). The proposed model enables manipulating cipher

text in such manner that it can avoid easy exposure of the

original data to the intruder. To further strengthen the

efficiency, we applied Feistel architecture with SPN to

perform encryption and decryption of the input image data.

Noticeably, the application of Feistel architecture enables

decryption in the same way as encryption and hence

reduces additional computational-exhaustion. Unlike other

ciphers such as DES, Camelia, Blowfish etc., our proposed

Feistel architecture can enable swift and more efficient

encryption-decryption over large data size.

4 System model

As indicated in the previous section, the proposed security

model can be stated as a hybrid cryptosystem functional on

the basis of a symmetric key block cipher constituting

64-bit key and plain-text. In any symmetric key model, our

proposed encryption method applies 5-rounds iterative

mechanism which is also called encryption-rounds. In this

process each round operates over certain predefined

mathematical functions (here, KEBF) to generate confu-

sion and diffusion matrix. Though, higher rounds assure

better level-of-security; however, at the cost of increased

computational overheads. The typical cryptographic

methods apply an average of 10–20 rounds to encrypt the

target data, which can cause significantly huge computa-

tional overhead and time-exhaustion. To avoid such com-

plexity and time-exhaustion we performed KEBF merely

for five rounds (Fig. 1) so as to enhance computational

time, resource, redundancy etc.without compromising with

the level-of-security. In other words, we performed only

five-round of encryption where each encryption round

processes over a 4-bit of input data. When encrypting the

input data, the encryption function is executed in such

manner that it creates sufficient confusion and diffusion to

avoid any possible attack. To achieve it, we applied Feistel

architecture to perform substitution and diffusion. The

detailed discussion of the key-generation and expansion

unit is given as follows. Some notations used in the

explanation are shown in Table 1.

4.1 Key-generation and expansion

Considering the fact that in cloud computing environment

each node behaves like a key generator as well as decoder,

it is vital to maintain minimum possible computations. To

achieve it, we designed a mathematical model by using

XOR and XNOR logical function and data concatenation.

The key task during encryption and decryption is the key
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generation and therefore key-generation is the most

essential component of the key-generation and expansion

step. To accommodate it, we applied Feistel architecture-

based encryption, which has been performed in multiple

rounds (here, five), where each round requires distinct key

(i.e., five distinct keys). To achieve it, we developed a

function called ‘‘key-expansion block function (KEBF)’’.

Noticeably, KEBF intended to strengthen attack-resilience

towards any search-based attack which is common in

online environment, by maintaining sufficiently large key

size kt that made it impossible for the intruder to perform

2kt�1 encryption/decryption to gain key information for

data retrieval. We designed our security model as a 64-bit

block cipher that means, it demands 64-bit key to perform

encryption of the 64-bit input data. In our proposed model,

we applied 64-bit’s cipher key kc which has been further

used as the input of the KEBF block that executes math-

ematical function to generate confusion and diffusion and

eventually retrieves five distinct keys. Thus, it obtained five

distinct keys for each round of encryption, which are

subsequently applied for encryption and decryption pro-

cess. Thus, unlike classical cryptosystems where single key

is used for encryption, our proposed model presents more

Fig. 1 KEBF assisted key expansion mechanism

Table 1 Notations
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robustness and attack-resilience due to five-distinct key-

based encryption.

A snippet of the KEBF model and allied key-expansion

mechanism is illustrated in Fig. 1. As depicted in Fig. 1,

KEBF block applies a function ‘‘F’’ (say, KEBF Function)

which has been developed as per the suggestions made for

block-cipher generation in [71]. Factually, Khazad cipher

as discussed in [71] doesn’t represent the Feistel cipher and

hence employs broad-trial-mechanism (BTM), where it

(i.e., BTM) executes multiple linear and non-linear trans-

formations. Though, this process assures the definite rela-

tionship and inter-dependency amongst the output cipher

bits and the input bits in a predefined complex approach

[72]. As depicted in Fig. 1, the 64-bit input data is at first

split into 16 distinct chunks of 4-bits each. The subsequent

four distinct chunks of 4-bits are concatenated, thus con-

stituting 16-bit of data for which Feistel network obtains

the keys (Fig. 1). As illustrated in Fig. 1, once executing

KEBF over the 16 bits of the concatenated input, it gen-

erates a matrix of 4-bits each. The overall process of KEBF

encompasses the following steps:

4.2 Step-1

Take the 64-bit input cipher kc from the user and split it

into four distinct segments of 4-bits.

4.3 Step-2

As depicted in Fig. 1, initiate the KEBF Function over each

split component (i.e., 16-bit data). Noticeably, with 4-bits

distinct segments, we obtained 16-bits data for each block

on which KEBF was applied. Obtaining the 16-bits data

after processing KEBF, execute the initial substitution of

the blocks or segments of kc using (1), similarly we

obtained 16-bits for each KEBF Function.

Kmi21;2;3;4f ¼ jj4ðj¼1ÞKn4 ðj�1Þþi ð1Þ

In (1), the variable i =1to 4 for first 4 round keys.

4.4 Step-3

Once obtaining the values for Kmi21;2;3;4f , it has been

further processed to give rise to Kaif for each 16-bit

blocks. Mathematically, Kzif is obtained using (2).

Kzif ¼ f ðKmif Þ ð2Þ

4.5 Step-4

We designed KEBF Function as a strategic combination of

dual functions PF and QF, as illustrated in Fig. 2. The

functional schematic as illustrated in Fig. 2 states a linear

(i.e., PF) and non-linear (i.e., QF) functions, respectively.

The transformational mechanisms for both PF and QF are

Fig. 2 KEBF function
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given in Tables 2 and 3, respectively. Thus, obtaining

values of PF and QF functional blocks as illustrated in

Fig. 2, KEBF has been applied the same way as shown in

Fig. 1 to perform encryption.

Once obtaining the KEBF Function for each 16-bit

block, the output (of KEBF Function) was re-sampled in

4� 4 matrix. Mathematically,

KMat1 ¼
Kz1f 1 Kz1f 2
Kz1f 5 Kz1f 6

Kz1f 3 Kz1f 4
Kz1f 7 Kz1f 8

Kz1f 8 Kz1f 10
Kz1f 13 Kz1f 14

Kz1f 11 Kz1f 12
Kz1f 15 Kz1f 16

2
64

3
75 ð3Þ

KMat2 ¼
Kz2f 1 Kz2f 2
Kz2f 5 Kz2f 6

Kz2f 3 Kz2f 4
Kz2f 7 Kz2f 8

Kz2f 8 Kz2f 10
Kz2f 13 Kz2f 14

Kz2f 11 Kz2f 12
Kz2f 15 Kz2f 16

2
64

3
75 ð4Þ

KMat3 ¼
Kz3f 1 Kz3f 2
Kz3f 5 Kz3f 6

Kz3f 3 Kz3f 4
Kz3f 7 Kz3f 8

Kz3f 8 Kz3f 10
Kz3f 13 Kz3f 14

Kz3f 11 Kz3f 12
Kz3f 15 Kz3f 16

2
64

3
75 ð5Þ

KMat4 ¼
Kz4f 1 Kz4f 2
Kz4f 5 Kz4f 6

Kz4f 3 Kz4f 4
Kz4f 7 Kz4f 8

Kz4f 8 Kz4f 10
Kz4f 13 Kz4f 14

Kz4f 11 Kz4f 12
Kz4f 15 Kz4f 16

2
64

3
75 ð6Þ

4.6 Step-5

Once obtaining the key matrix, to further retrieve the keys

for each 16-bit block (i.e., KMat1;KMat2;KMat3 and KMat4),

it has been converted into four distinct arrays of 16 bits.

Here we call these arrays as ‘‘per-round-key (PRK)’’. The

four distinct keys and allied attribute arrangement is

depicted in Eq. (7) to Eq. (10). Noticeably, in below

equations the operator # signifies the concatenation.

Key1 ¼ a4#a3#a2#a1#a5#a6#a7#a8#a12#a11#a10

#a9#a13#a14#a15#a16

ð7Þ

Key2 ¼ b1#b5#b9#b13#b14#b10#b6#b2#b3#b7#b11

#b15#b16#b12#b8#b4

ð8Þ

Key3 ¼ c1#c2#c32#c4#c8#c7#c6#c5#c9#c10#c11

#c12#c16#c15#c14#c13

ð9Þ

Key4 ¼ d13#d9#d52#d1#d2#d6#d10#d14#d15#d11

#d7#d3#d4#d8#d12#d16

ð10Þ

Now, estimating the key values, we have performed

XOR logical operation amongst the four distinct keys (each

for one round) as obtained above (7–10) to get a Fused-Key

(11).

Key5 ¼ �4
i¼1Ki ð11Þ

4.7 Data encryption

Once retrieving the keys per round, data encryption was

performed. For confusion and diffusion over encryption

process, we applied different logical functions such as

shifting (left–right), entity-swapping and substitution. The

overall encryption process is illustrated in Fig. 3. As

illustrated in Fig. 3, for the first round of operation the 64

bit plain text (Pt) is split into four chunks containing 16 bits

distinctly, (i.e., Px0�15, Px16�31, Px32�47 and Px48�63).

Progressing over bits operation in each round, the proposed

model performs swapping to reduce the data originality by

means of bit’s order-alteration. It increased confusion in

cipher text. Meanwhile, it performs bitwise XNOR logical

operation in between the corresponding round key Keyi and

Px0�15. This process is repeated between Ki and Px48�63 to

generate Ro11 and Ro14, respectively. Once obtaining the

output from XNOR logical operator it is fed to the KEBF

block (Fig. 3), and generates two distinct outputs Ef l1 and

Ef r1. Noticeably, KEBF applied for encryption is same as

used for KEBF (say, key expansion function), with

Table 2 PF function

kn;i21;2;3;4 0 1 2 3 4 5 6 7 8 9 A B C D E F

p kn;i21;2;3;4
� �

3 F E 0 5 4 B C D A 9 6 7 8 2 1

Table 3 QF function

kn;i21;2;3;4 0 1 2 3 4 5 6 7 8 9 A B C D E F

p kn;i21;2;3;4
� �

9 E 5 6 A 2 3 C F 0 4 D 7 B 1 8
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processes like swapping and substitution. Now, with the

obtained Efl1& Px32�47, we performed bitwise XOR to

obtain Ro12, while the same in between Efr1 and Px16�31

provided Ro13 (Fig. 3).

Roi;j ¼
Pxi;j � Ki; j ¼ 1 and 4

Pxi;jþ1 � Ef li; j ¼ 2

Pxi;j�1 � Ef ri; j ¼ 3

8<
: ð12Þ

Thus, after processing above methods, a transformation

process was executed in such manner that for each subse-

quent round Ro11 turns out to be Px16�31, while Ro12
becomes Px0�15, Ro13 as Px48�63, and Ro13 as Px32�47.

This process is continued for all remaining rounds as per

(12), and thus the eventual result of final round are

concatenated to form the final cipher text (CT) to be used

for further communication (13).

CT ¼ R51#R52#R53#R54 ð13Þ

The detailed discussion of the simulation results and its

inferences is given in the sub-sequent section.

Noticeably, with Feistel structure our proposed (block

cipher) model exhibits decryption in the same way as

encryption, though the structural sequence reverses the

earlier (i.e., encryption). It reduces overall computation

significantly making it lightweight and more cost-efficient.

Fig. 3 Feistel network assisted data encryption

Wireless Networks

123



5 Results and discussion

Considering the significance of a robust and lightweight

security model for multimedia data security over cloud, in

this research we focused on exploiting the efficacy of the

advanced crypto-concepts such as Substitution and Per-

mutation based diffusion to enable robust image encryp-

tion-decryption for attack-resiliency. To further strengthen

the robustness under uncertain cloud environment we

applied diffusion concept based on the well-known Feistel

structure that performed Substitution Permutation based

data encryption. To maintain lower computational over-

head, our proposed model applied merely five rounds with

64-bit encryption. We applied Feistel structure to perform

Substitution Permutation over multiple rounds so as to

perform high level confusion and diffusion. As already

stated, unlike classical RSA 256 bit or AES-256 models,

we applied merely 64-bit block cipher and equally key-size

which retained high computational efficiency with aug-

mented security. The proposed crypto-model was devel-

oped using MATLAB 2019b tool, which was tested with

both generic multimedia data as well as biomedical data-

sets such as diabetic retinopathy, glaucoma, MRI data etc.

The performance of the proposed security model was

examined qualitatively as well as quantitatively or empir-

ically by simulating over benchmark datasets. The overall

proposed model was simulated over Microsoft Operating

System (OS) Windows 2010, with processor Intel� i3,

with 8 GB RAM. Though, the computation time (Table 8)

may be higher with better or more advanced processors like

Intel i5 or i8. The detailed discussion of the performance

assessment is given in the subsequent sections.

5.1 Quantitative assessment

To assess efficacy of the proposed multimedia data security

model, we at first examined it for statistical performance

parameters such as cipher generation, entropy, correlation

and histogram results. To perform this assessment, we

tested performance with different input images pertaining

to normal life as well as biomedical significances such as

fundus images, Magnetic Resonance Imaging (MRI) etc.

As normal (daily) life images the standard images like

Lena, Baboon, Panda, which are the well-known bench-

mark data for image analysis were tested. Noticeably,

before executing our proposed crypto-model at first input

images were converted into Gray from standard RGB data.

Though, certain sophisticated pre-processing could have

enabled better input environment; however since the focus

of this research was to design security model, no pre-pro-

cessing such as resizing, intensity equalization etc.was

performed. As statistical performance assessment, we

obtained key features like key sensitivity, image entropy,

correlation, image histogram etc. Before discussing the

simulation results, a snippet of the above stated statistical

parameters is given as follows

To assess performance of the proposed multimedia data

security model, we have considered images of the different

types, encompassing general images as well as medical

images as these two different types of inputs have distinct

demands. In other words, the normal life data such as

object data, person’s images etc.can have certain (limited

or definite) image quality trade off after communicating

over the cloud platform. On contrary, image data demands

seamless and quality-centric communication as even a

minute difference in image spatio-temporal feature might

decisively impact assessment and eventual decision. Such

miss-location or min-information might force professionals

to make wrong telemedicine decision. Considering these

facts, in this paper we considered different types of inputs

encompassing benchmark images like Lena, Baboon,

Panda, Cameraman, three different fundus images retrieved

from DRISTI-GS datasets and Medical Resonance Imaging

(MRI) data available online. The input images were at first

processed for pre-processing where those were converted

from RGB to Gray form, and were resized to 256� 256

dimension. Noticeably, the considered images were in

*.PNG and *.JPG formation; though the proposed algo-

rithm could process any form of input image data. Once

exhibiting pre-processing, the images were processed for

respective encryption and decryption hypothesizing com-

munication to be made over uncertain cloud framework or

platform. Thus, with the simulated results we obtained

performance outcome in terms of entropy, correlation,

NPCR and UACI along with the corresponding histogram

outputs. Before discussing the simulation results, a snippet

of the different statistical as well as visual assessment

parameters used in this research is given as follow.

5.1.1 Entropy

As multimedia security process undergoes cipher genera-

tion which can significantly increase the disturbances

across the image input. This as a result can cause increase

in image entropy which not only degrades (image) quality

but also broadens horizon for intruders to attack specific

data. On the other hand, encryption imposes additional

information to the multimedia data so as to make it com-

plex for the intruder to distinguish the encrypted data and

the original multimedia information. In such cases, main-

taining the optimal entropy with the data under transmis-

sion is must. With this motive, in this paper we estimated

entropy for each encrypted data to retain quality-centric

multimedia data security (14).
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ENT Ið Þ ¼ �
X28

i¼1

P Iið ÞlogbP Iið Þ ð14Þ

In (14), ENT Ið Þ states the entropy of an image, where I

signify the intensity, and P Iið Þ signifies the probability of

the intensity value Ii.

5.1.2 Correlation

Correlation being a statistical parameter signifies the

dependencies, inter-relationship or correlation between two

distinct values. Typically, a data element or point pos-

sessing significant dependency signifies significant corre-

lation. Towards multimedia security it is important to

remove dependency of the cipher information from the

original image. With such minimal dependency, no sig-

nificant information can be extracted, which strengthens

the data security feature. In this paper, we obtained the

correlation coefficient c in between the original multimedia

data and encrypted data using (15). For an optimal condi-

tion c must be maintained either equal or near zero. Cor-

relation coefficient of one signifies the worst cipher

condition.

cx;y ¼
cov x; yð Þffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
D xð Þ

ffiffiffiffiffiffiffiffiffiffi
D yð Þ

pq ð15Þ

In (15), cov x; yð Þ states the covariance value, while D xð Þ
and D yð Þ states the variances for the variable x and y,

correspondingly. In general, the distribution of the variance

of any single dimension arbitrary variable is obtained using

(16).

D xð Þ ¼ 1

N

XN
i¼1

xi � E xð Þð Þ2 ð16Þ

In (16), D xð Þ states the variance value for random

variable x. To estimate covariance between two distinct

arbitrary values x and y, we apply (17).

cov x; yð Þ ¼ 1

N

XN
i¼1

xi � E xð Þð Þ yi � E yð Þð Þ ð17Þ

In (17), E xð Þ and E yð Þ states the expected values for x

and y random values. Expectation values can be obtained

as per (18).

E xð Þ ¼ 1

N

XN
i¼1

xi ð18Þ

In (18), N signifies the total number of pixels in the

image, which is usually estimated as N ¼ Row� Column,

and x states the N-dimensional vector. xi refers the i th

intensity value of the original multimedia data or image.

5.1.3 Image histogram analysis

Histogram variation analysis enables examining visual

effect of the cipher so as to encrypt an image and assess the

randomness it causes in the original image after encryption.

We applied image histogram analysis model to visualize

the introduced randomness within the original image. Here,

we intend to maintain minimum or negligible histogram

difference after encryption to retain better security and

visual perception based attack probability.

5.1.4 Number of changing pixel rates (NPCR)
and the unified average channel intensity (UACI)

NPCR and UACI are the randomness test measures often

applied to assess differential attack resilience by an image

encryption technique. Higher NPCR signifies more resi-

lience towards differential attacks. The details of these

randomness tests can be found in [73].

Table 4 presents the simulated results for the different

input images and respective visual outcomes in the form of

image histograms. Table 4 depicts the original inputs,

histogram of the original inputs, encrypted image and its

(encrypted) histogram results. As depicted (Table 4), we

considered a total of nine images with different natures

(normal, MRI and Fundus (for diabetic or Glaucomatic

detection)). As depicted in the results (Table 4), after

encryption the histogram of the cipher data is quite dif-

ferent making it imperceptible for an attacker to gain

cipher access.

Table 5 presents the entropy level of the original images

as well as corresponding encrypted image. As observed

through the results (Table 5), the entropy level increases

for encrypted images which helps introducing confusion to

avoid easy detection of the original data. Noticeably, there

are the different approaches advocating maintaining either

low negligible entropy (such as steganography based

approaches) or high entropy which is often considered in

cryptography methods. The results affirm suitable entropy

condition to avoid any detection by attacker over uncertain

cloud conditions. In our proposed model, we considered 8

bits gray scale image which can have the highest entropy of

8 bits. Observing Table 5, it can be found that the highest

entropy obtained over test cases is 7.99 (for encrypted

images), which is fulfilling the above stated entropy con-

dition for a quality-centric and secure multimedia data

communication.

The correlation analysis of the proposed multimedia

security model is given in Table 6. As already stated that

for any encryption model achieving higher correlation

difference can enable high-imperceptibility and hence high

attack-resilience. As depicted through the results (Table 6),

the proposed model shows significantly large correlation
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Table 4 Histogram analysis

Dataset

Original Image
(8 Bits gray scale 
image with ×

size)

Image Histogram Encrypted Image Encrypted Data Histogram

Fundus1

Fundus2

Fundus3

MRI1

MRI2

MRI3
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difference, signifying it robustness towards high attack

resilience.

In addition to the above discussed visual and statistical

characterization we have examined efficacy of our pro-

posed multimedia (data) security model in terms of the

Number of Changing Pixel Rates (NPCR) and the Unified

Average Channel Intensity (UACI) in Table 7. Typically,

high value of NPCR and UACI signifies higher randomness

and hence high resilience against any differential attack

probability [73]. The randomness test results with higher

value of NPCR backs up the attack resiliency nature of the

proposed system. Similarly, UACI too confirms satisfac-

tory performance. The detailed discussion of NPCR and

UACI conditions for image randomness during encryption

can be found in [73]. Thus, the above discussed robustness

confirms suitability of the proposed security model for any

real-time multimedia communication, including our inten-

ded cloud communication purposes.

The encryption time is depicted in Table 8. Noticeably;

the proposed model can be executed over more advanced

processors such as Intel-i5 and i8 to achieve better time

efficiency.

5.2 Qualitative assessment

In previous section the performance of the proposed

security system was examined in terms of the different

statistical as well as visual parameters. The simulation

results affirmed that the proposed model accomplishes

optimal performance while retaining high security with low

visual perception and entropy, confirming suitability of the

proposed security system for cloud computing environ-

ment. Now, realizing the need to characterize efficacy in

terms of attack-resiliency, we performed qualitative

assessment, where the proposed model has been examined

for its robustness towards any breach-probability caused

due to linear and differential cryptanalysis (Ex. RS analy-

sis), Interpolation attacks, Weak key combination, square

attacks and related key attack conditions.

Typically, the prime objective of cipher in security

system is to ensure attack-resiliency and protection of the

plaintext. In classical cloud environment, attacker often

intercepts the cipher-text being transmitted through or over

multimedia data and intends to extract or recover the text,

though the target data or information can be in other form

as well such as image bits or multimedia specific text

presentation. Functionally, a cipher can be stated to be

breached in case the attacker gets access or becomes able

to retrieve the secret key. The situation when an attacker

Table 4 continued

Lena

Panda

Baboon
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becomes capable enough to decrypt the cipher-text without

estimating the secret key, the cipher is hypothesized to be

breached partially. Considering cloud communication

environment, we hypothesize that the attacker possesses

unobstructed access of the data under transmission across

the channel. Additionally, the attacker can also have key

information; however to assess the security of a cipher, it is

significant to consider computational efficacy of the

attacker. Unlike classical crypto-models, our proposed

model inherits the strength of both Uniform Substitution

and Permutation model as well as Feistel structure (with

multiple rounds) it strengthens attack resilience. The

robustness of the proposed model can be characterized in

terms of its efficacy to avoid the following attack

conditions.

5.2.1 Differential and linear (regular and singular)
cryptanalysis

As already discussed in the previous section the KEBF

function is developed based on the suggestions provided in

[73], which itself justifies its robustness to avoid any kind

of Differential and Linear (Regular and Singular) Crypt-

analysis, our proposed security model can be considered to

be robust enough to avoid any aforesaid attack probability.

Moreover, as depicted in above discussion the correlation

in between the original image data and the cipher data is

significantly large even if the linear approximation is per-

formed for two rounds. Since, we performed five distinct

rounds of computation; it strengthened the proposed model

to exhibit high correlation and hence more attack resi-

lience. Additionally, since the (each) round transformation

is maintained uniform which enables treating each bit

similar and hence facilitates resilience to the differential

attack. The results obtained in terms of NPCR and UACI,

as discussed above reveals that the proposed security

model can have sufficient resilience to avoid any kind of

differential attacks problems in cloud environment. To be

noted, correlation test, NPCR and UACI assessment are

especially designed approach for differential attack analy-

sis. The comparative performance assessment of the pro-

posed security system as well as other existing approaches

is given in Section C (Inter-Model Performance

Assessment).

Table 5 Image entropy analysis

Dataset Original image entropy Encrypted image entropy

Fundus1 6.3510 7.9898

Fundus2 6.2515 7.9913

Fundus3 5.4312 7.9936

MRI1 6.0468 7.1053

MRI2 6.3670 7.9514

MRI3 6.1031 7.8990

Lena 7.3904 7.6730

Panda 7.4938 7.9968

Baboon 7.1020 7.8993

Table 6 Correlation analysis

Dataset Original image correlation Correlation post-encryption

Fundus1 0.9920 0.0076

Fundus2 0.9918 0.0072

Fundus3 0.9883 0.0036

MRI1 0.9763 0.0336

MRI2 0.9929 0.0100

MRI3 0.8628 0.0031

Lena 0.9743 0.0041

Panda 0.9811 0.0003

Baboon 0.8198 0.0039

Table 7 NPCR and UACI randomness test

Dataset NPCR (%) UACI (%)

Fundus1 99.60 25.77

Fundus2 99.63 28.32

Fundus3 99.63 23.81

MRI1 99.59 36.61

MRI2 99.43 28.60

MRI3 99.63 41.06

Lena 99.52 14.87

Panda 99.62 13.31

Baboon 99.62 22.62

Table 8 Execution time (system

configuration Intel dual core)
Dataset Time (ms)

Fundus1 87.97

Fundus2 72.60

Fundus3 70.63

MRI1 89.45

MRI2 71.06

MRI3 77.64

Lena 89.40

Panda 88.48

Baboon 82.26
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5.2.2 Weak key combination

In cloud computing environment users make a common

mistake by keeping poor or weak key combination that

helps attacker to get easy access to the ciphers. On con-

trary, the cipher information where the non-linear opera-

tions usually rely on the key value maps the block cipher in

such manner that it causes detectable weakness. On the

other hand, looking into the proposed security model where

it avoids using the same (actual) key in the cipher (due to

multiple round key manipulation and/or exchange by

XORing the actual key followed by KEBF for five rounds).

It makes proposed system robust enough to avoid any kind

of weak-key attack probability. On the other hand, in the

proposed KEBF function non-linearity is fixed significantly

and thus there becomes no limitation on the key-selection.

5.2.3 Related keys combination trial attack

This is the matter of fact that the attack can be made with

the help of certain partially known or unknown keys as

well. The related keys primarily depend on either slow

diffusion or possessing symmetry in key expansion block,

as discussed in the previous section. In our proposed

security model, we crafted the key expansion mechanism in

such manner that it retains fast computation and non-linear

diffusion, especially for the cipher key difference in com-

parison to the round keys that makes significant confusion

to assess related key for data attack.

5.2.4 Square-attack

To assess efficacy of a security model, different attack

modules are applied to investigate attack-resiliency by the

proposed approach. Some of the key approaches applied in

cloud-sensitive security models are the RS-Analysis and

Square Attack. Considering Square Attack condition, it is

capable enough to retrieve one byte of the last key com-

bination and intends to retrieve or recover rest of the keys

by repeating the attack iteratively. Let, such repetition be

eight times, then also to achieve above stated information,

the attacker needs to identify 28 keys precisely by 28

plaintexts which is equivalent to 216- S-box lookups. This

becomes highly complicate and thus our proposed model

avoids such attack probability.

5.2.5 Interpolation attack

In general, such kinds of attacks primarily rely on the

generic architecture of the cipher components which could

generate certain rational expression with relatively low

complexity. However, as already discussed the S-box

expression of the proposed security system with diffusion

characteristics strengthen it to avoid such limitations and

thus makes it impracticable enough to avoid attack.

5.3 Inter-model performance assessment

Though, the proposed multimedia data security model

encompasses novelties at the different level of computa-

tion, to assess its relative performance we considered some

researches functional on the same motive ‘‘lightweight-

encryption’’. To achieve it, we referred a work done by

Noura et al. [58], who applied dynamic structure based

lightweight encryption system, titled ‘‘A new efficient

lightweight and secure image cipher scheme’’. As dynamic

structure solution, authors applied forward and backward

chaining block (FBC) that in conjunction with a permuta-

tion block enabled image encryption. In their proposed

model, authors enabled change of the key for each input,

which were applied subsequently to generate cipher layer.

Noticeably, their proposed cipher layer comprised a binary

diffusion matrix, substitution box and permutation box, in

sequence. Authors [57, 58] stated that their proposed model

with binary diffusion matrix, substitution and permutation

table could achieve better performance (with two-rounds).

Considering a common test case of ‘‘Lena.jpg’’ image data,

which has been considered in our proposed model as well,

we examined peak signal to noise ratio (PSNR) perfor-

mance for the proposed security model as well as the

existing [57] one in Table 9. Mathematically, we estimated

PSNR using function.

PSNR ¼ 10 log10
M � N � 2552P

i;j yi;j � xi;j2

In (19), the variable M and N states the image dimen-

sions, while x and y are the before and after encryption

positions. To assess performance, we considered maximum

(Max) PSNR to assess relative performance.

Observing the result, it can easily be found that our

proposed multimedia security model retains higher PSNR

than the both existing methods [57, 58]. Similar to [58, 59],

authors [61] developed a dynamic approach for a light-

weight and secure cipher for medical images. Authors at

first identified sensitive region as well as non-sensitive

regions over the target image based on average of the sub-

matrix in reference to a predefined threshold level.

Table 9 PSNR assessment

Data PNSR

Lena.jpg [57] [58] Proposed

9.2604 8.6054 9.8610
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Towards encryption of the image, authors applied dynamic

structure-based concept. In fact, most of the key contri-

butions of this work was same as [58]; though authors

assess performance over different medical images. In their

simulation, authors could achieve NPCR between the

original and the cipher image as 50.1029, while UACI for

the same sample was obtained as 99.6460. Entropy per-

formance was found to be within the range of 7 to 7.3.

Observing these results, our proposed system seems to be

superior with lower entropy and differential attack resi-

lience. Similar to the work in [57, 58], authors developed a

dynamic structure-based encryption model for fingerprint

security [59]. In this method, authors [59] where applied

shifting concept for image encryption. Since, the exiting

work [59] and our proposed model applied different data,

direct comparison can’t be done; however as relative per-

formance analysis it can be found that the entropy of our

proposed security model (Minimum observed entropy =

7.1053) is lower than the existing method ([59], 7.6448).

In [60] as well authors claimed their approach as ‘‘light-

weight’’ where chaos and Deoxyribo Nucleic Acid (DNA)

computing (it states a dynamic structure model) for image

encryption. Authors [60] considered benchmark Lena.jpg

image for system test, where they obtained performance

outcome in terms of NPCR, UACI and entropy (charac-

terizing differential attack assessment).

Observing above results (Table 10) it can easily be

found that the proposed image encryption model outper-

forms existing approaches by maintaining lower entropy

with satisfactory higher correlation performance to avoid

differential attack condition over cloud platforms. The

NPCR and UACI results affirms the robustness of the

proposed multimedia data (image) security model towards

(differential) attack-resilience. Thus, observing overall

performance and corresponding inferences, it can be

affirmed that the proposed multimedia encryption model is

more efficient than the other existing approaches. It enables

our proposed security model to be applied in real-world

cloud computing environment.

The overall research inference and conclusion is given

in the subsequent section.

6 Conclusion

Considering the significance of a secure multimedia com-

munication environment over cloud environment, which

has gained widespread attention globally, this research

focused on designing a lightweight and robust ‘‘multimedia

data security system’’. Unlike classical researches where to

enhance security level authors have either increased key

size or have exploited hybrid cryptosystems. Unfortu-

nately, such approaches impose significantly high compu-

tational overheads and complexity. On contrary, cloud

computing demands lightweight and computationally effi-

cient security solution, especially for multimedia data

transmission. Considering it as motive, in this research

paper a robust multimedia data security model was devel-

oped by exploiting efficacy of the block cipher approach

using substitution and permutation network (SPN) and

Feistel structure. Similar to the block-cipher approaches

such as AES, Grasshopper, SAFER, SHARK and Square

attack methods etc., our proposed model employs SPN

network in which the use of multiple-round or iterative

substitution and transposition enabled Shannon’s confusion

and diffusion conditions. It enabled changing the cipher

text in certain pseudo-random paradigm. To achieve it, this

method applied Feistel architecture, which performs both

encryption as well as decryption in similar manner. Thus,

the use of Feistel architecture and SPN network provided a

hybrid security system which applied 64-bit key processing

with most robust attack-resiliency for multimedia data

communication over cloud. The qualitative and quantita-

tive assessment of the proposed security model affirms its

suitability towards secure multimedia data communication

over cloud computing environment while assuring low

computational overheads and complexity. The proposed

model also ensures different attack resiliency and hence is

robust enough to be used under uncertain cloud

environment.
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Abstract: 

To create some outstanding new ideas of innovation during Pandemic, this paper reveals an augmented study 

of modified robust fuzzy clustering approach to detect  the unusual outliers. Outlier Detection, an unsupervised 

learning used to detect complex dataset to identify perpetual outliers using membership function to tolerate the 

uncertainty.  The first stage aims to estimate auto-detection of noise reduction, incorrect data points and so on as 

perpetual outliers. The second stage aims to determine the characterization of utilized input parameters  of unending 

outliers using FCM (Fuzzy C-means Clustering) method to find FOF(Fuzzy Objective Function). This method enhances 

accuracy, efficacy over similarity measure and performance efficiency that assessed over some UCI repository datasets. 

Experimental results and statistical evaluation shows effectiveness of detecting perpetual outliers. 

Keywords: Outliers, fuzzy, clustering, Fitness, Perpetual, FOF, Characterization 

1. Introduction: 

During Pandemic, the situation is worst and uncertain to predict the future events. Outlier detection is also an important 

and complex task due to its uncertainty intolerance. Outlier known as anomaly identifies the extreme points from the 

dataset [1]. Fuzzy clustering is the suitable method for handling the uncertainty. Due to technology development, rare 

events happen due to technology advancement. Data is pre-processed to reduce the noise and focused on predictions to 

reveal highly desirable task. No of clusters is determined for the iterations. Distance is evaluated using Euclidean 

measure. Fuzzy objective function is measured based on the threshold value. The Cluster validation is determined by the 

optimal no ofclusters. All the input parameters are characterized using a threshold value. It  is evaluated by no of 

intensive clusters in ‘inliers’ and in ‘outliers’. The degree of membership belongs from 0 to 1. Accuracy is very close to 

cluster input parameters of detected prototypes. During  Characterization, a random learning of false data point and 

dominating capability of influence structure is fixed.  

2. Literature Survey 

Outliers which may treated as error results in underestimation of uncertainty tolerance. Outlier analysis is studied from 

charu.C.Aggarwal[1][3][7]. The various types of anomaly detection and characteristics is studied from 

chandola, Banerjee and Kumar[2]. Clustering techniques are identified by aggarwal,chandan and reddy[3]. 

Outliers identity is studied from Hawkins[4][9]. How to detect the outliers in real time application using fuzzy 

clustering is studied from Rajalakshmi and Madhubala[5].R programming by Yanchang Zhao[9].Fuzzy set is 

studied from Bezdek[11] and klir yaun[10]. 
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The Prediction model is used to calculate residuals of estimating various waves of fuzzy outliers. From the study, the 

non-adherence of protocol stemmed up by the characterization of extreme datapoints. The number of clusters indicate 

efficient generalization over learning of fuzzy objective function by less computational effort. It uses membership value, 

cardinality value, and cluster validation indices. 

A modified approach using feature based indexing for the labeled patterns with high membership function is considered 

for generalization [7]. A generalized fuzzy index method and novel constraint function of membership is understand by 

the study [8]. A detailed study of estimating ERR and ERR for z-score is demonstrated in [14]. How the psych and z-

curve package is evaluated in R-script to study the outlier fitness as well from [17][18][19]. 

3. About the software packages used: 
R tool (r 4.0.2 version) is used to analyse the outliers using fuzzy clustering. “psych” package is installed for factor 

analyzing the Perpetual outlier fitness. William Revelle[17][18], clearly estimates ERR((Expected  Replicability Rate), 

EDR(Expected Discovery Rate) and ODR(Observed Discovery Rate)  using the packages psych and z-curve 

.Confirmatory factor analysis is estimated by using  fuzzy clustering. iclust(), item cluster analysis used to partition space 

of the fitness rather than  space of the variable.  It explains an implementation of z-curves  and  method for estimating  

replicability rates (ERR)  and expected discovery rates(EDR) on finding fitness, metrics etc 

Algorithm 

Phase I: 

Step 1: Initialize no of clusters ‘k’ 

Step2: Compute fuzzy membership matrix ‘U’ 

Step3: calculate fuzzy centers ‘Vj’ until j is minimum 

Step4: Estimate the centroid of each cluster center ‘c’ 

Step5: Update the minimum distance to each cluster using Euclidean distance 

Step6:Auto-detect the centers to identify farthest neighbor 

Step7:If the object has no neighbor, define it is outlier 

 

 

Algorithm 

Phase II: 

Step 1:Initial the fuzzy variables  

Step2:Calculate the sum of all the objects which has similarities  

Step3:Fix a random point between two similar clusters (say for eg. Between 0.5 and 0.7, 0.6 as random intensity values) 

Step 3a: Compare the random object with threshold value. 

Step 3b: If it is equal to threshold, move to next neighbour cluster 

Step 3c: Repeat step 3a  until the value is below threshold  

Step4:At the end, extreme points from the old cluster to is used to detect the perpetual outlier of new cluster 

Step5: Depending on threshold value, outlier is identified. 

Step6:The objective function is obtained from new cluster is called FOF (Fuzzy objective function) 

 

4. Experimental Results 

RStudio 4.0.2 is used for estimating statistical analysis.  Packages used are “psych” and “zcurve”, where zcurve 

developed by Frantisek Bartos on 27,September -2020 to detect the accuracy of outliers[17][18][19]. By installing zcurve 

package, we used density method to find the increase number of iterations and decrease number of criterion for the 

dataset stock_data. Estimation of ERR(Expected  Replicability Rate) and EDR(Expected Discovery Rate) is shown 

below. 
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Table 1: Estimation of z-curve 2.0 density algorithm 

Estimation of z-curve 2.0 density algorithm 

Dataset ERR EDR 

iris NA NA 

Stock_data 0.6135274 0.5064392 

Advertising NA NA 

 

Using zcurve package, we used density method for the version 1 to increase the number of iterations for the dataset 

stock_data. Estimation of ERR(Expected  Replicability Rate) and EDR(Expected Discovery Rate) is shown below.  

Table 2: Estimation of z-curve to increase the number of iterations 

Estimation of z-curve to increase the number of iterations 

Dataset ERR EDR 

iris NA NA 

Stock_data 0.6479701 0.5046194 

Advertising NA NA 

 

Using zcurve package,  we furnished the details regarding total number of starting fits and the means of mixture 

components. Estimation of ERR(Expected  Replicability Rate) and EDR(Expected Discovery Rate) is shown below. 

Table 3: Estimation of z-curve to increase the number of starting fits and change in means of mixture component 

Estimation of z-curve to increase the number of starting fits and change in means of mixture components 

Dataset ERR EDR 

iris NA NA 

Stock_data 0.5880518 0.4578420 

Advertising NA NA 

 

In the fourth table, we comprised the z-curve fitness to simulate z-statistics. The estimation of ERR(Expected  

Replicability Rate), EDR(Expected Discovery Rate) and ODR(Observed Discovery Rate) is shown below. 

 

Table 4: Estimation of z-curve to simulate z-statistics and z-fitness for stock_data dataset 

Estimation of z-curve to simulate z-statistics and z-fitness for stock_data dataset 

z-score Estimation Range 

(0.64 – 5.51) 

Percentage CI-(Confidence Interval) 

ERR 0.82 95% 0.73,0.89 

EDR 0.55 95% 0.24,0.89 

ODR 0.85 95% 0.80,0.89 

 

In the fifth table, we calculated the power components of z-score for the value of alpha from 0 to 1.( 0.05 to 0.999)  
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Table 5: Estimation of z-curve power components 

Estimation of z-curve power components  

Power 

to z-

score 

I II III IV V VI VII 

Range 

(0-1) 
0.05 0.20 0.40 0.60 0.80 0.974 0.999 

Reult 0.000197359 1.11451417 1.706298343 2.213272223 2.801581787 3.903097682 5.050194967 

 

Table 6: Estimating the model to detect outliers using EM and confidence interval 

Model 1: EM via EM 

z-score Estimation of EM l.CI u.CI Iterations 
Outliers 

detected 

ERR 0.620 0.501 0.746 

45 +118 

Q= -60.61 

EDR 0.391 0.082 0.693 
CI[-70.48, 

-47.79] 

 

Table 7: Estimating the model to detect outliers using KD2 and confidence interval 

Model 1: KD2 via EM 

z-score Estimation of KD2 Iterations RMSE 

ERR 0.614 
47 0.11 

EDR 0.506 

 

 

 

 

Figure 1: No of clusters after removal of noise in stock__data dataset 
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Figure 2: The Estimation of Using Expectation Method (EM) via Expectation Method (EM), for lower Confidential 

interval (l.CI) and upper Confidential interval (u.CI) for replicable iteration is as follows. 

 

Figure 3: The Estimation of KD2 via Expectation Method (EM), for replicable iteration 
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Figure 4: z-curve(EM Via EM) 

                              

Figure 5: z-curve(KD2 Via DENSITY) 
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Figure 6: Using Expectation Method (EM), 

From the figure (1) - (5) z-curve is estimated for many iterations of stock_dat the model converged at the rate of  

0.09215481 with  (25+66) iterations and (24+22) iterations with 92% detection of outliers.   

FOF ~ ERR and EDR 

5. Conclusion  

Towards the contemporary world of pandemic, researchers are making very close and accuracy to the machine 

understandable efforts rather than human. Using utilization factor, the number of observation comes under the study is 

more efficient for the outcome of the outliers. Estimating is based on replicability rates of statistical testing such as t-test, 

F-test, chi-square test, Z-test, ERR and EDR. It simulates the robustness of outliers that undergoes uncertainty as 

significant to the margin. FOF(Fuzzy Objective Function) determines the utilization factor by fitting random points of 

clusters and detecting the perpetual outliers (disabilities) to fade the replicability fitness over the outlierst to normalize. 

The test results shows a complete consent to measure the values of outliers using fuzzy clustering approach.  
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Abstract – The exponential growth of communication 

technologies and related application environments has 

broadened the cloud computing ecosystem horizon to meet 

major communication needs. However, in-parallel upsurge in 

online attacks, security breaches or allied intrusion events has 

alarmed industries to ensure optimal data security. Unlike text 

data transmission, image, or other multimedia communication 

over the cloud requires computational efficiency, 

imperceptibility, etc. to meet attack-resilient transmission. 

Amongst the major available security systems, the combination 

of cryptosystems and steganography has been identified as an 

augmented security model for data transmission. However, it 

demands enhancement in both stages to meet cloud-specific 

communication efficiency.  Considering it as motivation, in this 

paper an efficient Visually Imperceptible Hybrid Crypto-

Steganography (VIHCS) model is developed using Hybrid 

Cryptosystems followed by Adaptive Genetic Algorithm assisted 

Least Significant Bit (LSB) embedding process. We developed a 

novel Hybrid Cryptosystem by strategically applying Advanced 

Encryption Standard (AES) and Rivest–Shamir–Adleman (RSA) 

algorithms to secure secret data to be embedded in a cover 

image. In addition, the use of the Adaptive Genetic Algorithm 

based Optimal Pixel Adjustment (AGA-OPAP) strengthened the 

Least Significant Bit embedding while retaining the best possible 

image quality and visual imperceptibility. The proposed model 

achieved higher security, high embedding capacity as well as 

image quality, which is vital for cloud communication. To 

perform LSB embedding we applied 2D-Discrete Wavelet 

Transform (2D-DWT-2L) method with 8×8 dimensional block-

wise embedding. It helps to achieve better embedding efficiency 

in conjunction with the AGA-OPAP model. Simulation results 

and respective visio-statistical assessment revealed that the 

proposed VIHCS model can accomplish better performance and 

reliable secure data communication over the cloud environment. 

Thus, the VIHCS model achieves maximum possible 

imperceptibility and hence can avoid attacks- such as 

steganalysis based attack or RS-attacks. 

Index Terms – Secure Data Transmission, Cloud Environment, 

Hybrid Cryptography-Steganography Model, Evolutionary 

Computing, Encryption and Decryption, Adaptive Genetic 

Algorithm (AGA), Least Significant Bit (LSB). 

1. INTRODUCTION 

The exponential growth of software and advanced hardware 

systems has expanded the scope to fully integrated services 

and solutions that meet diverse socio-industrial demands. 

Data communication and allied forces of the exchange of 

knowledge have gained broad popularity around the world 

among the largest emerging applications. On the other hand, 

high speed development in internet technology and related 

applications has resulted in different innovations such as 

cloud computing, Internet-of-Things (IoT), etc. However, 

ensuring secure communication across these application 

environments has always been a challenge for industries [1-8]. 

Various uses, including social networking sites, medical 

services industry, e-commerce, scientific societies, the 

financial sector, other industrial needs, such as monitoring 

and security systems, etc have been met daily by vast 

numbers of communication systems enabling the Internet. 

Social networking and entertainment, tracking footages [3, 4, 

5], user data and an IoT communications support environment 

[2], [4], [6-12] all have to be secured from unauthorized 

access to their data by protection measures and policies. 

Undeniably, corporate software has also seen a substantial 

increase in vast volumes of data generation and collaboration 

through the industry, government departments, banks, and 

other organizations. In practice, such data are used for certain 

targeted analysis or observation to make a suitable decision. 
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Cloud computing has been created through the amalgamation 

of the various data sources and the combination of a large 

volume of data. Cloud computing refers to “free access to 

shared, configurable computing resources and applications 

that can be used for a price through telecommunications (such 

as the Internet) on request”. There are three main forms of 

cloud computing generally known as: 

 IaaS – Infrastructure as a Service 

 PaaS – Platform as a Service 

 SaaS – Software as a Service.  

XaaS is a term that refers to the provision of anything as a 

service. It recognizes the vast number of goods, software, and 

technology currently offered by suppliers to consumers as a 

service across a network, not locally or on-site in a sector. 

Few examples for XaaS include Storage as a Service, 

Database as a Service, Security as a Service, Malware as a 

Service, Distributed Denial of Services, Disaster Recovery as 

a Service, Communications as a Service and the Network as a 

Service, and so on. 

One of the key features of cloud computing is that it provides 

a range of stakeholders with access to data, real-time 

computing, and cloud-based decisions, regardless of origin or 

geographical barriers. However, information exchange from 

one node or user to another or across the cloud platform is 

highly vulnerable until a robust security measure is not 

provided. One of the predominant concerns in cloud 

computing is the protection or seamless exchange of private 

data, particularly multimedia (video, audio, image) [1 - 4]. 

In addition to secure communication, enabling computational 

efficacy is also a must, as it (i.e., cloud computing) demands 

time-efficient and reliable computation to meet the 

application's real-time requirements. It signifies the assurance 

of security, scalability, and manageability in the cloud 

computing environment for up-surging computational and 

allied communication demands. Facilitating security of the 

data has become inevitable for cloud environments like social 

media, the healthcare sector, etc [3][4][6][9-11]. There are 

major threats to the complex design of cloud implementations 

with vision and control loss. The continuous change in the 

security perimeter due to the elastic boundary of cloud use 

also calls for a more complex security approach. 

During data communication, once a miscreant gets data access 

or retrieves the data or allied content, it can easily modified or 

misused for a certain targeted or intended goal. To avoid such 

incidents, various attempts have been made to incorporate 

protection systems; however, substantial efforts are being 

made either by integrating security models for data access or 

security of infrastructure or by introducing such on-data 

security features [12]. In other words, researchers have 

created protective models in which the user has to be 

authenticated or the data itself is protected before accessing 

the data (access-control) to prevent the unauthorized access or 

intruder from revealing sensitive data. 

Several attempts have been made over the past few years to 

strengthen data protection in the cloud computing world. 

However, ensuring both levels of security and computational 

efficiency has remained an open research area for academia-

industries. Amongst the major data security models, 

steganography and cryptosystems have played a decisive role; 

however, in practice, these methods as a standalone solution 

have been found limited due to parallel increase in attacking 

models. This paved way to design Hybrid Cryptography-

Steganography which has gained widespread attention [9-12], 

where the dual-level of security enables or provides better 

data security. However, as an application-specific scenario, 

retaining secure and attack resilient data transmission 

demands enhanced steganography as well as cryptosystem to 

accomplish the above stated eventual goal. Realizing the data 

communication over cloud infrastructure which is becoming 

vulnerable these days due to increased attacking efforts, in 

this paper the focus is made on enhancing both steganography 

as well as cryptosystems.  

To achieve it, at first, a Hybrid Cryptosystem is designed 

using RSA and AES cryptography algorithms. In the 

proposed model these cryptography algorithms are applied in 

a strategic manner that ensures an enhancement in security 

level. The hybrid cryptosystem proposed is used to encrypt 

the secret text data which is embedded into the cover image. 

Once performing secret text encryption, an Evolutionary 

Computing (EC) assisted LSB embedding model is applied 

that helps to embed secret text (i.e., cipher data) into the cover 

image optimally without increasing or affecting PSNR or 

visual characteristics such as entropy, histogram patterns, etc. 

Because the inclusion of secret text might impact pixel 

arrangement and resulting entropy, PSNR, histogram patterns, 

and other statistical features such as regular and singular 

coefficients of image blocks, the AGA algorithm was applied 

to perform Optimal Pixel Adjustment Process (OPAP) during 

LSB embedding. The use of AGA-OPAP based LSB 

embedding has achieved an optimum Peak Signal to Noise 

Ratio (PSNR) with negligible histogram pattern variance and 

RS parameters, rendering the overall process quality-centric 

and Visio-imperceptible. Such novelties can help the 

proposed model avoid attacks like Steganalysis or RS attacks 

which are well known for their ability to exploit statistical 

variations in image data to detect secret or hidden 

information. The overall proposed model is developed using 

the MATLAB tool 2018a. The proposed security method 

achieves enhanced or augmented security for data 

communication over the cloud environment.  

The remaining parts of the manuscript are as follows: Section 

2 addresses related work, followed by section 3 research 
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objectives and section 4 problem formulation. Section 5 

discusses the proposed system model, while the findings 

obtained and their respective inferences are discussed in 

Section 6. Section 7 ends with the conclusion. 

2. RELATED WORK 

This research intends to propose a secure data communication 

model for a cloud computing environment for which 

amalgamating enhanced steganography and cryptosystem can 

be of utmost significance. With this motive, in this section, a 

few key literatures on these techniques are discussed with 

their respective strengths as well as limitations.  

Xue et al [13] suggested adaptive steganography based on 

"Sum and Difference Covering Set" (SDCS) information, 

where the noisiest pixels are initially detected according to an 

iterative noise-level estimation model. The secret hidden data 

is then entrenched using the SDCS algorithm into these noisy 

pixels. However, this approach could not employ any 

additional layer of security to strengthen overall efficacy.  

Vipula et al [14] merged crypto-algorithm AES with 

steganography to conceal secret text data in multimedia files. 

But the main issues of signal strength and imperceptibility, 

which are necessary for modern-day applications are not 

addressed. 

Saleh et al [15] recommended the modified AES algorithm to 

encrypt a secret message, which was then processed for 

hiding in the cover image [16]. However, Duluta et al.[17] 

recently found that some traditional models for encryption 

have a range of limitations that can restrict their cloud 

computing environment suitability. Authors focused only on 

image type of data; though it needs further verification for 

computational efficacy and performance trade-off under 

different test conditions. 

Pancha et al [18] applied a cryptosystem with steganography 

for safe data communication. First, the authors used 

encryption, in combination with the chirikov mapping, to turn 

the input image into a cipher image. Then authors used 

steganography to hide the encrypted image from the cover 

image during the sequential process. However, it did not 

discuss the enforced cases of entropy and histogram 

distortion. 

Leung et al.[19] proposed uneven security protection by using 

multiple encryption technologies to secure various media 

pieces of different importance. Their model focuses primarily 

on augmenting only the cryptosystem and therefore needs 

further enhancement of signal retention in steganography. 

Towards video fingerprinting, Li et al [20] applied the theory 

of recognition and clustering of the field of interest. However 

such approaches cannot be the optimal solution to meet the 

current high-speed real-time communication requirements, 

especially over cloud infrastructure. 

Ahmed et al [21] presented a model based on a user interface 

in which the sender could pick the appropriate cover and 

secret message that was processed using Elliptic Curve 

Cryptography based encryption trailed with LSB embedding. 

The processed data were transmitted to the same target 

through different channels. However, efforts can be made to 

improve their model for lightweight encryption and attack 

resilient embedding. 

To achieve a better solution and high non-perceptibility, 

Hajduk et al [22] proposed a technique of image 

steganography where the text message was encrypted and 

inserted in the cover image using the Quick Response Code 

(QRC). Besides that, the suitability for multimedia data 

communication in a cloud environment has not been 

addressed. 

Mukhedkar et al [23] has applied various cryptosystems to 

encrypt secret data before embedding it in the cover image for 

efficient and reliable multimedia transmission. The main 

emphasis was on cryptosystem enhancement and other 

aspects of real-time multimedia transmission were not 

discussed. 

Unlike traditional cryptosystems, Alam et al [24] used 

McElice's cryptosystem to encrypt or decrypt data to improve 

data protection across wireless networks. Their method could 

not be used for cloud communication with massive databases 

containing multimedia content. Depicting limitations of 

classical cryptosystems, Kumar et al [25] proposed a public 

key cryptographic algorithm for safe 3D color data 

communication.  

Gupta et al [26] suggested the use of Discrete Wavelet 

Transform, given the fact that better multimedia data 

processing techniques such as wavelet analysis will help in 

increase the imperceptibility of hidden data over uncertain 

channels. DWT was applied to split the input image into four 

sub-bands, followed by hiding data within the splits. The 

image was compressed before transmission after hiding the 

secret text information. The authors [26][27] implemented a 

new hidden data communication method using RSA and AES 

in conjunction with steganography. However for cloud-based 

environments where QoS/QoE is of critical importance, 

splitting data into several chunks and embedding data, further 

decompression and/or decryption of original data elements 

may be too cumbersome and voluminous in computation. 

Anwar et al [28] suggested a combination of algorithms to 

improve the protection of medical images during transmission 

in uncertain channels. Liao et al [29] developed a medical 

JPEG image steganographic scheme aimed at maintaining 

inter-block DCT coefficient dependences. Both the 
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approaches exhibit good results in image quality but the 

security of the data still needs enhancement. 

Using blended chaotic maps and Haar Integer Wavelet 

Transform (HIWT), Balakrishnan et al [30] suggested a 

transform domain hybrid image cryptosystem. It can be 

improved by efficient key generation, substitution-

permutation, uncertainty, and diffusion processes. 

Based on deoxyribonucleic acid and several chaotic maps, a 

hybrid encryption algorithm was projected to encrypt DICOM 

color images by Divya et al [31].  It requires a better concept 

of embedding with minimal noise probability and lightweight 

cloud computing encryption. 

To ensure optimal communication over volatile networks, 

Mansour et al [32] suggested the Discrete Ripplet 

Transformation technique for embedding messages in medical 

cover images. This model focuses on embedding and can be 

further improved to be attack-resilient with hybrid 

cryptosystems and effective wavelets. 

Usman et al [33] employed Swapped Huffman tree encoding 

to provide multiple encryptions for medical data. It still has 

computational overheads, however, and is likely to be 

attacked by advanced steganalysis/attacks. 

To secure medical data, Hashim et al [34] suggested a new 

steganography mechanism based on the Bit Invert Method 

(BIS) using three random control parameters. It can be further 

improved by implementing the required embedding principle 

to prevent all types of attacks. 

Nithya et al [35] have developed an integrated security system 

using DNA coding and image encryption methods to provide 

enhanced security. This strategy has shown good results but 

does not solve data redundancy. 

Harnal et al [36] proposed an end-to-end cryptography 

(E2EE) hybrid cryptography algorithm to maintain integrity 

and confidentiality in a multimedia cloud computing 

environment. This mechanism was easy and deals with 

limited database sizes. 

Using a nuclear spin generator, Stoyanov et al [37] 

implemented a medical image stego hiding approach and 

examined the findings based on histogram analysis and peak 

signal-to-noise ratio. However, there is significant potential to 

enhance the authentication mechanism for the cloud 

computing environment. 

A robust, quasi-quantum walk-based image steganography 

mechanism has been developed by Baseem et al [38] to 

support secure transmission on the cloud-based E-healthcare 

platform. The scheme has achieved good visual quality, 

resistance to data loss attacks, high embedding capability, and 

robust protection. It can be improved by applying an effective 

bio-inspired optimization technique to attain even better 

performance. 

Madhusudhan et al [39] have implemented a secure 

multimedia transmission algorithm based on binary bits and a 

map of Arnold. The idea of hiding data can be implemented to 

improve security. 

Emy et al [40] proposed a viable method for transmitting 

color images using a compression-encryption model with a 

dynamic key generator and robust symmetric key distribution. 

Pandey et al [41] developed a bit mask-oriented genetic 

algorithm based on a resilient data transmission mechanism. 

Encrypted data was embedded in medical images through 

Discrete Wavelet Transformation at 1 and 2 levels (DWT). 

Protection can be further improved with a hybrid 

cryptosystem so that there is no possibility of any 

cryptanalysis/attacks. 

This is a matter of fact that a range of research  has been done 

to perform data embedding in images/medical image using 

steganography techniques, but most of the methodologies use 

wavelet transformation techniques and focus on either PSNR 

enhancement or capability enhancement embedding. The 

requirements such as Region of Interest preservation, 

maximum imperceptibility, small or negligible histogram 

variations, resistance to statistical attacks, higher PSNR, low 

entropy, MAE, Correlation analysis etc. were in need to be 

enhanced for better performance. 

Literature also reveals that in the field of image encryption 

and cryptography techniques, only few have used 

metaheuristic algorithms. In some recent studies, evolutionary 

algorithms have been successfully applied to overcome the 

issue of safe data communication. It is vital to build a 

computationally equipped algorithm based on the discussion 

thus far, that not only provides security while data 

transmission but also addresses broad search regions. 

The work carried out to date provides security and privacy, 

but mostly suffers from some barriers, such as managing wide 

search spaces, avoiding duplication, etc. Therefore by 

developing a fusion of cryptography theory and 

steganography with adaptive genetic algorithm-based RS 

attack, we propose an effective algorithm to resolve these 

limitations by resilient embedding-based secure data 

transmission over the cloud environment. 

3. RESEARCH OBJECTIVES 

 To propose a Hybrid Crypto-Steganography Model for 

effective secure data communication over the cloud 

environment. 

 To implement a Hybrid Cryptosystem to secure text data 

to be embedded in the cover image. 
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 To apply the Genetic Algorithm (GA) principle to the 

Optimal Pixel Adjustment Process to preserve maximum 

possible data embedding capability, maximum 

imperceptibility, and higher PSNR for reliable cloud-based 

data communication. 

 To test the simulation analysis and the performance of the 

proposed model against the existing approaches.  

 To prove the Adaptive Genetic Algorithm based OPAP 

assisted LSB embedding with Hybrid Cryptosystem 

accomplish an optimal solution for secure data 

communication over the cloud environment. 

4. PROBLEM FORMULATION 

As already stated, the exponential rise in Cloud assisted IoTs 

also called Cloud-IoT has also alarmed scientific society to 

develop QoS centric (image) transmission systems. Unlike 

conventional research so far where the emphasis is merely on 

increasing efficiency and timely delivery, there is an 

unavoidable need to build a more effective and robust safe 

transmission system. Several attempts have been made, such 

as cryptosystems, steganography, etc., considering the 

inevitable significance of secure communication, particularly 

for the Cloud-IoT environment. Taking Cryptosystem as a 

potential solution, two types of symmetric and asymmetric 

crypto algorithms are still subject to major limitations, such as 

computation overheads, time, and the probability of security 

breaches that have occurred globally in recent years. 

Strategies such as Brute-Force attacks, MySql attacks, and 

many other well-known methods of attack often carry data 

security under suspicious circumstances.  

Considering the contemporary application environment, 

where users use internet technologies, cloud infrastructures, or 

wireless communication media to transmit data from one peer 

to another, the risk of attack becomes more severe. In the last 

few years, the cases of unauthorized multimedia content 

access, image manipulation, personal multimedia file access, 

and publication, etc. have increased significantly. Towards 

multimedia data, especially image data security two 

techniques named steganography and cryptography have 

gained widespread attention. However, the steganography 

concept has broader significance towards multimedia data 

security over the cloud environment.  

Steganography uses the principle of signal destruction by 

increasing entropy to the cover image or the division and 

transmission of content across various channels to the 

receiver. This mechanism allows data protection and 

reliability even after the intruder or miscreants have access to 

the data through the use of modern attacker modules or 

intrusion efforts. Considering the classical methods of 

steganography, it can be found that such methods cannot 

guarantee optimum efficiency due to increased entropy in the 

original image which makes data communication suspicious. 

On the other hand, splitting image data into multiple parts and 

transmitting it to the receiver through different channels to 

avoid unauthorized attacker access to data can impose huge 

computational costs, delays, resource exhaustion, etc., which 

cannot be used for a present cloud environment.  

Considering the contemporary shortcomings of both 

cryptosystems, such as classical RSA, Elliptic Curve 

Cryptography (ECC), AES, etc, and steganography, using 

these methods together can be of critical importance. Such 

hybrid security models can provide a dual level of security 

where steganography can assist in hiding significant details in 

cover data, while cryptography can ensure that the intruder 

could not access the data hidden without authorizing 

credentials. Exploring in-depth, it can be found that 

introducing Hybrid Crypto-Steganography (HCS) concept can 

help to achieve a more efficient outcome, however at the 

increased computational overheads. This is because in major 

conventional approaches, to increase security prospects 

authors have applied a high bit size cryptosystem; however, it 

functions at the cost of increased computational complexities 

at both transmitter as well as receiver side. It reduces the 

efficacy of the HCS systems. On contrary, embedding data 

inside a cover image to ensure its security depends on the 

method or efficacy of the steganography, as with a less 

effective approach embedding higher data might expose data 

to get noticed by an intruder. Moreover, embedding excessive 

or inappropriate data to the cover image might reduce or 

degrade data quality at the receiver and hence can affect 

overall communication efficiency. In such cases, enabling 

optimal trade-off between computational efficiency as well as 

data quality is vital for HCS.   

Considering it as motivation, in this research paper, the focus 

is made on developing a robust and computationally efficient 

HCS model for a cloud computing environment. Undeniably, 

HCS systems encompass both cryptography and 

steganography as computing models; however, the classical 

cryptosystems such as RSA, ECC, AES, etc are 

computationally costly, especially when the level of security 

has to be achieved higher. In other words, a 64 bit RSA or 

AES would have relatively lower coefficients for data 

encryption [4-5][42-43]; on contrary increasing bit size often 

results in amplified computational overheads. However, on 

the other side, the efficacy of ECC cryptosystem's too 

decisively depends on the selection of curve points or the 

allied parameter selection, which turns out to be a 

computationally complex task. On contrary, cloud computing 

and allied data transmission require a time and computation 

efficient environment.  

In this research we have designed a Hybrid Cryptosystem 

model by strategically implementing AES and RSA 

cryptography algorithms to secure secret data to be embedded 
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with a cover image. In the HCS system, the second and most 

critical function is steganography too requires efficient data 

decomposition, data embedding, and further data 

reconstruction. In major conventional researches authors have 

merely focused on either achieving higher PSNR or 

embedding capacity; however, maintaining an optimal 

balance between these two has always been a trivial task. On 

the other hand, data communication over cloud infrastructure 

requires optimal data quality, higher transmission rate as well 

as more time-efficient computation. However, there is 

numerous cloud-based application environment where 

maintaining an optimal quality of the multimedia data is a 

must. In major conventional efforts where authors have tried 

to embed more data in the cover have undergone an increased 

level of entropy and resulting degradation in data quality. 

Such approaches can't be suitable for applications such as 

telemedicine, critical multimedia image transmission, etc. The 

inclusion of entropy and its visual reveal might help intruders 

attacking that specific data under communication. In such 

cases maintaining optimal data embedding with low entropy 

and maximum possible data quality can be vital.  

To achieve it, enhancement in data (say, image) 

decomposition, strategically optimized data embedding, and 

highly efficient pixel adjustment followed by data 

reconstruction is a must. Exploring in-depth, it can be found 

that optimizing pixel adjustment when embedding data within 

the cover image can be of great significance to enhance both 

embedding capacity as well as PSNR. Considering it as a 

motive, in this research an Evolutionary Computing concept-

based OPAP model is developed that intends to achieve 

optimal LSB embedding with optimal adaptive pixel 

adjustment. Specifically, in this paper Multi-Objective 

Optimization (MOO) centric GA algorithm has been 

developed which intends to optimize both PSNR as well as 

regular and singular coefficients of each image block 

simultaneously (to ensure quality as well as visual 

imperceptibility).   

The proposed AGA-OPAP model dynamically adjusts pixels 

of the cover images to retain optimal PSNR, low entropy with 

maximum possible data embedding capacity. Noticeably, in 

the steganography model, DWT is often used to facilitate 

image decomposition with 8×8 window size and performs 8 

bit LSB embedding, which has been further optimized using 

AGA-OPAP. Thus, the proposed model achieves more secure, 

high-capacity, and attack-resilient steganography to perform 

data communication over cloud infrastructure. Thus, the 

proposed HCS backed AGA-OPAP based LSB embedding 

model and resulting Visio-Imperceptible-HCS (VIHCS) 

model can achieve an optimally secure and computationally 

efficient data communication paradigm for cloud 

environment. The proposed VIHCS model can effectively 

alleviate the possibilities of low pass filtering, Regular and 

Singular (steganalysis) RS attack, Brute-Force etc. type of 

attack scenarios. 

5. PROPOSED SYSTEM MODEL 

This section discusses the proposed VIHCS model and allied 

implementation. The Figure 1 depicts the process flow of the 

proposed model. 

 

Figure 1 The Proposed VIHCS Model for Secure Data Communication 
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5.1. Data Encryption 

There are numerous cloud-assisted application environments 

in which different data, including image and text, are 

transmitted under uncertain channel conditions. Some of the 

common applications are telemedicine in the healthcare 

sector, social media, etc. Such applications can even have 

composite data as the amalgamation of text as well as an 

image (for example, in telemedicine both patients scanning 

medical reports as well as allied diagnosis details in text). In 

such cases, ensuring respective seamless transmission is of 

utmost significance. Towards this motive, the proposed model 

can be a viable solution. However, ensuring multilevel 

security can have augmented strength to alleviate any breach 

of security or unauthorized data access. Taking into account it 

as an objective, a novel hybrid cryptosystem is first developed 

in this research. Here, the prime motive behind this is to 

increase the level of security by applying two different 

cryptosystems together, which as a result can avoid any easy 

attack on the data. Consequently, it can achieve a higher level 

of security. It embodies strategic implementation of both RSA 

and AES, which has been used to encrypt input text data 

which is at first converted into ciphertext to be embedded 

within the cover image.  

The cryptographic model ℂ = {Ϝ𝜂, Ϝ𝜂−1, 𝐶, 𝑆, 𝑇} encompasses 

encryption and decryption processes. During the encryption 

process, at first, the text data (it can be the diagnosis details of 

a patient which is expected to be transmitted along with the 

medical imaging reports) is split into two distinct parts, 𝑇𝑜𝑑𝑑 

and 𝑇𝐸𝑣𝑒𝑛. Splitting the text data doesn't signify dividing 

content into two fractional parts, rather once converting the 

entire text into binary form, the overall bit sequence is 

processed in such a way that the odd-sequence value is 

assigned to 𝑇𝑜𝑑𝑑, while bits at even place or sequence is 

allocated to the 𝑇𝐸𝑣𝑒𝑛  component. Thus, it converts overall 

input text data into two data-chunk or components 𝑇𝑜𝑑𝑑  and 

𝑇𝐸𝑣𝑒𝑛. We applied AES cryptosystem to encrypt 𝑇𝑜𝑑𝑑, while 

RSA was used for 𝑇𝐸𝑣𝑒𝑛 encryption method same as [42]; 

however, we employed 256-bit AES, while the existing 

approach [42] considered 128-bit AES for encryption. 

Considering computational efficiency demands, we 

considered 64-bit RSA, while AES was applied as 256 bit. 

Though, RSA with low bit-size has often been criticized to 

have inferior robustness; however, such a hypothesis can be 

applied merely with RSA as a standalone encryption 

algorithm. Its implementation with AES-256 can help to 

achieve a dual goal. First, the amalgamation of AES-RSA as a 

cryptographic algorithm can avoid easy attack probability 

(which can be possible with standalone encryption), and 

second, the consideration of low-bit size can avoid unwanted 

computation that eventually will make it robust to serve real-

world applications. Additionally, AES-256 is almost six times 

faster and more efficient than classical triple-DES. Therefore, 

the inclusion of AES as a cryptographic method seems viable 

towards a robust encryption environment.  

On the other hand, the combination of RSA with low-bit size 

can help to make overall encryption more robust to avoid any 

attack. In other words, the strategic amalgamation of AES-

256 and RSA-64 can confuse the attacker(s) to get real and 

exact information of the data being processed or 

communicated. In our proposed encryption model, AES-256 

has 14 rounds of computation, while 64-bit RSA was applied 

as a single round itself, as it doesn't employ round-

computation for confusion creation (to avoid side-channel 

attack). Though, with our proposed concept, AES-256 can be 

executed with lower rounds as well; however, will 

recommend more than 10 rounds to avoid detrimental 

consequences. Noticeably, AES applies an encryption key or 

the round key 𝑠  to encrypt the text data component 𝑇𝑜𝑑𝑑, 

while RSA being public-key cryptography applies a secret 

public key m to encrypt the data 𝑇𝐸𝑣𝑒𝑛. We used a private key 

x to perform decryption of the RSA encrypted data at the 

receiver. On the contrary, we performed a standard decryption 

method for AES encrypted data. To be noted, AES decryption 

is the reverse of encryption, which is performed by executing 

inverse round transformations to retrieve original text data 

(from the encrypted data). Here, the inverse round 

transformation method applies four key functions, 

AddRoundKey, InvMixColumns, InvShiftRows, and 

InvSubBytes, sequentially. Due to the lack of space, the 

details of these key functions are not given in this manuscript. 

Thus, the overall process is mathematically modeled as 

follows: 

𝐶 = {𝐸𝐴𝐸𝑆 , 𝐸𝑅𝑆𝐴,  𝑇𝑜𝑑𝑑 ,  𝑇𝐸𝑣𝑒𝑛 , �̂�𝑜𝑑𝑑 , �̂�𝐸𝑣𝑒𝑛 , 𝑠, 𝑚, 𝑥}    (1) 

�̂�𝑜𝑑𝑑 = {𝐸𝐴𝐸𝑆( 𝑇𝑜𝑑𝑑 , 𝑠)}                                             (2) 

�̂�𝐸𝑣𝑒𝑛 = {𝐸𝑅𝑆𝐴( 𝑇𝐸𝑣𝑒𝑛 , 𝑚)}                                         (3) 

Input: Secret Text Input Data (𝑆𝑇𝑒𝑥𝑡) 

Output: Cipher Text, Key s 

Initiate the process  

Step-1 Split the input text 𝑆𝑇𝑒𝑥𝑡 into two components 

𝑆𝑇𝑒𝑥𝑡_𝑜𝑑𝑑 and 𝑆𝑇𝑒𝑥𝑡_𝐸𝑣𝑒𝑛 

Step-2 Generate AES keys (see, [42]) 

Step-3 Encrypt 𝑆𝑇𝑒𝑥𝑡_𝑜𝑑𝑑  using AES-256 bit key size  

𝐸𝑛𝑐_𝑆𝑇𝑒𝑥𝑡_𝑜𝑑𝑑 = 𝐴𝐸𝑆 − 256 (𝑆𝑇𝑒𝑥𝑡𝑜𝑑𝑑
, 𝑠) 

Step-4 Generate RSA keys (Public key 𝑚 and private key 𝑥) 

Step-5 Encrypt 𝑆𝑇𝑒𝑥𝑡_𝐸𝑣𝑒𝑛  using 64 bit-RSA  

𝐸𝑛𝑐_𝑆𝑇𝑒𝑥𝑡_𝐸𝑣𝑒𝑛 = 𝑅𝑆𝐴 − 64(𝑆𝑇𝑒𝑥𝑡_𝐸𝑣𝑒𝑛 , 𝑚) 
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Step-6 Construct combined Encrypted cipher data 

𝐶𝑖𝑝ℎ𝑒𝑟 𝐹_𝑇𝑜𝑡𝑎𝑙 by using both 𝐸𝑛𝑐_𝑆𝑇𝑒𝑥𝑡_𝑜𝑑𝑑and  

𝐸𝑛𝑐_𝑆𝑇𝑒𝑥𝑡_𝐸𝑣𝑒𝑛 in their indices  

Step-7 𝐸𝑛𝑐𝐾𝑒𝑦 = 𝐴𝐸𝑆(𝑥, 𝑠) #𝑥-round key, #s-secret key 

Step-8 Create final cipher data 𝐶𝑖𝑝ℎ𝑒𝑟 𝑇𝑥 

𝐶𝑖𝑝ℎ𝑒𝑟 𝑇𝑥 = 𝐶𝑜𝑛𝑐𝑎𝑡𝑖𝑛𝑎𝑡𝑒(𝐶𝑖𝑝ℎ𝑒𝑟 𝐹_𝑇𝑜𝑡𝑎𝑙 ,  𝐸𝑛𝑐𝐾𝑒𝑦) 

Step-9 Return 𝐶𝑖𝑝ℎ𝑒𝑟 𝑇𝑥 and 𝑠 

End 

Algorithm 1 Secret Data Encryption 

Secret data encryption is shown in Algorithm 1. Once the text 

data has been encrypted it has been processed for Adaptive 

Genetic Algorithm based Optimal Pixel Adjustment Process 

assisted Least Significant Bit embedding. The detailed 

discussion of the proposed AGA-OPAP based LSB 

embedding model is given as follows: 

5.2. AGA-OPAP Assisted LSB Embedding for VIHCS 

5.2.1. DWT Analysis and LSB Embedding 

To embed the critical information within the cover image to 

be transmitted over cloud infrastructure, at first it is important 

to decompose the input cover image and embed the cipher 

data optimally while ensuring minimum entropy, histogram 

variations, or PSNR reductions.  To achieve this, we applied 

DWT because of its robustness and efficacy towards time as 

well as spatial domain analysis. In our proposed method, we 

applied a DWT with HAAR mother wavelet. We applied 2D-

DWT-2L which was formulated as a sequential 

transformation process with the help of low pass and high 

pass filters towards the row of the image (blocks). To be 

noted, in the proposed 2D-DWT-2L concept, we considered 

level-2 coefficients to perform embedding, the key reason is it 

can provide a significant local feature set for text-embedding 

without impacting image quality significantly. Moreover, it 

can provide a more depth (feature) space for embedding, 

which as a cumulative solution with the proposed encryption 

can help to strengthen attack-resiliency and confusion. 

Performing embedding with a single layer can cause higher 

visibility or perceptibility, and can also impact image quality 

post-embedding. On the other hand, embedding with a higher 

level coefficient can be more effective; however at the cost of 

increased computation, which can't be suitable for 

contemporary real-time application demands. Therefore, in 

this paper, we performed embedding with a 2-level DWT 

coefficient only. In this process, the results are discomposed 

towards the columns of the image. A snippet of this process is 

depicted through Figure 2 & Figure 3. The above-mentioned 

illustration (Figure 2 & Figure 3) depicts the elemental 

decomposition of the 𝐶𝑗(𝑁 × 𝑀), image of size N×M in the 

four distinct decomposed sub-bands (images), which are 

stated as high-high (HH), a high-low (HL), a low-high (LH), 

and a low-low (LL) frequency bands. Our proposed VIHCS 

model is designed to support visually imperceptible 

steganography to ensure maximum possible visual-

imperceptibility that not only ensures seamless 

communication but also assists quality-data transmission, 

which is a must for cloud communication. 

 

Figure 2 2D-DWT-2L Decomposition Process 

 

Figure 3  (a)  DWT-1L                 (b) DWT-2L 

To achieve it, we have designed VIHCS with �̂� =

{{Ϝ𝜂, Ϝ𝜂−1, 𝐶, 𝑆, 𝑇}}. It comprises of three distinct methods 

including LSB embedding; AGA-OPAP assisted embedding 

optimization, and extraction processes. In the LSB embedding 

process, we consider a cover image C, the secret data T 

(which is already processed as cipher data (𝐶𝑖𝑝ℎ𝑒𝑟 𝑇𝑥) is 

embedded using LSB embedding to produce stego image S.  

Unlike classical efforts where authors have to embed text or 

cipher data arbitrarily or LSB without any optimization 

measure, in our proposed system, we have implemented an 
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EC assisted (say, heuristic model-based) pixel adjustment 

process. Our proposed system intends to ensure optimal pixel 

adjustment to retain maximum possible imperceptibility, 

quality preserve, and seamless transmission even under cloud 

attack conditions such as RS-Analysis or Steganalysis. In our 

proposed method, at first input image also called cover-image 

is processed using HAAR-DWT and the entire image is split 

into multiple blocks or 8 × 8 blocks. Considering literature 

and allied inferences towards the LSB embedding process, we 

have applied this approach to embed ciphertext in each block. 

Before discussing the process of AGA-OPAP assisted LSB 

embedding, a snippet of embedding mechanism is given as 

follows: 

To perform embedding, at first cipher text is transformed into 

an ASCII format, which is then split into 𝑆𝑇𝑒𝑥𝑡_𝑜𝑑𝑑 and 

𝑆𝑇𝑒𝑥𝑡_𝐸𝑣𝑒𝑛. In this method, the odd values (i.e., 𝑆𝑇𝑒𝑥𝑡_𝑜𝑑𝑑) are 

concealed in vertical coefficients as stated by LH2. Similarly, 

the even values are concealed in diagonal coefficients 

specified by high-level coefficients HH2.  

The algorithm applied to perform embedding is given 

Algorithm 2. 

Input: Cover Image 

Output: Stego-Image 

Step-1 Initiate the process 

Step-2 Transform the secret message (say, diagnosis details 

for telemedicine) in ASCII code 𝑆𝑇𝑒𝑥𝑡𝐴𝑆𝐶𝐼𝐼
 

Step-3 Scan cover image for each row 

Step-4 Estimate the 2D wavelet coefficients for the first level 

using HAAR filter (𝐿𝐿1), (𝐻𝐿1), (𝐿𝐻1), and (𝐻𝐻1). 

Step-5 Estimate the 2D wavelet coefficients for the second 

level using HAAR wavelet filter 

(𝐿𝐿2), (𝐻𝐿2), (𝐿𝐻2), and (𝐻𝐻2). 

Step-6 Initiate a Loop 

Hide 𝑆𝑇𝑒𝑥𝑡𝐴𝑆𝐶𝐼𝐼
 using LSB embedding concept. 

Initiate AGA-OPAP for adaptive pixel optimization and RS-

Attack resilient LSB embedding. 

EndLoop 

Return Stego-Image 

End 

Algorithm 2  2D-DWT-2L Analysis and LSB Embedding 

Unlike major conventional Hybrid Cryptography and 

Steganography models where authors have either focused on 

increasing embedding capacity or the basic histogram 

sensitive quality preserve, our proposed VIHCS model 

intends to retain maximum image data quality as well as 

security against recently acknowledged online attacks such as 

RS-Analysis or steganalysis. To achieve it, we have 

developed a novel and robust EC-assisted LSB embedding 

concept, where AGA intends to fit 𝑆𝑇𝑒𝑥𝑡𝐴𝑆𝐶𝐼𝐼
 in such a 

manner that it doesn't introduce any significant entropy or 

visual trait signifying the presence of secret data. 

5.2.2. AGA-OPAP Assisted LSB Embedding and 

Optimization 

In the last few years, numerous attacker modules have been 

developed to target, detect, and attack data over uncertain 

communication channels, such as a cloud network. Amongst 

the major attacks, RS-Analysis also called Steganalysis has 

surfaced as the dominant attacker model which intends to 

retrieve stego-information from the multimedia data 

communication. Before discussing our proposed AGA-OPAP 

based LSB embedding model, a snippet of the RS Analysis or 

Steganalysis model is given as follows. 

In this research, AGA has been applied to enhance image 

quality, embedding capacity as well as statistical factors such 

as regular and singular coefficient values in each block. This 

approach can ensure maximum possible embedding while 

retaining optimal data quality and visual imperceptibility. 

Consequently, it can help to avoid those attacks which use 

either visual changes or statistical changes to detect hidden 

information or secret information within the cover image 

during transmission. Considering RS-Analysis, also called 

steganalysis attack condition which employs statistical 

features to detect the presence of hidden information in 

multimedia data under transmission; in our proposed VIHCS 

model we have considered RS parameters and PSNR sensitive 

LSB embedding to ensure optimal data security. The detailed 

discussion of the proposed embedding model is given as 

follows:    

5.2.2.1. RS Analysis (Steganalysis) 

In RS analysis or steganalysis approach, there are three 

distinct kinds of block flipping; Positive flipping (F1), 

Negative flipping (F−1)and Null flipping (F0). Noticeably, F1 

signifies the transformation association in between the 2i and 

2i + 1 pixels (say, 0-1, 2-3,…, 254-255), which is equivalent 

to the LSB coefficient. Similarly, the transformation 

association in between  2i and 2i − 1 pixels (say, -1, -1-0, 1-

2,…255-256) signifies the negative flipping F−1. Thus, the 

association between positive and negative flipping follows 

(4). 

𝐹−1 = 𝐹1(𝑥 + 1) − 1 (4) 

Similarly, the null flipping, which stated the identity 

permutation follows the following condition (5). 

𝐹0(𝑥) = 𝑥   (5) 
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These parameters (i.e., F1, 𝐹−1 and 𝐹0) are often called the 

flipping functions. Employing these flipping functions on 

each pixel of the input image data block or image block, we 

obtain the flipped group (𝐹(𝐺)). Mathematically,    

Here, we define a parameter called flipping mask 

𝑀. Mathematically, 𝑀 = 𝑀(1),𝑀(2), … ,𝑀(𝑛), where 𝑀(𝑖) 

states for 1,0 and -1. 

The group 𝐺 would remain consistent only when 𝑓(𝐹(𝐺)) >
𝑓(𝐺). Similarly, 𝐺 is singular when 𝑓(𝐹(𝐺)) < 𝑓(𝐺). To 

perform the RS analysis, the following mechanism is taken 

into consideration. In this process, at first, the input 

multimedia data (here, image) is split into multiple non-

overlapping sections or blocks where each block is re-

arranged to constitute a vector 𝐺. where 𝐺 = (𝑥1, 𝑥2, . . , 𝑥𝑛) is 

ordered in certain random (say, Zigzag) manner. Here, the 

correlation amongst the pixel is obtained using a 

discrimination function, defined in (7). 

𝑓(𝑥1, 𝑥2, . . , 𝑥𝑛) = ∑ |𝑥𝑖 − 𝑥𝑖+1|

𝑥𝑛−1

𝑖=1

 

 

(7) 

In (7), the variable 𝑥 states the value of the pixel, while the 

total number of pixels is given by 𝑛. Here, the resulting value 

of 𝑓 signifies the spatial correlation between the neighboring 

pixels. Noticeably, the small value of 𝑓 states the strong 

correlation between the adjacent pixels. Once obtaining the 

complete value of 𝑓(𝐺), the non-negative flipping is applied 

(i.e., 𝑀(1),𝑀(2), … ,𝑀(𝑛)) either 0 or 1. On contrary, for 

non-positive flipping, we apply 0 or -1 for each block of the 

input image. Now, processing flipping over each block, we 

estimate 𝑓(𝐹(𝐺)) for each block and thus the relative count 

of regular or consistent blocks after positive flipping is 

obtained as 𝑅𝑚. Similarly, the relative number of singular 

blocks is obtained as 𝑆𝑚. Similarly, for negative flipping, the 

regular and singular blocks are obtained as 𝑅−𝑚 and  𝑆−𝑚. 

Because in the natural images, the total number of above-

stated blocks after performing flipping follow the following 

associations.  

𝑅𝑚 ≈ 𝑅−𝑚, 𝑆𝑚 ≈ 𝑆−𝑚 and 𝑅𝑚 > 𝑆𝑚, 𝑅−𝑚 > 𝑆−𝑚 (8) 

Typically, the difference between 𝑅𝑚 and 𝑅−𝑚 increases as 

per the size of the embedding message. Similarly, the 

difference values of 𝑆𝑚 and 𝑆−𝑚 too increase with an increase 

in embedding text. Such facts help attackers on a cloud 

platform or environment to detect the presence of hidden 

information that can result in a significant loss of data 

privacy. Considering it as motivation, in this research the 

focus is made on developing a robust embedding model 

where the above-stated parameters (i.e., the difference 

between the values of 𝑅𝑚 and 𝑅−𝑚 and  𝑆𝑚 and 𝑆−𝑚 could be 

reduced while ensuring higher embedding capacity. This as a 

solution can accomplish an attack-resilient secure cloud 

communication model. To achieve it, in this paper, an AGA 

algorithm has been developed that intends to adjust pixels 

optimally 𝑅𝑚 ≈ 𝑆𝑚 , 𝑅−𝑚 ≈ 𝑆−𝑚. A detailed discussion of the 

proposed AGA-based OPAP is given in the subsequent 

section.   

5.2.2.2. AGA based OPAP 

As already stated in the above section, to avoid any stego-

information retrieval or data attack, we focus on achieving the 

condition given in (8) by performing OPAP. Here, we 

perform pixel adjustment to achieve a standard or natural 

condition defined as Rm ≈ Sm, R−m ≈ S−m. Since the 

variations in the bits in the higher place might violate or 

reduce the multimedia (here, image) data quality of the stego-

image, merely the 2nd and 3rd LSBs are modified.  

For illustration, let 𝐵 as given in (9), be the original value of 

the input image (block). Now, in case of the strategic 

modification is made merely in LSB place (only 2nd LSB 

plane), the variation or the changes in between the original 

image block and the modified image block can be considered 

as a matrix called Adjustment Matrix (AM), given as 𝐴1 and 

𝐴2. Thus, the modified image blocks are 𝐵1
′ = 𝐵 + 𝐴1 and 

𝐵2
′ = 𝐵 + 𝐴2. For illustration, let B be the original image 

block while 𝑓(𝐵) = 99, while 𝑓−(𝐵) = 120, where 𝑓− states 

the non-positive flipping. Now for the modified image block 

𝐵1
′ ,  𝑓−(𝐵1

′) = 90, only when F is non-positive flipping. 

Similarly, for 𝐵2
′ , 𝑓−(𝐵2

′ ) = 150. 

𝐵 =

[
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𝐹(𝐺) = (𝐹𝑀(1)(𝑥𝑖), 𝐹𝑀(2)(𝑥2), … , 𝐹𝑀(𝑛)(𝑥𝑛)) (6) 
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Summarily, the kind of block (i.e., regular or singular) can be 

modified by changing or making a suitable adjustment. In 

such cases, adjusting the pixels optimally, the RS-Analysis 

attack of steganalysis attack can be avoided in a cloud 

environment. To achieve it, in this paper we have applied an 

Adaptive Genetic Algorithm (AGA) which obtains the 

Optimal Adjustment Matrix (OAM) to ensure minimum 

disparity amongst the values of regular and singular image 

blocks. A snippet of the AGA-based OPAP method and 

resulting OAM estimation is discussed in the subsequent 

section.  

GA is a nature-based EC model, which employs Darwin's 

principle of survival to obtain the optimal or sub-optimal 

solution after a defined number of generations. Functionally, 

it applies the concept of human evolution to obtain an optimal 

solution by transforming an optimization of search problem 

into the phenomenon of chromosome evolution. Processing 

the evolution concept, once it achieves an optimal or the best 

solution after iterating a predefined number of generations (or, 

stopping criteria), the optimal solution obtained is presented 

as the final solution of that problem. Functionally, GA 

employs the processes named Population Generation, 

Crossover, and Mutation. In practice, the adaptive values 

influence the copy operation and an individual with a 

significantly high fitness value is considered for the next 

generation. Noticeably, the fitness value of a candidate 

solution signifies its maximum likelihood of becoming or 

getting selected for breeding in the next generation. To reduce 

computational overheads caused due to increase search space, 

a mutation process is applied that drops the individual with 

minimum fitness value, and such individuals are not carried 

forward for crossover in the next generation. Once embedding 

the secret data within the cover image using LSB embedding, 

we execute AGA-OPAP. A snippet of the applied AGA-

OPAP is given as follows:   

In our proposed LSB embedding method, at first, the stego-

image is split into 8 × 8 blocks, where each block is 

categorized and labeled by applying the following 

mechanisms.    

Step-1: Let the image block be B, then for B implement the 

non-positive flipping 𝐹− as well as non-negative flipping 𝐹+.  

Step-2: Generate the flipping mask 𝑀+ and 𝑀−, randomly and 

obtain the results 𝐵+
′  and 𝐵−

′ . 

Step-3: With the obtained value of 𝐵+
′  and 𝐵−

′ , estimate the 

values of 𝑓(𝐵+
′ ), 𝑓(𝐵−

′ ) and 𝑓(𝐵). 

Step-4: Process steps 1, 2 and 3 iteratively for 1000 

generations and defines four distinct variables to classify the 

blocks by comparing 𝑓(𝐵+
′ ), 𝑓(𝐵−

′ ) and 𝑓(𝐵). 

𝑃+𝑅, it states the number of occurrences when the block 

remains regular under the non-negative flipping, 

𝑃+𝑆, it states the number of occurrences when the block 

remains singular under the non-negative flipping,  

𝑃−𝑅, states the number of occurrences when the block remains 

regular under the non-positive flipping. 

𝑃−𝑆, states the number of occurrences when the block remains 

singular under the non-positive flipping. 

Step-5 Perform 𝑃+𝑅 to 𝑃+𝑆 and 𝑃−𝑅 to 𝑃−𝑆 and perform 

labeling of the image blocks as per following conditions: 

𝑅 +, if 
𝑃+𝑅

𝑃+𝑆
> 1.8 

𝑆 +, if 
𝑃+𝑆

𝑃+𝑅
> 1.8 

𝑅 −, if 
𝑃−𝑅

𝑃−𝑆
> 1.8 

𝑆 −, if 
𝑃−𝑆

𝑃−𝑅
> 1.8 

Step-6 Classify blocks into four distinct groups, 𝑅 + 𝑅 −, 𝑅 +
𝑆 −, 𝑆 + 𝑅 −, 𝑆 + 𝑆 −. Ignore the blocks not a part of the 

above-stated types.  

Step-7 Perform a comparison of the original input image, the 

magnitude of 𝑅 + 𝑅 − and 𝑆 + 𝑅 − blocks, which often 

shows an increase in stego-images.  

Such an increase in the above-stated parameter can be 

detected using RS Analysis, which can further be used as the 

intrusion tool to attack that specific multimedia data to get 

unauthorized access of the stego-image as well as hidden 

information. Considering above stated fact and motive to 

alleviate the distinguishable or perceptible disparity between 

the values of 𝑅 + 𝑅 − and 𝑆 + 𝑅 − blocks, in this research we 

have applied the AGA algorithm which intends to decrease 

the value of 𝑅 − blocks. The implementation of AGA-based 

OPAP executes three key functions, Initialization (population 

initialization), crossover, and mutation. The procedures 

involved in AGA-OPAP optimization and allied pixel 

adjustment is detailed as follows: 

5.2.3. Population Initialization 

From the initial pixel or the first pixel, chose 3 adjoining 

pixels in each image block as the initial chromosome (Figure 

4). 

107 109 107 105 104 102 107 106 105

107 109 107 109 107 105 107 105 104 107 106 105

 

Figure 4 Selection of the Chromosomes 
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5.2.4. Reproduction and Mutation 

Perform flipping of the second least bits in the chromosomes 

arbitrarily and generate the (second generation) 

chromosomes 𝐶𝑖. 

5.2.5. Selection 

Estimate the fitness value of each chromosome and select the 

best chromosome using (12). 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 = 𝛼(𝑒1 + 𝑒2) + 𝑃𝑆𝑁𝑅 (12) 

In (12), the variable e1 states the likelihood of f(F−(Ci)) <

𝑓(Ci). Similarly, e2 signifies the likelihood of f(F+(Ci)) >

𝑓(Ci). The variable PSNR signifies the Peak Signal to Noise 

Ratio of the participating chromosome, while α presents a 

weight parameter that has been obtained empirically. 

Mathematically, PSNR has been obtained using (13).  

𝑃𝑆𝑁𝑅 = 10 log10

𝑀 × 𝑁 × 2552

∑ (𝑦𝑖,𝑗 − 𝑥𝑖,𝑗)
2

𝑖,𝑗

 
(13) 

In (13), 𝑀 and 𝑁 signify image dimension while 𝑥 and 𝑦 state 

the image intensity before and after embedding. Here, 𝛼 states 

a weight parameter that controls the visual quality of the input 

multimedia data and the secrecy of the secret text. For a 

specific value of 𝛼, higher the values of 𝑒1and 𝑒2, we 

hypothesize VIHCS to achieve higher data security. Hence, in 

the proposed model, optimizing (specifically maximizing) the 

value of (13) (say, fitness value) has been considered as the 

fitness function.  In our proposed method, we ensure 

maintaining 𝑒1and 𝑒2 higher than a threshold, which is 

experimentally decided. We have applied the threshold as 0.5.  

5.2.6. Estimate 

𝑃−𝑅 and 𝑃−𝑆 of the neighboring image block and check 

whether 𝑃−𝑆 > 𝑃−𝑅. If so, the block is considered as 

successfully adjusted.  

5.2.7. Crossover 

In the crossover process, shift the chromosome by one pixel 

and reinitiate step-2. Once performing crossover twice, stop 

the cycle.   

This overall process is called OPAP that makes HCS more 

resilient to any attacks such as RS Analysis or steganalysis, 

which can achieve optimal security over the cloud platform. 

Now, once all image blocks are successfully adjusted, 

estimate the value of 𝑅𝑚, 𝑅−𝑚, 𝑆𝑚 and 𝑆−𝑚 of the image and 

in case the disparity of Rm and 𝑅−𝑚 (and, 𝑆𝑚 and 𝑆−𝑚) is 

more than 5%, perform adjustment of the next or the sub-

sequent image blocks. In the VIHCS model, each block is 

labeled before initiating OPAP and thus, we reduce 

computational overheads significantly. Furthermore, the use 

of AGA reduces the exhaustive search operation and hence 

achieves computational-efficiency which makes it suitable for 

secure multimedia data transmission over cloud infrastructure. 

5.3. Data Extraction 

Once embedding the data inside the cover image and 

obtaining the stego image it is transmitted over cloud 

communication channels. Receiving the data at the receiver 

end, we have obtained secret data as well as the original cover 

image by performing extraction using the 2D-DWT-2L 

method. In this method, at first Inverse DWT (IDWT) 

algorithm is applied over the received stego-image. An 

algorithmic-snippet of the extraction process is given 

Algorithm 3. 

Input: Stego Image 

Output: Secret message, Cover image. 

Initiate the process  

Step-1 Scan the stego image row-by-row 

Step-2 Estimate the 2D wavelet coefficients for the 1-level of 

HAAR wavelet filter 

Step-3 Estimate the 2D wavelet coefficients for the 2-level of 

HAAR wavelet filter 

Step-4 Prepare message "" 

Step-5 Initiate a loop  

Perform extraction of the text embedded in vertical 

coefficients and assign odd values =𝐿𝐻2(𝑥, 𝑦) 

Perform extraction of the text embedded in horizontal 

coefficients and assign even values =𝐻𝐻2(𝑥, 𝑦) 

Step-6 End loop 

Step-7 Reconstruct message 𝑚𝑠𝑔 = 𝑎𝑝𝑝𝑒𝑛𝑑(𝑜𝑑𝑑, 𝑒𝑣𝑒𝑛)  

Step-8 Perform 𝐼𝐷𝑊𝑇 for the constructed approximation 

which generates the original multimedia data or cover image  

Step-9 Return text message as retrieved secret message and 

cover image.  

End 

Algorithm 3 Data Extraction 

Once extracting the text data, we have synthesized the cover 

image from the reconstructed approximation by applying the 

IDWT technique for 2nd level followed by 1st level. Figure 5 

elucidates the DWT synthesis process. 

Now, considering the need to decrypt the secret text data from 

the cover image, similar to the encryption phase, Hybrid 

Cryptosystem applies AES and RSA algorithms to decrypt the 

secret data at the receiver. Receiving the stego image at the 

receiver unit, we decrypt the text using private key x to obtain 
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the original secret message transmitted. The decryption 

algorithm used to retrieve the original secret data is given 

Algorithm 4. 

 

Figure 5 Extracting Encrypted Text from Images Showing the 

Procedure of Synthesis of DWT-2L 

Input: Ciphertext received Cipher Tx, key 

Output: Secret message. 

Initiate the process  

Step-1 Split the received cipher text into two components; 

HashedText and HashedKey  

Step-2 Enc_msg= decompress(HashedText) 

Step-3 EncKey=decompress(HashedKey) 

Step-4 x=decrypt_AES-256(EncKey, s)  

Step-5 Enc_SText_odd = split(Cipher FTotal
, STextodd

) 

Step-6 Enc_SText_Even = split(Cipher FTotal
, STextEven

) 

Step-7 SText_odd=decrypt_AES − 256(Enc_SText_odd, s) 

Step-8 SText_Even=decrypt_RSA(Enc_SText_Even, x) 

Define plain text message  

Step-9 Initiate loop for all characters   

If odd 

Insert odd characters into odd indices within plain text 

message 

else 

Insert even characters into even indices within plain text 

message. 

End loop 

Step-10 Retrieve original secret text and image transmitted.  

End 

Algorithm 4 Data Decryption 

Thus, implementing the above-stated approach, we have 

obtained a computationally efficient VIHCS model which has 

been strengthened by employing cryptosystem enhancement 

as well as attack resilience (for example steganalysis or RS-

Attack). The proposed system can be employed for secure 

data transmission over the cloud environment while ensuring 

optimal performance. A detailed discussion of the simulation 

results and their inferences is given in the subsequent section. 

6. RESULTS AND DISCUSSIONS 

Considering the exponential rise in data communication in the 

cloud environment, this research focused on amalgamating 

strengths of the different security models such as 

cryptography and steganography, which is well known for 

multimedia data security. Realizing the communication 

demands and allied user interfaces, we modeled the overall 

system as transmitter and receiver, where the first (i.e., 

transmitter) intended to transmit the secret data embedded 

within the multimedia cover image. Noticeably, the 

transmitter terminal performs encryption, AGA-OPAP 

assisted LSB embedding, compression, and transmission. On 

contrary, the receiver performs extraction and decryption that 

eventually retrieves original secret data and cover image 

transmitted by the transmitter or user. The overall proposed 

model is developed using MATLAB 2018a tool, which has 

been simulated with the computer specifications of 2.27 GHz 

Intel (R) Core (TM), 3rd generation processor (I3 CPU), 8 GB 

RAM, and Windows-7 operating system. To assess the 

performance of the proposed VIHCS model, we used multiple 

images as the cover image and secret message of varied sizes. 

The Hybrid Cryptography and Steganography (HCS) model 

can be effective or more efficient when it fulfills the 

following as shown in Table 1.  

S.No. Parameter Definition 

1. PSNR 

To preserve the quality of the multimedia data even after embedding secret text data, 

PSNR should be higher.  

The significant reduction in PSNR value can depict the presence of certain hidden 

information which can trigger attacker models to target and attack the data under the 

transmission.   
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2. Entropy 

It signifies the disturbance in the original image. To ensure minimum perceptibility, 

the HCS model requires maintaining minimum entropy after message embedding.  

The minimum value of entropy can avoid getting attention from attacker modules.  

3. Embedding Capacity 

It signifies the extent to which the secret text data can be embedded per unit of the 

cover image.  

An HCS model can be superlative or better if it ensures or maintains higher 

embedding capacity without introducing significant entropy and PSNR reduction (in 

addition to the regular and singular coefficient changes in RS analysis.   

4. 
Changes in Regular 

coefficients (𝑹𝒎 − 𝑹−𝒎)) 

It signifies the variation or the difference between the regular coefficient before and 

after embedding. 

Higher differences are the indicator for hidden information which invites attackers 

such as RS attackers or Steganalysis attacking modules to target data under the 

transmission.  

Lower the differences, higher the imperceptibility and resulting data security.  

5. 
Changes in Singular 

coefficients (𝑺𝒎 − 𝑺−𝒎) 

It signifies the variation or the difference between the singular coefficient before and 

after embedding. 

Higher differences are the indicator for hidden information which invites attackers 

such as RS attackers or Steganalysis attacking modules to target data under the 

transmission. 

Lower the differences, higher the imperceptibility and resulting data security. 

6. Histogram Variations 

It signifies the difference between the histogram patterns of the cover image as well as 

the stego image, before and after the embedding. 

Lower or negligible variations in the histogram graph show near-optimal embedding, 

which supports imperceptibility and hence attack resilience.  

Table 1 Performance Criteria 

 

S.No. Dataset 
Histogram of the cover image 

Before Post Embedding and OPAP 

1. [44] 

  
 

2. [44] 
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 3.[44] 

   

4. [43] 

 
  

5. [43] 

   

6. [43] 

  
 

7. [43] 

  
 

Figure 6 Histogram Pattern Analysis 

Unlike major conventional researches, where authors have 

either focused on MSE, PSNR, or embedding capacity 

enhancement, in this research, we emphasize on 

accomplishing cumulative performance as mentioned in the 

above table. This as a result can accomplish optimal 

performance by the proposed VIHCS model to ensure an 

optimally secure communication environment for multimedia 

data over cloud platforms. As stated in Table 1, minimizing 

histogram pattern variations before and after message 

embedding in the cover image can help reducing visual 

perception or resulting tracking by attackers. Histogram 

variations take place due to increased entropy within the cover 

image due to text embedding, and therefore to retain visual 

imperceptibility reducing entropy through optimal pixel 

adjustment is vital. To achieve it, we introduced AGA-OPAP 

based LSB embedding that resulted in minimum histogram 

variations (Figure 6). 

As depicted in Figure 6, our proposed VIHCS model exhibits 

negligible or near-zero variation in histogram after message 

embedding. Observing the results (Figure 6), it can be 

inferred that the proposed VIHCS model achieves optimal 

histogram pattern and retain its normalcy even after 
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embedding, which supports the visual imperceptibility aspect 

for secure communication.  

To assess the efficacy of the proposed VIHCS model, in this 

work we considered normal benchmark images such as Lena, 

Baboon, Boat [43] [44] as well as the medical images 

(DRISHTI-GS dataset). Here, the prime objective was to 

assess whether the proposed method can be effective or 

suitable for the healthcare application environment. Since in 

healthcare images retaining image-quality and the inherent 

feature is of utmost significance, we have applied very critical 

healthcare data for "Diabetic Retinopathy", where even a 

single nerve can have significant information regarding the 

presence of diabetes.  

Introduction of additional text (secret) data could cause 

entropy and hence quality degradation. However, VIHCS 

intended to optimize such entropy and ensure that stego-

image (image after embedding) retains maximum possible 

image quality and originality. As depicted in Figure 6, image 

number 1, 2, and 3 are taken randomly from benchmark 

image dataset (Baboon, Lena and Boat dataset [44], 

respectively in *.jpg format), while images (4, 5, 6 and 7) are 

taken from DRISHTI-GS [43] dataset which is in *.png 

format. The second column presents the histogram pattern or 

the original image "before embedding", while the histogram 

pattern after OPAP assisted LSB embedding is given in the 

3rd column. Observing the results, it can be found that the 

proposed method achieves optimal performance in terms of 

visual imperceptibility. It can avoid numerous attack 

scenarios online in the cloud environment.  

To simulate the proposed model for performance verification, 

random text information such as a snippet of common test 

sentences such as "My Own Address", "My Personal 

Biography" with different sizes (in notepad, *.txt) was 

applied. Due to space constraints and inferior significance of 

text (embedding data) details, we have not mentioned it in this 

manuscript. Dataset images (Fig. 6) are the cover images 

considered for the simulation and performance assessment.   

In addition to the visual assessment through histogram 

analysis, we examined the performance in terms of the well-

known statistical parameters such as PSNR (in dB) analysis, 

Regular and Singular coefficient variations in each block of 

the image due to LSB embedding, etc. Figure 7 presents the 

PSNR performance of the proposed VIHCS model for 250 

bytes in the text (secret data) embedding. Observing the result 

in Figure 7, where the PSNR has been obtained for the text 

embedding size of 250 bytes, it can be found that after 

embedding the text or secret data, the PSNR decreases; 

however, the contribution goes to the proposed AGA-OPAP 

assisted LSB embedding method, which improves the 

message embedding and even optimizes the PSNR. 

Interestingly, observing PSNR performance it can be found 

that the proposed VIHCS model either achieves near original 

PSNR or even improves the image quality which results in 

improved PSNR value (post-embedding and OPAP 

optimization). The mathematical model for PSNR estimation 

was applied as given in (13) for the image processed after 2D-

DWT-2L and post AGA-OPAP optimization. 

The results obtained (Table 2) reveals that the proposed AGA-

OPAP assisted LSB embedding method is of utmost 

significance towards retaining and optimizing image quality 

for quality-centric communication over a cloud environment. 

As the image security process undergoes cipher generation 

which can significantly increase the disturbances across the 

image input. This, as a result, can cause an increase in image 

entropy which not only degrades (image) quality but also 

broadens the horizon for intruders to attack specific data. On 

the other hand, encryption imposes additional information to 

the multimedia data to make it complex for the intruder to 

distinguish the encrypted data and the original image 

information. In such cases, maintaining the optimal entropy 

with the data under transmission is a must. With this motive, 

in this paper, we estimated entropy for each encrypted data to 

retain quality-centric image security (14).   

𝐸𝑁𝑇(𝐼) = −∑ 𝑃(𝐼𝑖) log𝑏 𝑃(𝐼𝑖)

28

𝑖=1

 
(14) 

 

In (14),𝐸𝑁𝑇(𝐼) states the entropy of an image, where I 

signifies the intensity, and  𝑃(𝐼𝑖) signifies the probability of 

the intensity value 𝐼𝑖 . 

Analyzing the above results (Figure 8), it can be observed 

clearly that the spike in entropy is insignificant and thus keeps 

the image quality unchanged. It affirms the suitability of the 

encrypted images for critical applications such as healthcare 

(telemedicine) or critical data communication purposes. 

Similarly, we have examined the embedding capacity of the 

proposed model, which signifies the extent or the percentile to 

which a unit image can embed the text data (i.e., while 

ensuring no reduction in PSNR and correlation, and 

maintaining low entropy). Figure 9 presents the embedding 

capacity performance of the proposed model. Observing 

Figure 9, it can be easily found that the proposed method 

achieves a significantly large enhancement in the embedding 

capacity post-optimization. This can be because of the 

robustness of the proposed OPAP concept, which ensures 

optimal embedding while retaining entropy low and PSNR 

high, which are the key objectives of the employed AGA 

heuristic model. Thus, the results obtained signify the 

suitability of the proposed model for large-scale size 

encryption and secure communication purposes. This is the 

matter of fact that the addition or more secret information 

(text data) in the image might impose high entropy that 

eventually could lead to a reduction in image quality (i.e., 

PSNR). 
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Figure 7 PSNR Performance (After Embedding 250 Bytes of Text Data) 

Dataset 
Data Size 

(bytes) 

PSNR (dB) 

Before Post Embedding Post Optimization 

Baboon 

250 55.0600 51.9200 54.0053 

500 58.8630 56.2003 57.8942 

1000 56.7491 55.8990 56.1804 

Lena 

250 57.4873 55.8762 56.5852 

500 53.1041 52.0072 52.9183 

1000 55.4901 54.0700 55.1003 

Boat 

250 52.1850 50.7611 51.2970 

500 56.8931 55.4180 55.9814 

1000 56.2443 55.0134 55.9993 

Fundus1 

250 54.2667 53.0110 54.1010 

500 52.2442 51.6320 52.1248 

1000 58.0012 57.4021 57.8732 

Fundus2 

250 56.3450 54.2101 55.8701 

500 59.1251 57.3427 58.6391 

1000 58.8422 56.1120 58.1297 

Fundus3 

250 53.0070 59.0629 59.6255 

500 56.0367 53.6730 54.9834 

1000 54.5259 52.1147 53.5895 

Fundus4 

250 55.6216 53.3414 54.3060 

500 58.8736 56.5290 57.9201 

1000 57.9910 56.3019 57.1003 

Table 2 PSNR Performance over Different Sizes of the Secret Text Data 
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Figure 8 Image Entropy Analysis 

 

Figure 9 Embedding Capacity Analysis 

In such a case, it is significant to assess whether the inclusion 

of the proposed AGA-OPAP assisted LSB embedding helps 

retaining maximum possible image quality even after large 

secret data embedding. With this motive, in this paper, we 

assessed the performance for the different sizes of the secret 

text data to be embedded in the cover image. Observing the 

results (Table 2) it can easily be found that though with an 

increase in secret data size (to be embedded into the cover 

image), the PSNR decreases; however the use of our proposed 

AGA-OPAP based LSB embedding method reduces entropy 

and retains better PSNR. It affirms that the proposed method 

can achieve optimal PSNR irrespective of the data size. The 

results affirmed that the inclusion of AGA-OPAP can be vital 

to ensure higher data embedding inside the cover image 

without imposing any significant quality degradation or visual 

traits, which might invite intruders to attack over uncertain 

cloud communication channels or allied networks.  

In addition to the PSNR assessment, in this research, we have 

considered the probability of statistical-assessment-based 

attack-proneness. In the majority of the existing HCS models, 

authors have either focused on enhancing embedding capacity 

or histogram pattern improvement. However, there are the 

attack models such as RS-Attack or Steganalysis attack which 

might explore into the multimedia data under the transmission 

to attack the specific data-carrying certain significant 

information or secret information. To alleviate such issues, we 

examined the variations in regular and singular coefficients 

per block of the image. As stated in Table 1, higher 
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differences in the regular and singular coefficients can reveal 

the attackers about the presence of secret data within the 

multimedia data, and therefore maintaining lower differences 

can be advantageous.   

Observing Table 3, it can be found that the proposed method 

achieves relatively lower differences in regular coefficient 

value  (𝑅𝑚 − 𝑅−𝑚) and singular difference value(𝑆𝑚 − 𝑆−𝑚).  

It reveals that the proposed method can achieve a high level of 

visual imperceptibility that as a result can help to achieve 

secure data communication over a cloud channel. To assess 

the time efficiency of the proposed model for encryption, we 

applied MATLAB functions *(𝑡𝑖𝑐 − 𝑡𝑜𝑐). We obtained 

overall execution time for the different datasets (Refer Table 2 

for the different datasets and corresponding sequence). The 

execution time consumed over the different datasets is given 

in Table 4. 

D
at

as
et

 RS Parameters 

Regular Coefficient Difference 
(𝑅𝑚 − 𝑅−𝑚) 

Singular Coefficient Difference 
(𝑆𝑚 − 𝑆−𝑚) 

Before Post Embedding Post Optimization Before Post Embedding Post Optimization 

Baboon 0.0064 0.0055 0.0058 0.0030 0.0016 0.0088 

Lena 0.0036 0.0026 0.0033 0.0007 0.0113 0.0009 

Boat 0.0040 0.0055 0.0066 0.0067 0.0016 0.0055 

Fundus1 0.0092 0.0075 0.0077 0.0090 0.0077 0.0060 

Fundus2 0.0030 0.0026 0.0035 0.0044 0.0113 0.0005 

Fundus3 0.0040 0.0078 0.0020 0.0002 0.0074 0.0063 

Fundus4 0.0084 0.0028 0.0062 0.0035 0.0113 0.0042 

Table 3 RS Analysis (Secret Data Size 250 Bytes) 

Dataset Data Size (bytes) 
Execution Time (ms) 

Encryption Decryption 

Baboon 

250 87.97 39.01 

500 72.60 33.01 

1000 70.63 32.97 

Lena 

250 89.45 41.00 

500 71.06 41.80 

1000 77.64 43.80 

Boat 

250 89.40 44.91 

500 88.48 43.31 

1000 82.26 43.73 

Fundus1 

250 71.31 39.92 

500 70.00 37.79 

1000 64.33 37.79 

Fundus2 

250 69.83 33.31 

500 69.91 33.67 

1000 69.91 33.55 

Fundus3 

250 71.01 38.89 

500 71.01 38.41 

1000 71.20 39.00 

Fundus4 

250 68.88 32.87 

500 71.60 39.18 

1000 76.00 41.47 

Table 4 Execution Time over Different Sizes of the Secret 

Text Data 

Observing the above-stated results, it can easily be found that 

the proposed system consumes low execution time, including 

both encryption as well as decryption, which exhibit its 

robustness towards time-efficient computation. We evaluated 

the efficacy of the proposed model in terms of the number of 

pixel changes (NCPR) and the unified average channel 

intensity (UACI).  The high value of  NPCR and UACI 

typically means higher randomness and therefore high 

tolerance to any kind of differential attack [45].  

Results of the randomness test with a higher NCPR value 

confirm the purpose of the proposed method's attack 

resistance. UACI also affirms our proposed data security 

model's good result. The above-mentioned reliability thus 

ensures the efficacy of the proposed security model for any 

data transmission in real-time, including the purposes of our 

intended cloud communication. 

1Dataset 1NPCR (%) 1UACI (%) 

Baboon 199.601 125.771 

Lena 199.831 128.321 

Boat 199.831 123.811 

Fundus1 199.591 136.611 

Fundus2 199.431 128.601 

Fundus3 199.631 141.061 

Fundus4 199.521 114.871 

Table 5 NPCR and UACI Randomness Test 

Recalling the overall design where the key goal of employing 

hybrid cryptosystems with AGA-OPAP was to avoid any 

attack conditions such as Man-In-The-Middle attack (MITM), 

steganalysis, or linear and differential based attack approaches 

since our proposed model avoids providing any scope of 

visual perceptibility and maintains low entropy, high PSNR, it 

would be able to resilient any attack conditions. Additionally, 

as the implementation of AGA-OPAP was done to avoid any 

statistical attack probability such as steganalysis or RS-attack 

approaches, it can withstand any attack condition to ensure 
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secure communication.  To assess the quality of the decrypted 

image at the receiver side, we obtained the mean absolute 

error (MAE) value using (15).  

𝑀𝐴𝐸 =
1

𝑛
∑(|𝑌𝑖

′ − 𝑌𝑖|)

𝑛

𝑖=1

 
(15) 

Where 𝑌𝑖
′refers the calculated output, while 𝑌𝑖 states for the 

expected value. The results obtained for sample inputs (with 

250 bytes of text input) are given in Table 6.  The results 

(Table 6) signifies the robustness in terms of a very negligible 

error profile, which undoubtedly affirms its superior image 

quality (post-decryption). 

Dataset MAE (%) 

Baboon 0.1968 

Lena 0.0996 

Boat 0.3001 

Fundus1 0.3109 

Fundus2 0.4111 

Fundus3 0.1557 

Fundus4 0.1904 

Table 6 MAE Performance with Different Input Samples (250 

Bytes of the Text Secret Data) 

The performance of the proposed model is assessed against 

state-of-the-art approaches where these algorithms have been 

developed to secure data in medical images. For comparison 

we have chosen Fundus image after embedding 250 bytes of 

secret text data. Comparative results are shown in Figure 10, 

which shows that the proposed algorithm clearly shows better 

results. The proposed VIHCS for data security showed better 

performance than the existing algorithms. 

 

 

Figure 10 Comparison of Results 

Thus, taking into consideration the proposed VIHCS model 

and its simulation-based performance, it can be inferred that 

the proposed system achieves optimal efficiency, which 

makes it suitable for secure data communication over the 

cloud environment. Observing the overall results, it can be 

found that the use of the HCS model with Hybrid 

Cryptosystems (AES and RSA together) and AGA-OPAP 

based embedding optimization can yield optimal VIHCS for 

secure multimedia communication over the cloud platform. 

Similarly, results indicate that the use of 64-RSA and 256-

AES as strategically combined hybrid solution can be better 

towards VIHCS, though in this study we have not performed 

individual performance assessment for RSA and AES 

(distinctly). 

Results obtained (Table 1 - Table 6) & (Figure 6 - 10) 

confirms that the use of AGA-OPAP has strengthened the 

VIHCS model to achieve optimal pixel adjustment which has 

eventually yielded PSNR enhancement, minimum histogram 

changes, or entropy. Besides, it has helped (due to PSNR and 

RS sensitive optimization) achieving optimal values for 

Regular and Singular coefficient values for each block. The 

simulation results reveal that the use of AGA-OPAP based 

LSB embedding has achieved maximum possible visual 

imperceptibility as well as data (image) quality which affirms 

the suitability of the proposed model for the cloud 

environment.  
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Considering overall structure, implementation mechanism and 

key goals, where the prime focus was made on achieving: 

1. High PSNR and Low entropy (to preserve quality, 

see Figure 6, Table 2 and Figure 8)  

2. Low-delay (to support time-efficient communication, 

see Table 4) 

3. High embedding capacity (to enable resource-

efficient secure communication, see Figure 9) 

4. High visual quality and imperceptibility (to confuse 

or avoid any MITM attacks based on image quality 

and certain statistical calculations such as 

steganalysis, RS-attack, correlation information, etc 

for better attack-resiliency, see Figure 6).  

5. High image quality (higher NCPR and UACI, see 

Table 5) and low MAE (see, Table 6).  

6. The efficiency of the proposed model is examined 

alongside the existing algorithm where the results 

have been stated in Figure 10. The result reveals that 

the proposed algorithm achieved improved results 

related to the existing algorithms. 

Observing the overall results and corresponding inferences, it 

can be inferred that a better or suitable programming 

paradigm for our proposed VIHCS model can enable an 

optimal security solution for the different cloud purposes, 

including Electronic Healthcare Records (EHR), Tele-

medicine, critical image and allied annotation information 

hiding for future (security) purposes. Contemporarily, a large 

number of cloud applications provide data security, and 

undeniably our proposed VIHCS model can be of great 

significance to support them, either as a standalone security 

solution or as a plug-in or Application Program Interface 

(API). The overall research conclusion is given in the 

subsequent sections. 

7. CONCLUSION 

Considering the exponential rise of data communication over 

the cloud environment, which is often considered as uncertain 

in this research the emphasis was made on developing a 

robust and efficient secure data transmission model. Unlike 

conventional approaches such as cryptosystems, this research 

intended to exploit the efficacy of both cryptosystems as well 

as steganography. However, realizing the fact that the 

majority of the classical approaches are prone to get attacked 

if used in conventional form, a hybrid cryptosystem was 

developed using RSA and AES cryptography algorithms. The 

use of these two algorithms and their strategic implementation 

towards secret data encryption and decryption strengthened 

the overall level of security and ensured that the secret 

information can't be retrieved easily. On the other hand, 

realizing the quality preserve aspect of steganography which 

is often used in image data security, an Adaptive Genetic 

Algorithm assisted OPAP was developed that optimized the 

least significant bit embedding over image-blocks. The AGA-

OPAP model considered PSNR as well as Regular and 

Singular Coefficient values per block of the image as 

objective functions to perform secret message embedding and 

allied pixel adjustment (optimization). It affirms proposed 

AGA-OPAP model itself is a novel and robust approach to 

achieve better image quality, visual imperceptibility, and 

higher embedding capacity even without losing original 

quality. These all features make the proposed system suitable 

for numerous data communication purposes including cloud 

communication, healthcare data communication, IoT 

communication purposes, etc. MATLAB based model 

development and its simulation with different image datasets 

as well as secret text of varied sizes revealed that the proposed 

VIHCS model can be attack resilient (statistical assessment 

based attack models) and quality-centric (high PSNR) which 

make it suitable for secure communication over cloud 

platforms. The proposed VIHCS model can be resilient to the 

state-of-art attacking models such as RS-Attack, Steganalysis, 

etc. Summarily, the proposed VIHCS model is suitable for 

secure data transmission over a cloud platform. Though, the 

use of HCS is a novel concept, in the future focus can be 

made on designing a single lightweight cryptosystem with 

equivalent or better security provision for multimedia data. 

REFERENCES 

[1] R. K. Gupta and P. Singh, “A new way to design and implementation of 

hybrid crypto system for security of the information in public network,” 

Int. J. Emerg. Technol. Adv. Eng., vol. 3, no. 8, pp. 108-115, 2013. 
[2] Anupam Kumar Bairagi, Rahamatullah Khondoker & Rafiqul Islam 

(2016) An efficient steganographic approach for protecting 

communication in the Internet of Things (IoT) critical infrastructures, 
Information Security Journal: A Global Perspective, 25:4-6, 197-212,    

DOI: 10.1080/19393555.2016.1206640. 

[3] Sajjad, M., Muhammad, K., Baik, S.W. et al. Mobile-cloud assisted 
framework for selective encryption of medical images with 

steganography for resource-constrained devices. Multimed Tools Appl 

76, 3519–3536 (2017). https://doi.org/10.1007/s11042-016-3811-6 
[4] Darwish, A., Hassanien, A.E., Elhoseny, M. et al. The impact of the 

hybrid platform of internet of things and cloud computing on healthcare 
systems: opportunities, challenges, and open problems. J Ambient Intell 

Human Comput 10, 4151–4166 (2019). https://doi.org/10.1007/s12652-

017-0659-1 
[5] Y. Xu, X. Zhao and J. Gong, "A Large-Scale Secure Image Retrieval 

Method in Cloud Environment," in IEEE Access, vol. 7, pp. 160082-

160090, 2019, doi: 10.1109/ACCESS.2019.2951175 
[6] Mersini Paschou, Evangelos Sakkopoulos, Efrosini Sourla, Athanasios 

Tsakalidis, Health Internet of Things: Metrics and methods for efficient 

data transfer, Simulation Modelling Practice and Theory, Volume 34, 
2013, Pages 186-199, https://doi.org/10.1016/j.simpat.2012.08.002 

[7] Muhammad Sajjad, Mansoor Nasir, Khan Muhammad, Siraj Khan, 

Zahoor Jan, Arun Kumar Sangaiah, Mohamed Elhoseny, Sung Wook 
Baik, Raspberry Pi assisted face recognition framework for enhanced 

law-enforcement services in smart cities, Future Generation Computer 

Systems, Volume 108, 2020, Pages 995-1007, ISSN 0167-739X,  
https://doi.org/10.1016/j.future.2017.11.013. 



International Journal of Computer Networks and Applications (IJCNA)   

DOI: 10.22247/ijcna/2020/205321                 Volume 7, Issue 6, November – December (2020) 

  

 

 

ISSN: 2395-0455                                                  ©EverScience Publications       229 

    

RESEARCH ARTICLE 

[8] Laskar, Shamim. (2012). High Capacity data hiding using LSB 

Steganography and Encryption. International Journal of Database 
Management Systems. 4. 57-68. 10.5121/ijdms.2012.4605. 

[9] May Zaw, Z., & Phyo, S. W. (2015). Security Enhancement System 

Based on the Integration of Cryptography and Steganography. 
International Journal of  Computer (IJC), 19(1), 26-39 

[10] L. Yu, Z. Wang and W. Wang, "The Application of Hybrid Encryption 

Algorithm in Software Security," 2012 Fourth International Conference 
on Computational Intelligence and Communication Networks, Mathura, 

2012, pp. 762-765, doi: 10.1109/CICN.2012.195. 

[11] Parah S.A., Sheikh J.A., Ahad F., Bhat G.M. (2018) High Capacity and 
Secure Electronic Patient Record (EPR) Embedding in Color Images for 

IoT Driven Healthcare Systems. In: Dey N., Hassanien A., Bhatt C., 

Ashour A., Satapathy S. (eds) Internet of Things and Big Data Analytics 
Toward Next-Generation Intelligence. Studies in Big Data, vol 30. 

Springer, Cham. https://doi.org/10.1007/978-3-319-60435-0_17 

[12] Li, L., Hossain, M.S., El-Latif, A.A.A. et al. Distortion less secret image 

sharing scheme for Internet of Things system. Cluster Comput 22, 

2293–2307 (2019). https://doi.org/10.1007/s10586-017-1345-y  

[13] B. Xue, X. Li and Z. Guo, "A New SDCS-based Content-adaptive    
Steganography Using Iterative Noise-Level Estimation," 2015 

International Conference on Intelligent Information Hiding and 
Multimedia Signal Processing (IIH-MSP), Adelaide, SA, 2015, pp. 68-

71, doi: 10.1109/IIH-MSP.2015.80. 

[14] Vipula Madhukar Wajgade, "Enhancing Data Security Using Video 
Steganography," International Journal of Emerging Technology and 

Advanced Engineering, Volume 3, Issue 4, April 2013. 

[15] Marwa E. Saleh, Abdelmgeid A. Aly and Fatma A. Omara, "Data 
Security Using Cryptography and Steganography Techniques" 

International Journal of Advanced Computer Science and Applications 

(IJACSA), 7(6), 2016. http://dx.doi.org/10.14569/IJACSA.2016.070651 
[16] M. E. Saleh, A. A. Aly, and F. A. Omara, "Enhancing Pixel Value 

Difference (PVD) Image Steganography by Using Mobile Phone 

Keypad (MPK) Coding," International Journal of Computer Science and 
Security (IJCSS), Volume (9), Issue (2), pp. 397 - 397, 2015  

[17] A. Duluta, S. Mocanu, R. Pietraru, D. Merezeanu and D. Saru, "Secure 

Communication Method Based on Encryption and Steganography," 
2017 21st International Conference on Control Systems and Computer 

Science (CSCS), Bucharest, 2017, pp. 453-458, doi: 

10.1109/CSCS.2017.70. 
[18] Dhvani Panchal, "An Approach Providing Two Phase Security of 

Images Using Encryption and Steganography in Image Processing", 

2015 IJEDR, Volume 3, Issue 4, ISSN: 2321-9939. 
[19] Y. Leung and R. Y. Hou, "Unequal security protection for secure 

multimedia communication," 2015 IEEE 4th Global Conference on 

Consumer Electronics (GCCE), Osaka, 2015, pp. 570-571, doi: 
10.1109/GCCE.2015.7398667. 

[20] J. Li, X. Guo, Y. Yu, Q. Tu and A. Men, "A robust and low-complexity 

video fingerprint for multimedia security," 2014 International 
Symposium on Wireless Personal Multimedia Communications 

(WPMC), Sydney, NSW, 2014, pp. 97-102, doi: 

10.1109/WPMC.2014.7014798. 
[21] D. E. M. Ahmed and O. O. Khalifa, "Robust and Secure Image 

Steganography Based on Elliptic Curve Cryptography," 2014 

International Conference on Computer and Communication 
Engineering, Kuala Lumpur, 2014, pp. 288-291, doi: 

10.1109/ICCCE.2014.88. 

[22] V. Hajduk, M. Broda, O. Kovac and D. Levicky, "Image steganography 
with using QR code and cryptography," 2016 26th International 

Conference Radioelektronika (RADIOELEKTRONIKA), Kosice, 2016, 

pp. 350-353, doi: 10.1109/RADIOELEK.2016.7477370. 
[23] M. Mukhedkar, P. Powar and P. Gaikwad, "Secure non real time image 

encryption algorithm development using cryptography & 

steganography," 2015 Annual IEEE India Conference (INDICON), 
New Delhi, 2015, pp. 1-6, doi: 10.1109/INDICON.2015.7443808. 

[24] M. S. Alam, "Secure M-commerce data using post quantum 

cryptography," 2017 IEEE International Conference on Power, Control, 

Signals and Instrumentation Engineering (ICPCSI), Chennai, 2017, pp. 

649-654, doi: 10.1109/ICPCSI.2017.8391793. 
[25] N. Kumar and S. Agrawal, "An efficient and effective lossless 

symmetric key cryptography algorithm for an image," 2014 

International Conference on Advances in Engineering & Technology 
Research (ICAETR - 2014), Unnao, 2014, pp. 1-5, doi: 

10.1109/ICAETR.2014.7012788. 

[26] S. F. Mare, M. Vladutiu and L. Prodan, "Secret data communication 
system using steganography, AES and RSA," 2011 IEEE 17th 

International Symposium for Design and Technology in Electronic 

Packaging (SIITME), Timisoara, 2011, pp. 339-344, doi: 
10.1109/SIITME.2011.6102748. 

[27] P.V.Nithyabharathi, T.Kowsalya, V.Baskar, "To Enhance Multimedia 

Security in Cloud Computing Environment Using RSA and AES", 
IJSETR, Volume 3, Issue 2, February 2014. 

[28] Anwar, Asmaa & A.Ghany, Kareem & Elmahdy, Hesham. (2015). 

Improving the security of images transmission. International Journal of 

Bio-Medical Informatics and e-Health. 3. 7-13. 

[29] Xin Liao, Jiaojiao Yin, Sujing Guo, Xiong Li, Arun Kumar Sangaiah, 

Medical JPEG image steganography based on preserving inter-block 
dependencies, Computers & Electrical Engineering, Volume 67, 2018, 

Pages 320-329, ISSN 0045-7906. 
https://doi.org/10.1016/j.compeleceng.2017.08.020. 

[30] Balakrishnan Ramalingam , Amirtharajan Rengarajan , John Bosco 

Balaguru Rayappan , Hybrid Image Crypto System for Secure Image 
Communication- A VLSI Approach, Microprocessors and 

Microsystems (2017), doi:10.1016/j.micpro.2017.02.003 

[31] D. Ravichandran, P. Praveenkumar, J. B. B. Rayappan and R. 
Amirtharajan, "DNA Chaos Blend to Secure Medical Privacy," in IEEE 

Transactions on NanoBioscience, vol. 16, no. 8, pp. 850-858, Dec. 

2017, doi: 10.1109/TNB.2017.2780881. 
[32] Mansour, R.F., Abdelrahim, E.M. An evolutionary computing enriched 

RS attack resilient medical image steganography model for 

telemedicine applications. Multidim Syst Sign Process 30, 791–814 
(2019). https://doi.org/10.1007/s11045-018-0575-3 

[33] M. A. Usman and M. R. Usman, "Using image steganography for 

providing enhanced medical data security," 2018 15th IEEE Annual 
Consumer Communications & Networking Conference (CCNC), Las 

Vegas, NV, 2018, pp. 1-4, doi: 10.1109/CCNC.2018.8319263. 

[34] M. M. Hashim, M. S. Taha, A. H. M. Aman, A. H. A. Hashim, M. S. M. 
Rahim and S. Islam, "Securing Medical Data Transmission Systems 

Based on Integrating Algorithm of Encryption and Steganography," 

2019 7th International Conference on Mechatronics Engineering 
(ICOM), Putrajaya, Malaysia, 2019, pp. 1-6, doi: 

10.1109/ICOM47790.2019.8952061. 

[35] Chidambaram, N., Raj, P., Thenmozhi, K. et al. A cloud compatible 
DNA coded security solution for multimedia file sharing & storage. 

Multimed Tools Appl 78, 33837–33863 (2019). 

https://doi.org/10.1007/s11042-019-08166-z 
[36] Shilpi Harnal, R.K. Chauhan, "Hybrid Cryptography based E2EE for 

Integrity &Confidentiality in Multimedia Cloud Computing", IJITEE, 

Volume 10, Issue 8, August 2019. 
[37] Stoyanov B, Stoyanov B. BOOST: Medical Image Steganography 

Using Nuclear Spin Generator. Entropy. 2020; 22(5):501. 

[38] Abd-El-Atty B, Iliyasu AM, Alaskar H, Abd El-Latif AA. A Robust 
Quasi-Quantum Walks-based Steganography Protocol for Secure 

Transmission of Images on Cloud-based E-healthcare Platforms. 

Sensors. 2020; 20(11):3108 
[39] Madhusudhan, K.N., Sakthivel, P. A secure medical image transmission 

algorithm based on binary bits and Arnold map. J Ambient Intell Human 

Comput (2020). (online first) https://doi.org/10.1007/s12652-020-
02028-5 

[40] Emy Setyaningsih, Retantyo Wardoyo, Anny Kartika Sari, Securing 

color image transmission using compression-encryption model with 
dynamic key generator and efficient symmetric key distribution, Digital 

Communications and Networks, 2020, (online first) ISSN 2352-8648,  

https://doi.org/10.1016/j.dcan.2020.02.001. 



International Journal of Computer Networks and Applications (IJCNA)   

DOI: 10.22247/ijcna/2020/205321                 Volume 7, Issue 6, November – December (2020) 

  

 

 

ISSN: 2395-0455                                                  ©EverScience Publications       230 

    

RESEARCH ARTICLE 

[41] Hari Mohan Pandey, Secure medical data transmission using a fusion of 

bit mask oriented genetic algorithm, encryption and steganography, 
Future Generation Computer Systems, Volume 111, 2020, Pages 213-

225, ISSN 0167-739X, https://doi.org/10.1016/j.future.2020.04.034. 

[42] M. Elhoseny, G. Ramírez-González, O. M. Abu-Elnasr, S. A. Shawkat, 
N. Arunkumar and A. Farouk, "Secure Medical Data Transmission 

Model for IoT-Based Healthcare Systems," in IEEE Access, vol. 6, pp. 

20596-20608, 2018. 
[43] A Comprehensive Retinal Image Dataset for the Assessment of 

Glaucoma from the Optic Nerve Head Analysis. Sivaswamy J, S. R. 

Krishnadas, Arunava Chakravarty, Gopal Dutt Joshi, Ujjwal and Tabish 
Abbas Syed , JSM Biomedical Imaging Data Papers, 2(1):1004, 2015.  

[44]  Input images available URL, 

"htttps://homepages.cae.wisc.edu/~ece533/images/". 
[45] Y. Wu, J. P. Noonan, S. Agaian, "NPCR and UACI Randomness Tests 

for Image Encryption", Cyber Journals: Multidisciplinary Journals in 

Science and Technology, Journal of Selected Areas in 

Telecommunications (JSAT), April Edition, 2011, pp.31-38, 2011.    

[46] Rayappan, D., Pandiyan, M. Lightweight Feistel structure based hybrid-

crypto model for multimedia data security over uncertain cloud 
environment. Wireless Netw (2020). https://doi.org/10.1007/s11276-

020-02486-x. 

Authors 

Denis R has obtained a Bachelor of  Science 

(B.Sc.) from Loyola  College (Autonomous), 
Madras  University, Chennai, TN, India, and 

Master of  Computer  Applications (MCA)  from 

Sacred Heart College (Autonomous), Tirupattur in 
the year 2006 and 2009 respectively. Presently, he 

is pursuing a Ph.D. in Computer Science at Periyar 

University, Salem, TN, India. He has published 
research papers in peer-reviewed journals and 

conferences, one Indian Patent, and authored two 

books (Java Programming – for Core and Advanced Users, ISBN: 

9789386235329 | Year: 2018 & Constructive Java Programming ISBN: 

9789389211771 | Year: 2020-2021) by Universities Press (India) Pvt. Ltd, 

Hyderabad. His research interests include Data Security and Privacy, 
Cryptography Algorithms, Big Data Analytics, Data Mining, and Bio-

inspired algorithms. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Madhubala P obtained a Ph.D. in Computer 

Science from Mother Teresa Women's University, 
Kodaikanal, TN, India in the year 2017. She is 

currently a Assistant Professor at the Research 

Department of Computer Science, Don Bosco  
College of Arts and Science, Dharmapuri, TN, 

India since 2007. Also, she is the University 

nominee for the Board of Studies of the BCA 
department at Sacred Heart College (Autonomous), 

Thiruvalluvar University, Tirupattur, TN, India.  

She has published more than 13 research papers in 
peer-reviewed international journals and conferences. Her research interests 

include Cloud Computing, Wireless Sensor Networking, Data security, 

advanced data mining, and Artificial Intelligence. She has 19 years of 
teaching experience and 8 years of Research Experience.  Currently, she is 

guiding four Ph.D. students. 

https://doi.org/10.1007/s11276-020-02486-x
https://doi.org/10.1007/s11276-020-02486-x


Hybrid data encryption model integrating
multi-objective adaptive genetic algorithm for secure
medical data communication over cloud-based
healthcare systems

R. Denis1 & P. Madhubala2

Received: 18 February 2020 /Revised: 4 February 2021 /Accepted: 10 February 2021

# The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2021

Abstract
The exponential rise in the development of cloud computing environments in the
healthcare field, the protection and confidentiality of the medical records become a
primary concern for healthcare services applications. Today, health data stored in the
cloud is highly confidential information concealed to avoid unauthorized access to protect
the patient’s information. As cloud-based medical data transmission becomes more
common, it receives growing attention from researchers and academics. Despite the
potential for misuse, medical data transmitted through unreliable networks can be ma-
nipulated or compromised. The current cryptosystems alone are not sufficient to deal with
these issues, and hence this paper introduces a new hybridization of data encryption
model to shelter the diagnosis data in medical images. The proposed model is developed
by combining either 2D Discrete Wavelet Transform 1 Level (2D-DWT-1 L) or 2D
Discrete Wavelet Transform 2 Level (2D-DWT-2 L) steganography with the proposed
hybrid encryption scheme. The hybrid encryption scheme is built by strategically apply-
ing Advanced Encryption Standard (AES) and Rivest–Shamir–Adleman (RSA) algo-
rithms to secure diagnosis data to be embedded with the RGB channels of medical cover
image. One of the key novelties is the use of an Adaptive Genetic Algorithm for Optimal
Pixel Adjustment Process (AGA-OPAP) that enriches data hiding ability as well as
imperceptibility features. To evaluate the efficiency of the proposed model, numerical
tests are performed. The results show that the proposed algorithm is capable of safely
transmitting medical data. Comparison of results is carried out concerning the datasets
with the state-of-the-art algorithm. In terms of various statistical measures, the results
showed the superiority of the proposed algorithm, such as peak signal to noise ratio
(PSNR), correlation, structural content (SC), structure similarity (SSIM), entropy, histo-
gram, NPCR, UACI and embedding capacity. The proposed model can also prevent
attacks, such as steganalysis or RS attacks.
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1 Introduction

The high-paced technological revolution and subsequent computing strategies have led to a broad
horizon providing a range of applications of which medical image communication is predominant.
Biomedical image transmission became one of the imminent needs in the current health care
system to ensure reliable, seamless and secured data transmission across uncertain channels. The
Internet of Things (IoT) and cloud healthcare models have helped to launch a vast amount of
healthcare data that is being distributed across the network. It is vital to ensure the confidentiality
and security of the patient’s diagnosis from an IoT and cloud ecosystem [21].

The arrival of new developments has increased the amount of multimedia information ex-
changed between individuals, which has sparked concern for preserving personal information
privacy and security [44]. Besides, mammoth data storage growth has led to the invention of new
storage technologies such as cloud [55], fog [65], edge [52], etc., which have played a pivotal role
in each organization’s IT infrastructure. However, irrespective of communication and storage
systems, information security is still a concern. Confidentiality, authentication, integrity and non-
repudiation play a fair role among the protection components in shaping the security algorithms
used to secure the transmission of multimedia artefacts such as text, images, audio, video, etc. The
incredible amount of internet-enabled communication systems has produced enormous data in
real-time to meet various application requirements, such as social networking sites, the healthcare
sector, e-commerce, scientific communities, financial sectors and other industrial requirements
surveillance and security systems, etc. Social media and entertainment, surveillance footages, user
multimedia data, and IoT services require security measures and policies to protect their data from
unauthorized access. Undeniably, enterprise software has undergone tremendous growth in many
sectors and government departments, producing and communicating vast data volumes (including
multimedia data). In reality, these data are used to make appropriate decisions and recommenda-
tions. The combination ofmultiple data sources and associated voluminous aggregation of data has
given rise to the cloud computing paradigm.

One of the main advantages of cloud computing is that it allows data access by multiple
stakeholders, real-time computation and decision-making using cloud resources regardless of
location or geographical boundaries. However, until a robust protection measure is not provided,
data exchange from one node or user to another or across the cloud platform is highly vulnerable.
Security or seamless information sharing of private data, particularly multimedia data (video, audio,
image) [21, 44, 55, 65], is critical concerns in the cloud computing world. In addition to secure
communication, enabling computational efficiency is also critical, as it demands time-efficient and
reliable computation to meet the application’s real-time needs. This means ensuring the security,
scalability and manageability of up-surging computational and allied communication requirements
in the cloud computing world. Facilitating the privacy of digital information has now become
unavoidable for the cloud setting, such as social media, healthcare, etc. [2, 24, 39, 40, 48, 55, 65, 66].

Medical data, including individual reports, clinical results, etc., are exchanged between hospitals
information to decrease tests’ redundancy. The exchange ofmedical information accelerates the care
of patients. The sharing of medical data is, thus, the demand of the current era. One of the key
concerns is thatmedical officers use the internet (cloud) to sharemedical data, which is fast but at the
same time, secure such information. Different attempts have been made to protect medical data
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transmission by implementing various protocols such as HTTPs, but the secure transmission of
medical data is still an open issue. When a miscreant gets access to data or retrieves the data or
related information during communication networks, it can be easily altered or misused for any
targeted or intended goals. Numerous attempts have been made to prevent such occurrences in
implementing security systems; however, significant efforts are either creating data access security
models or infrastructure security or applying several data security features [31]. Researchers have
developed security mechanisms for which the user needs to be authenticated before accessing the
data (access-control), or the data itself is protected so as not to expose secret information inside the
data to the unauthorized user intruder. In recent years, various attempts have beenmade to strengthen
data protection in the cloud. However, ensuring that both security and computing performance has
remained an open issue for academics and industry.

Encryption of data is the most common cryptographic technique. Here, the data is used to
be inserted or concealed within the image so that the attacker will not retrieve the data while
the approved person will be provided with a key called the encryption/decryption key to
retrieve the data. In this case, it is not easy to find a practical encryption/decryption key mainly
due to the combination of numbers used to produce exponential key ranges as the key length
increases linearly. Therefore, it is considered as an NP-hard problem. Also, locating a
particular key is a search problem. The identity key length of the encryption/decryption key
increases exponentially, so simple search methods such as linear and binary searching would
not be possible. Metaheuristic algorithms have been introduced to deal with this sort of
situation. Metaheuristic algorithms are algorithms for search and optimization. These tech-
niques have been successfully used to solve complex problems of optimization [53, 67].

Among the powerful multimedia data privacy techniques, steganography and
cryptosystems have played a decisive role in practice, but these methods are limited due to
the growing prevalence of parallel attacks. There has been widespread attention to the Hybrid
Cryptography and Steganography (HCS) model design, where the dual-level of security makes
or offers better data security. However, as an application-specific scenario, preserving safe and
attack resilient multimedia (medical data) transmission requires enhanced steganography and
the cryptosystem to achieve the above specified eventual target.

This paper focuses on improving steganography and cryptosystems by realizing multimedia
(medical data) communication over cloud infrastructure that is becoming vulnerable these days due
to increased attack efforts. The Advanced Encryption Standard (AES) and the Rivest-Shamir-
Adleman (RSA) algorithm are the two principal algorithms used in this work for data encryption
[41]. AES is a symmetric cipher where the same key is used on both sides [59]. It is generated by a
fixed message block size of 128 bits of plain text and keys of length 128, 192, or 256 bits. When
sending longer messages, it must be split up into 128-bit chunks. Longer keys make the cipher
more challenging to crack, but they also impose a longer encrypt and decrypt method. On the other
hand, RSA is a public key algorithm commonly used in the business and private communication
sectors [6]. It has the benefit of a variable key size ranging from (2–2048) bits.

The primary research in hiding data began with steganography, which refers to the science
and art of hiding information inside an image. The advantage of steganography is that it can be
used without the transmission being detected to send classified messages. The DWT has
immense spatial localization, frequency distribution, and multi-resolution features consistent
with the theory of forms in the human visual system. This paper implements both 1-level and
2-level of DWT steganography techniques that work on the frequency domain. It segmented
the image into parts by high and low iteration. Edge information is stored in the high iteration
portion, while the low iteration part is often split into high and low iteration parts.
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Steganography aims to prevent anyone from knowing secret information and remove the
suspicion of hidden information. The message is a secret text to be sent and camouflaged in the
carrier to remain harder to detect. There are two main aspects of any steganography method,
which are embedding capacity and imperceptibility. However, these two properties are
confusing because it is challenging to increase capability while preserving a steganography
system’s imperceptibility. Besides, for the use of data transfer communication protocols, few
concealing information methods can be unconventional, but its future is promising.

Once performing secret data encryption, an enhanced Adaptive Genetic Algorithm assisted
LSB embedding model is developed that helps to embed secret text (i.e., cipher data) into the
cover image optimally without increasing or affecting PSNR or visual characteristics such as
entropy, histogram patterns etc. Because the inclusion of secret text might impact pixel
arrangement and resulting entropy, PSNR, histogram patterns and other statistical features
such as regular and singular coefficients of image blocks, AGA algorithm was applied to
perform Optimal Pixel Adjustment (OPAP) during LSB embedding. The proposed method is
evaluated under statistical attack assessment, and it has demonstrated high PSNR, low entropy,
negligible perceptibility, and histogram deviations. Such novelties can help the proposed
model avoid attacks like Steganalysis attack or RS attacks which are well known for exploiting
statistical variations in multimedia data to detect secret or hidden information. The overall
model is built with MATLAB2018a tool. The proposed security achieves enhanced or
augmented security for medical data communication over the cloud environment.

The remaining parts of the manuscript presented are given as follows. The related works are
provided in Section 2, preceded in Section 3 by the proposed model. Section 4 examines the
results obtained and their respective inferences. In Section 5, the conclusion of the overall
research is given.

2 Related works

This section presents some of the main works on multimedia and medical data privacy using
steganography and various related technologies. In recent years, the importance of healthcare
services has been realized globally and has emerged as one of the dominant research domains
across academia industries. However, the preservation of optimum medical data privacy is a
must to ensure smooth and flawless processes. Steganography, being one of the most efficient
medical data security approaches, applied image transformation schemes to incorporate
essential data into the cover image (i.e., medical image). In reality, the efficiency of reversible
steganography techniques depends solely on image transformation effectiveness, data embed-
ding and pixel adaptation to allow maximum imperceptibility.

Razzaq et al. [46] proposed a fusion of encryption, steganography and watermarking for
digital image security. Authors [46] developed three key components: (a) the original image
was encrypted using the sizeable secret key by rotating pixel bits the right using XOR operator;
(b) for steganography, the encrypted image was altered through the least significant bits (LSBs)
of the cover image and stego images were obtained; and (c) stego images were watermarked in
time and frequency domain to ensure ownership. This approach showed promising results, but
it does not deal with data redundancy (repeated transmission of the same data).

Bairagi et al. [9] suggested three coloured image steganography method where the 1st and
3rd method used red, green and blue channels to provide security. On the other side, green and
blue colours were used in the 2nd method to implement protection during data transmission.
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Anwar et al. [7] implemented a model to safeguard any images, specifically clinical
images. It seeks to balance digitalized clinical data integrity, ensuring the accessibility of
desired information and information integrity to ensure that people’s authorities can use
the data. The AES encryption model is used initially in the primary region. In this
process, the ear print has been integrated, from which seven values are filtered from the
ear picture as a function vector. The developed model improved the protection of clinical
images by transmitting online images that have to be provided with more security to
prevent access by third parties.

Jain et al. [20] provided a safe transfer of the patient’s medical information inside the
medical cover image using a decision tree to conceal details. Breadth-first searching (BFS) was
implemented at the sender end, in steganography, for mapping hidden cipher blocks to carrier
images for data insertion. The RSA decryption algorithm was applied at the received end to
extract the patient’s confidential medical information. A single approved recipient could
therefore understand the plain text. This technique yielded excellent results, but was not ideal
for large and exponentially increasing search spaces.

Authors [30] suggested a stable method for colour image steganography using grey-level
modification and multi-level encryption (MLE). The secret key and secret data were encrypted
using the MLE algorithm before mapping it to the cover images’ grey level. A transposing
function was then added to the cover image before the data was hidden.

Zaw and Phyo et al. [32] used both cryptographic and steganographic topographies to add
security features. The Blowfish encryption algorithm was used to enforce encryption. The
superiority of the blowfish encryption algorithm over single encryption was represented
experimentally. This method was straightforward and dealt with databases on a small scale.

Sreekutty and Baiju et al. [57] suggested a verification system for medical data integrity to
introduce medical image transformation security. It works in two stages: (a) protection; and (b)
verification. The message is embedded within the image using the 2-stage Haar DWT
frequency in the HH band during the protection process. On the other hand, the extraction
algorithm was used in the verification stage to extract the secret message and check the
message’s integrity.

Bashir et al. [10] described a new image encryption technique based on integrating shifted
image blocks and basic AES, where the shifted algorithm technique is used to divide the image
into blocks. In each block, a set of pixels will be available, and the blocks are used to perform a
“swapping” technique so that the content of the data will not be the same as the original image.
After being shuffled, the image will be processed using the AES algorithm for encryption. By
running numerous simulations and displaying histograms, the test demonstrated the proposed
algorithm’s effectiveness. The algorithm worked well but was not able to manage the
exponential growth in the search space.

Khalil et al. [22] suggested a method for studying image degradation from manipulating
frequency components in medical images. The plaintext was encrypted using RSA-based
ciphers (i.e. RC4) before being inserted. The Discrete Fourier Transform (DFT) was applied to
convert the cover image into the frequency domain by decomposing it into its sinusoidal (sine
and cosine) fundamental components in different frequencies. The results show that the
image’s quality is significantly diminished when the data to be embedded close to the low-
frequency bands, and the effect decreases in the upper-frequency bands.

Li, L. et al. [26] suggested a secret image sharing scheme for embedding secret image
shares consistent with the IoT-Cloud system. The proposed system consists of two modules; a
module for generating shadow images to generate secret shares based on Shamir’s polynomial,
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and the main formulation module for incorporating secret image shares into the cover image
based on a 24-ary notational system.

Sajjad, M. et al. [47] introduced an assisted domain-specific mobile-cloud system to
outsource medical stego-images for selective encryption to the cloud. The visual saliency
detection model was used to detect the region of interest (ROI) from the transmitted image.
The directed-edge steganography method was used to embed the detected ROI into the cover
image and create the stego image sent to the cloud for selective encryption.

Vipula et al. [62] combined steganography with the AES crypto-algorithm to conceal confi-
dential data inside themultimedia cover files. Saleh et al. [49] used themodified AES algorithm to
encrypt the hidden message that was then processed into the cover image for hiding. However,
recently, Duluta et al. [12] have found that such classical encryption-basedmodels have numerous
limitations that can restrict their suitability for the era of cloud computing.

Panchal et al. [37] applied steganographic cryptosystems for efficient data communication.
Authors initially performed encryption by applying the encryption key combined with
Chirikov mapping for image encryption, which transformed the input image into a cipher
image. Authors applied steganography in the subsequent process in order to mask the cipher
image inside the cover image.

Leung et al. [25] recommended unequal security encoding by implementing several
encryption methods to encrypt various media sections of different significance. Ahmed et al.
[4] developed a model based on a user interface in which the sender could pick the appropriate
cover and secret message that was processed using ECC-based encryption, followed by LSB
embedding. The data was processed through various methods to arrive at the same goal. To
achieve better performance, Hajduk et al. [17] suggested image steganography where the
hidden message was encrypted and inserted within the cover image data using QR codes
(Quick Response Codes).

Mukhedkar et al. [34] also applied various ciphers such as DES, 3DES, AES, and blowfish
encryption algorithms to encrypt the hidden data before embedding into a cover image for
efficient and stable multimedia transmission. Unlike traditional cryptosystems, McEliece’s
cryptosystem was used by Alam et al. [5] to encrypt or decrypt data to improve data protection
across wireless networks. Depicting limitations of the classical cryptosystems, Kumar et al.
[23] formulated an asymmetric key cryptography algorithm for secure colour 3D data com-
munication. Because the better multimedia data analysis technique such as wavelet analysis
can enhance the confidential data’s imperceptibility over an uncertain channel, Gupta et al.
[16] recommended using Discrete Wavelet Transform (DWT). Authors applied DWT to split
input image into four sub-bands, followed by data hiding within the splits. After hiding the text
information, the image was compressed before transmission. The authors [30, 35] implement-
ed a new hidden communication method for data that used RSA and AES combined with
steganography.

Liao et al. [27] introduced a steganographic medical JPEG image scheme based on
stabilizing inter-block DCT coefficient dependencies. Balakrishnan et al. [43] proposed a
unique image crypto method in the transform domain using blended chaotic maps and Haar
Integer Wavelet Transform (HIWT). A hybrid encryption algorithm was projected based on
deoxyribonucleic acid and several chaotic maps to encrypt DICOM colour images by Divya
et al. [45].

Mansour et al. [29] suggested the Discrete Ripplet Transformation technique for data
embedding in medical cover images to ensure seamless communication over an unsecured
network. Usman et al. [60] applied Swapped Huffman tree encoding to provide multiple
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encryptions of medical data. Hashim et al. [18] proposed a new Bit Invert System (BIS) based
steganography scheme using three random control parameters to secure medical data. Nithya
et al. [11] developed an integrated security framework using DNA coding methods and image
encryption to provide enhanced security. Harnal et al. [54] have proposed a dynamic cryptog-
raphy algorithm based on end-to-end cryptography (E2EE) to maintain integrity and confi-
dentiality in the environment of multimedia cloud computing.

Stoyanov et al. [58], using a nuclear spin generator method, proposed a medical image
stego hiding technique and discussed the results based on histogram analysis and peak signal-
to-noise ratio. A robust, quasi-quantum walk-based image steganography mechanism has been
introduced by Baseem et al. [1] to support secure transmission on the cloud-based E-healthcare
platform. Madhusudhan et al. [28] created a stable multimedia transmission mechanism
involving binary bits and the Arnold map.

Emy et al. [50] invented a stable colour image transmission system using the compression-
encryption model and dynamic key generator, and a highly efficient symmetric key distribu-
tion. Pandey et al. [38] have developed a secure medical data transfer framework based on a bit
mask driven genetic algorithm.

Rajesh Kumar et al. [42] suggested a hidden image communication scheme that uses
visual cryptography and tetrological tiling patterns. The original image is first broken up
into 4 × 4 sub-blocks. The alternative rows and columns of sub-blocks are grouped into
tetrolet and non-tetrolet blocks. The proposed scheme encodes the original image’s
tetrolet blocks into meaningful secret shares using the tetrominoes patterns. The non-
tetrolet blocks are entirely replaced by zero. Finally, a new shadow image is obtained at
regular intervals with different tetrolet patterns. A dynamic virtual cluster cloud encryp-
tion using the hybrid steganographic image authentication algorithm was suggested by
Venkataraman et al. [61]. With the hybrid blowfish and genetic operator, this model
performs expeditiously and ensures greater security. The proposed model of Puspha et al.
[8] was presented by combining the 2D DWT method with the hybridization of Blowfish
and Two fish encryption algorithms.

In image encryption and cryptography theory, literature shows that only a few have used
metaheuristic algorithms. Bio-inspired algorithms and evolutionary algorithms have been
successfully implemented in recent research to solve secure multimedia (medical) data trans-
mission. Considering these factors, a Discrete Wavelet Transform, LSB embedding, Adaptive
GA-based OPAP, AES and RSA-based hybrid encryption has been built in this research (dual-
level biomedical image security). The discussion of the proposed model of steganography is
given in the following sections.

3 Proposed model

This paper proposes a security model for healthcare to safeguard the transfer of medical data in
cloud environments. Four continuous processes make up the proposed model:

(1) The secret data is encrypted using a proposed hybrid encryption scheme, combining AES
and RSA algorithms.

(2) The encrypted data is being concealed in a cover image in the RGB channels using either
2D-DWT-1 L or 2D-DWT-2 L and AGA based Optimal Pixel Adjustment Process
produces a stego-image.
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(3) Extraction of embedded data
(4) To recover the original data, the data extracted is decrypted.

3.1 Secret data encryption

There are numerous cloud-assisted application environments in which different data, including
multimedia and text, are transmitted under uncertain channel conditions. Some of the typical
applications are telemedicine in the healthcare sector, social media, etc. Such applications can
even have composite data as the amalgamation of text and image (for example, telemedicine
both patients scanning medical reports and allied diagnosis details in text). In such cases,
ensuring respective seamless transmission is of utmost significance. Towards this motive, the
proposed model can be a viable solution. However, ensuring multi-level security can have
augmented strength to alleviate any breach of security or unauthorized data access. Consider-
ing it as an impetus, a hybrid encryption model is designed at first. Here, the prime motive
behind this is to increase the level of security by applying two different cryptosystems
together, which, as a result, can avoid any easy attack on the data.

Consequently, it can achieve a higher level of security. In the proposed model, we have
exploited the efficacy of two well-known cryptosystems RSA and AES to design the hybrid
encryption scheme. The proposed cryptographic model embodies the strategic implementation
of both RSA and AES, which has been used to encrypt input text data that is first converted
into ciphertext embedded within the medical image.

The cryptographic model ℂ = {Ϝη, Ϝη−1,C, S, T} encompasses encryption and decryption
processes. During the encryption process, at first, the secret text data (it can be the diagnosis
details of a patient which is expected to be transmitted along with the medical imaging reports) is
split into two distinct parts, Todd and TEven. Splitting the text data does not signify dividing content
in two fractional parts, instead once converting entire text into binary form, the overall bit
sequence is processed in such way that the odd-sequence value is assigned to Todd, while bits at
even place or sequence is allocated to the TEvencomponent. Thus, it converts overall input text data
into two data-chunk or components Todd and TEven. We applied AES cryptosystem to encrypt Todd
and while RSA was used for TEven encryption. Considering computational efficiency demands,
we considered 64-bit RSA, while AES was applied as 256-bit. RSA with low bit-size has often
been criticized for having inferior robustness; however, such a hypothesis can be applied merely
with RSA as a standalone encryption algorithm. Its implementation with AES-256 can help to
achieve a dual goal. First, the amalgamation of AES-RSA as a cryptographic algorithm can avoid
easy attack probability (which can be possible with standalone encryption). Second, the consid-
eration of low-bit size can avoid unwanted computation that eventually will make it robust to
serve real-time applications. Additionally, AES-256 is six times faster and more efficient than
classical triple-DES. Therefore, the inclusion of AES as a cryptographic method seems viable
towards an influential encryption environment. On the other hand, the combination of RSA with
low-bit size can help to make overall encryption more robust to avoid any attack. In other words,
the strategic amalgamation of AES-256 and RSA-64 can confuse the attacker(s) to get real and
exact information of the data being processed or communicated.

In the proposed encryption model, AES-256 has 14 rounds of computation, while 64-bit
RSA was applied as single round itself, as it does not employ round-computation for confusion
creation (to avoid side-channel attack). Noticeably, AES applies an encryption key or the
round key s to encrypt the text data component Todd, while RSA being public-key
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cryptography applies a secret public keym to encrypt the data TEven. We used a private key x to
perform decryption of the RSA encrypted data at the receiver. On the contrary, we performed
standard decryption method for AES encrypted data. To be noted, AES decryption is the
reverse of encryption, which is performed by executing inverse round transformations to
retrieve original text data (from the encrypted data). Here, inverse round transformation
method applies four essential functions,AddRoundKey,InvMixColumns, InvShiftRows and
InvSubBytes, sequentially. Thus, the overall process is mathematically modelled as follows:

C ¼ EAES ;ERSA; Todd ; TEven; bTodd ; bTEven; s;m; x
n o

ð1Þ

bTodd ¼ EAES Todd ; sð Þf g ð2Þ

bTEven ¼ ERSA TEven;mð Þf g ð3Þ
Hybrid Encryption Algorithm for Secret Data Encryption is given as follows:

Once the text data has been encrypted, it has been processed for AGA-OPAP assisted LSB
embedding.

3.2 Embedding procedure and AGA based OPAP

To embed the critical information within the medical image to be transmitted over cloud
infrastructure, it is essential to decompose the input cover image and embed the cipher data
optimally, while ensuring minimum entropy, histogram variations, or PSNR reductions. In this
process, DWT with HAAR mother wavelet is applied. The model starts by separating each
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colour channel’s intensity (Red, Green and Blue). In each colour channel, the process of
decomposition is then carried out. The method is split into two elements, namely compression
and embedding. This approach will ensure the security of the image data and enable rapid
encryption and decryption processes. It can also decrease the potency of attacks from frequency
analysis, make it longer for brute force attacks, and minimize the plaintext redundancy so that
cryptanalytic attacks can be thwarted. The 2D-DWT-2 L is formulated as a sequential trans-
formation process with a low pass and high pass filters towards the image’s row (blocks). The
key reason for considering 2D-DWT-2 L coefficients is that it can significantly provide a
significant local feature set for text-embedding without impacting image quality.

Moreover, it can provide a more depth (feature) space for embedding. A cumulative
solution with the proposed encryption can help strengthen attack-resiliency and confusion.
Performing embedding with a single layer can cause higher-visibility perceptibility and impact
image quality post-embedding. On the other hand, embedding with higher-level coefficient
can be more effective at the cost of increased computation, which cannot be suitable for
contemporary real-time application demands.

For optimal use of high and low pass filters, a pragmatic transformation is necessary. In
Fig.1, the process followed in steganography using DWT is shown. We can see that Fig. 1
highlights the method of the elemental decomposition of the image in Cj(n ×m) dimensions
which will be applied to the RGB colour channels. Further, the image of each colour channels
is divided into four groups of frequency bands, which are stated as high-high (HH), a high-low
(HL), a low-high (LH), and a low-low (LL) frequency bands as shown in Fig. 2. The proposed
model is designed to support visually imperceptible steganography to ensure maximum
possible visual-imperceptibility that ensures seamless communication and assists quality-
data transmission, which is a must for cloud communication.

To achieve it, the proposed model implements the steganographic scheme

Ŝ¼ Fη; Fη�1;C; S; T
� �� �

comprises of Least Significant Bit (LSB) embedding, AGA-
OPAP assisted embedding optimization and extraction processes. The embedding process
takes a cover (medical) image C and a secret text message CipherTx T as input and generates a

Fig. 1 2D-DWT-2 L decomposition process
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stego-image S. While the extraction process inversely extracts the embedded message. Unlike
classical efforts, where authors have to embed text or cipher data arbitrarily or LSB without
any optimization measure, an AGA-based optimal pixel adjustment process is implemented in
the proposed system. It ensures to retain maximum possible imperceptibility, quality preserve
and seamless transmission even under cloud attack conditions such as RS-Analysis or
Steganalysis. At first, the input medical image is processed using HAAR-DWT and split into
multiple 8 × 8 blocks. Considering works of literature and allied inferences towards LSB
embedding process, this approach intends to embed ciphertext in each block.

To perform embedding, at first ciphertext is transformed into an ASCII format, which is
then split into SText _ odd and SText _Even. The odd values SText _ odd are concealed in vertical
coefficients, as stated by LH2 in each of the RGB channel [50]. The even values are concealed
in diagonal coefficients specified by high-level coefficients HH2 in each RGB channel [50].
The algorithm applied to perform embedding is given as follows:

To retain maximum medical image quality as well as security against online attacks such as
RS-Analysis or steganalysis an AGA intends to fit STextASCII in such manner that it does not
lead to any substantial entropy or visual trait portentous presence of confidential data.

Fig. 2 DWT-1 L decomposition & DWT-2 L decomposition
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In the last few years, numerous attacker modules have been developed to target, detect and
attack data over uncertain communication channels, such as cloud network. Amongst the
significant attacks, RS-Analysis also called steganalysis has surfaced as the dominant attacker
model intended to retrieve stego-information from the multimedia data communication. Before
discussing the proposed AGA-OPAP based LSB embedding model, a snippet of RS Analysis
or Steganalysis model is given as follows:

AGA has been applied to enhance image quality, embedding capacity, and statistical factors
such as regular and singular coefficient values in each block. This approach can ensure
maximum possible embedding while retaining optimal data quality and visual imperceptibility.
Consequently, it can help avoid those attacks that use visual changes or statistical changes to
detect hidden information or secret information within cover image during transmission.
Considering RS-Analysis, also called steganalysis attack condition which employs statistical
features to detect hidden information in multimedia data under transmission; the proposed
model takes account of RS parameters and PSNR sensitive LSB embedding to ensure optimal
data security. The detailed discussion of the proposed embedding model is given as follows:

A. RS analysis (Steganalysis) There are three distinct kinds of block flipping; Positive
flipping (F1), Negative flipping (F−1)and Null flipping (F0). F1 signifies the transformation
association between the 2i and 2i + 1 pixels (say, 0–1, 2–3,…,254–255), equivalent to the LSB
coefficient. Similarly, the transformation association in between 2i and 2i − 1 pixels (say, −1,
−1-0, 1–2…255–256) signifies the negative flipping F−1. Thus, the association between
positive and the negative flipping follows (4).

F−1 ¼ F1 xþ 1ð Þ−1 ð4Þ
The null flipping, which stated the identity permutation follows the following condition (5).

F0 xð Þ ¼ x ð5Þ

F Gð Þ ¼ FM 1ð Þ xið Þ; FM 2ð Þ x2ð Þ;…; FM nð Þ xnð Þ� � ð6Þ
These parameters (i.e., F1, F−1 and F0) are often called as the flipping functions. Employing
these flipping functions on each pixel of the input image block the flipped group (F(G)) is
obtained. Mathematically,

Here, we define a parameter called flipping maskM. WhereM =M(1),M(2),…,M(n), and
M(i) states for 1,0 and − 1.

The group G would remain constant only when f(F(G)) > f(G). Similarly, G is singular
when f(F(G)) < f(G). To perform the RS analysis, the following mechanism is taken into
consideration. At first, the input image is split into multiple non-overlapping sections or blocks
where each block is re-arranged to constitute a vector G., where G = (x1, x2, .., xn) is ordered in
specific random (say, Zigzag) manner. The correlation amongst the pixel is obtained using a
discrimination function, defined in (7).

f x1; x2; ::; xnð Þ ¼ ∑
n−1

i¼1
xi−xiþ1j j ð7Þ

In (7), the variable x states the pixel’s value, while the total number of pixels is given by n.
Here, the resulting value of f signifies the spatial correlation between the neighbouring pixels.
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The small value of f states the strong correlation between the adjacent pixels. Once
obtaining the complete value of f(G), the non-negative flipping is applied (i.e., M(1),
M(2), …, M(n)) either 0 or 1. On the contrary, for non-positive flipping, we apply 0 or −
1 for each input image block. Now, processing flipping over each block, estimate f(F(G))
for each block and thus the relative count of regular or consistent blocks after positive
flipping is obtained as Rm. Similarly, the relative number of singular blocks is obtained
as Sm. Similarly, for negative flipping, the regular and singular blocks are obtained as
R−m and S−m. The total number of above-stated blocks in the raw images after performing
flipping follows the following associations.

Rm≈R−m; Sm≈S−m and Rm > Sm;R−m > S−m ð8Þ

The difference between Rm and R−m increases as per the size of embedding message. Similarly,
the difference values of Sm and S−m too increases with increase in embedding text. Such facts
help attackers on a cloud platform or environment detect hidden information that can signif-
icantly lose data privacy. Considering it as motivation, the focus is made on developing an
embedding model where the above-stated parameters (i.e., the difference between the values of
Rm and R−m and Sm and S−m could be reduced while ensuring higher embedding capacity. This,
as a solution, can accomplish attack-resilient secure cloud communication model. To achieve
it, an AGA algorithm has been developed that intends to adjust pixels optimally Rm ≈ Sm,
R−m ≈ S−m. The detailed discussion of the proposed AGA based OPAP is given in the
subsequent section.

B. AGA based OPAP To avoid any stego-information retrieval or data attack, the focus is on
achieving the condition given in (8) by performing OPAP. Here, we perform pixel adjustment
to achieve a standard or natural condition defined as Rm ≈ Sm, R−m ≈ S−m. Since the variations
in the bits in the higher place might violate or reduce the image quality of the stego-image,
merely the 2nd and 3rd LSBs are modified. For illustration, let B as given in (9), be the original
value of the input image (block). Now, in case of the strategic modification is made merely in
LSB place (only 2nd LSB plane), the variation or the changes in between the original image
block and the modified image block can be considered as a matrix called Adjustment Matrix

(AM), given as A1 and A2. Thus, the modified image blocks are B
0
1 ¼ Bþ A1 and

B
0
2 ¼ Bþ A2. For illustration, let B be the original image block while f(B) = 99, while

f−(B) = 120,where f− states the non-positive flipping. Now for the modified image block B
0
1,

f − B
0
1

� � ¼ 90, only when F is non-positive flipping. Similarly, for B
0
2, f − B

0
2

� � ¼ 150.

B ¼

107 109 107 105
107 106 105 104
107 105 107 105
107
107
104
110
109

107
109
107
109
109

105
107
106
109
109

106
104
103
105
106

104 102 102 104
105 103 105 102
102 103 104 103
104
104
103
105
104

103
102
104
105
105

103
103
102
105
105

104
102
100
102
104

2
6666666664

3
7777777775

ð9Þ
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A1 ¼

0 2 0 2
0 2 0 2
2 2 0 2
0
0
2
0
2

0
2
2
2
0

2
0
0
2
2

2
0
0
2
2

0 2 0 0
0 2 0 0
2 2 2 2
0
0
2
2
0

0
2
0
2
0

2
0
2
2
0

2
2
0
2
0

2
6666666664

3
7777777775

ð10Þ

A2 ¼

2 2 0 0
0 2 0 2
2 0 2 0
0
2
2
2
2

0
0
0
0
2

2
0
0
0
0

2
0
2
2
2

0 0 2 2
2 0 0 0
2 2 2 2
2
2
2
0
2

0
0
2
2
0

2
0
2
0
0

0
0
2
2
2

2
6666666664

3
7777777775

ð11Þ

Summarily, the kind of block (i.e., regular or singular) can be modified by changing or
making a suitable adjustment. In such cases, adjusting the pixels optimally, RS-Analysis
attack of steganalysis attack can be avoided on the cloud environment. An Adaptive
Genetic Algorithm (AGA) is applied to achieve it, which obtains the Optimal Adjustment
Matrix (OAM) to ensure minimum disparity amongst the values of regular and singular
image blocks. A snippet of the AGA based OPAP method and resulting OAM estimation
is discussed in the subsequent section.

GA is a nature-based EC model, which employs Darwin’s principle of survival to
obtain the optimal or sub-optimal solution after a defined number of generations.
Functionally, it applies the concept of human evolution to obtain an optimal solution
by transforming an optimization of search problem into the phenomenon of chromo-
some evolution. Processing the evolution concept, once it achieves an optimal or the
best solution after iterating a predefined number of generations (or, stopping criteria),
the optimal solution obtained is presented as the final solution of that problem.
Functionally, GA employs the processes named Population Generation, Crossover and
Mutation. In practice, the adaptive values influence the copy operation, and an indi-
vidual with significantly high fitness value is considered for the next generation. A
candidate solution’s fitness value signifies its maximum likelihood of becoming select-
ed for breeding in the next generation. To reduce computational overheads caused due
to increase search space, the mutation process is applied that drops the individual with
minimum fitness value, and such individuals are not carried forward for crossover in
the next generation. Once embedding the secret data within the cover image using LSB
embedding, we execute AGA-OPAP. A snippet of the applied AGA-OPAP is given as
follows:

In the proposed LSB embedding method, the stego-image is split into 8 × 8 blocks, where
each block is categorized and labelled by applying the following mechanisms.
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Step-1: Let the image block be B, then for B implement the non-positive flipping F− as well
as non-negative flipping F+.

Step-2: Generate the flipping mask M+ and M−, randomly and obtain the results B
0
þ and B

0
−.

Step-3: With the obtained value of B
0
þ and B

0
−, estimate the values of f B

0
þ

� �
, f B

0
−

� �
and

f(B).
Step-4: Process the steps 1, 2 and 3 iteratively for 1000 number of generations and define

four distinct variables to classify the blocks by comparing f B
0
þ

� �
, f B

0
−

� �
and f(B).

P+R, it states the number of occurrences when the block remains regular under
the non-negative flipping,

P+S, it states the number of occurrences when the block remains singular under
the non-negative flipping,

P−R, it states the number of occurrences when the block remains regular under
the non-positive flipping.

P−S, it states the number of occurrences when the block remains singular under
the non-positive flipping.

Step-5: Perform P+R to P+S and P−R to P−S and perform labelling of the image blocks as per
the following conditions:

R+, if PþR
PþS

> 1:8:

S+, if PþS
PþR

> 1:8

R−, if P−R
P−S

> 1:8

S−, if P−S
P−R

> 1:8

Step-6: Classify blocks into four distinct groups, R + R−, R + S−, S + R−, S + S−. Ignore the
blocks, not a part of above-stated types.

Step-7: Perform the comparison of the original input image, the magnitude of R + R− and
S + R− blocks, which often shows increased in stego-images.

Such increase in the above-stated parameter can be detected using RS Analysis, which can be
used as the intrusion tool to attack that specific multimedia data to get unauthorized access of
the stego-image and hidden information. Considering the above-stated fact and motive to
alleviate the distinguishable or perceptible disparity between the values of + − and + −
blocks, this research applies the AGA algorithms to decrease the value of R− blocks. The
implementation of AGA-based OPAP comprises three essential functions: initialization (pop-
ulation initialization), crossover, and mutation. The procedures involved in AGA-OPAP
optimization and allied pixel adjustment is detailed as follows:

4 Population initialization

The initial pixel, or the first pixel, chose three adjacent pixels in each image block as the initial
chromosome (Fig. 3).
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5 Reproduction and mutation

Perform flipping of the second least bits in the chromosomes arbitrarily and generate the
(second generation) chromosomes Ci.

6 Selection

Estimate the fitness value of each chromosome and select the best chromosome using (12).

Fitness ¼ α e1 þ e2ð Þ þ PSNR ð12Þ

In (12), the variable e1 states the likelihood of f(F−(Ci)) < f(Ci). Similarly, e2 signifies the
likelihood of f(F+(Ci)) > f(Ci). The variable PSNR signifies the Peak Signal to Noise Ratio of
the participating chromosome, while α presents a weight parameter which has been obtained
empirically. Mathematically, PSNR has been obtained using (13).

PSNR ¼ 10log10
M � N � 2552

∑i; j yi; j−xi; j
� �2 ð13Þ

In (13), M and N signify image dimension while x and y state the image intensity before
and after embedding. Here, α states a weight parameter which controls the visual quality
of the input multimedia data and secrecy of the secret text. For a specific value of α,
higher the values of e1and e2, we hypothesize to achieve higher data security. Hence, in
the proposed model, optimizing (specifically maximizing) the value of (13) (say, fitness
value) has been considered as the fitness function. In our proposed method, we ensure
maintaining e1and e2 higher than a threshold, which is experimentally decided. We have
applied the threshold as 0.8.

1. Estimate P−R and P−S of the neighbouring image block and check whether P−S > P−R. If
so, the block is considered as successfully adjusted.

Fig. 3 Selection of the chromosomes
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2. Crossover In the crossover process, shift the chromosome by one pixel and reinitiate step-
2. Once performing crossover twice, stop the cycle.

This overall process is called OPAP, making hybrid cryptography and steganography more
resilient to attacks such as RS Analysis or steganalysis, achieving optimal security over the
cloud platform. Now, once all image blocks are successfully adjusted, estimate the value of Rm,
R−m, Sm and S−m of the image and in case the disparity of Rm and R−m (and, Sm and S−m) is more
than 5%, perform adjustment of the next or the sub-sequent image blocks. In the proposed
model, each block is labelled before initiating OPAP, and thus, we reduce computational
overheads significantly. Furthermore, AGA’s use reduces the exhaustive search operation and
achieves computational efficiency, making it suitable for secure medical data transmission
over cloud infrastructure.

6.1 Secret data extraction

Once embedding the data inside the cover image and obtaining the stego image, it is
transmitted over cloud communication channels. Receiving the data at the receiver end, we
have obtained confidential data and original cover image by performing extraction using the
2D-DWT-2 L method.

Figure 4 illustrates the procedure of extracting encrypted text from the images. This process
will begin after the successful completion of the decomposition of images using DWT-2 L.
The extraction algorithm is described below
.

Once extracting the text data from the images, it is reconstructed employing IDWT
technique for 2nd level followed by 1st level. Figure 4 elucidates the DWT synthesis
process.

Considering the need to decrypt the secret text data from the cover image, similar to the
encryption phase, the hybrid scheme applies AES and RSA algorithms to decrypt the
receiver’s confidential data. Receiving the stego image at the receiver unit, we decrypt the
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text using a private key to obtain the original secret message transmitted. The decryption
algorithm used to retrieve the original secret data is given as follows:

By implementing the above-stated approach, a robust and computationally efficient model
strengthened by employing hybrid encryption enhancement and attack resilient (for example,
steganalysis or RS-Attack), Visually Imperceptible model is developed. The proposed system
can secure medical data transmission over different environments while ensuring optimal
performance. The detailed discussion of the simulation results and its inferences is given in
the subsequent section.

7 Results and discussion

Considering the exponential increase in cloud-based secure medical data communication, this
research focused on developing a hybrid encryption strategy combining cryptography and
steganography that provide data privacy. The overall proposed model is developed using
MATLAB 2018a tool, which has been simulated with the computer specifications of
2.27 GHz Intel (R) Core (TM), 3rd generation processor (I3 CPU), 8 GB RAM and
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Windows-7 operating system. Multiple images as the cover image and secret message of
varied sizes are employed to assess the proposed model’s performance.

The Hybrid encryption and Steganography model can be useful or more efficient when it
fulfils the following:

7.1 Histogram analysis

As stated in Table 1, minimizing histogram pattern variations before and after message
embedding in the cover image can reduce visual perception or result tracking by attackers.
Histogram variations occur due to increased entropy within the cover image due to text
embedding, and therefore to retain visual imperceptibility reducing entropy through optimal
pixel adjustment is vital. To achieve it, an AGA-OPAP based LSB embedding resulted in
minimum histogram variations (Table 2). As depicted in Table 2, the proposed model exhibits
negligible or near-zero variation in histogram after message embedding, supporting the visual
imperceptibility aspect for secure communication.

To assess the efficacy of the proposed model, in this work we considered standard
benchmark images such as Baboon, Lena, Baboon, Sailboat, Peppers, Female [19] [33]
(*.jpg) as well as the medical images [56] (DRISHTI-GS dataset in *.png). Here, the prime
objective was to assess whether the proposed method can be adequate or suitable for the
healthcare application environment. Since in healthcare images retaining image-quality and the
inherent feature is of utmost significance, we have applied critical healthcare data of “Diabetic
Retinopathy”, where even a single nerve can have important diabetes information. Introduction
of additional text (secret) data could cause entropy and hence quality degradation. However,
the proposed model intended to optimize such entropy and ensure that stego-image (image
after embedding) retains maximum possible image quality and originality. Observing the
results, it can be found that the proposed method achieves optimal performance in terms of
visual imperceptibility. It can avoid numerous attack scenarios online in the cloud

Fig. 4 Extracting encrypted text from images showing the procedure of synthesis of DWT-2 L.
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environment. To simulate the proposed model for performance verification, random text
information such as a snippet of common test sentences such as “My Own Address”, “My
Personal Biography” with different sizes (in notepad, *.txt) was applied. Due to space
constraints and inferior significance of text (embedding data) details, we have not mentioned
it in this manuscript. Dataset images (Table 2) are the cover images considered for the
simulation and performance assessment.

7.2 PSNR assessment

It is calculated to measure the quality of images created by Peak Signal to Noise Ratio (PSNR)
compression. If it produces a high PSNR value, the compression technique is considered
significant, which means that the error is deficient and the reconstructed error is minimal. The
image seems to be very similar to the original image. When the PSNR value is between 30 and
50 dB, lossy image quality is considered acceptable. The quality of the image is considered

Table 1 Performance criteria

S.No. Parameter Definition

1. PSNR To preserve the image quality even after embedding secret text data,
PSNR should be higher.

The significant reduction in PSNR value can depict certain hidden
information that can trigger attacker models to target and attack the
transmission data.

2. Entropy It signifies the disturbance in the original image. To ensure minimum
perceptibility, the model requires maintaining minimum entropy after
message embedding.

The minimum value of entropy can avoid getting attention from attacker
modules.

3. Embedding Capacity It signifies how the secret text data can be embedded per unit of the cover
image.

The model can be superlative or better if it ensures or maintains higher
embedding capacity without introducing significant entropy and PSNR
reduction (in addition to the regular and singular coefficient changes in
RS analysis.

4. Changes in Regular
coefficients (Rm−R−m))

It signifies the variation or the difference between the regular coefficient
before and after embedding.

Higher differences are the indicator for hidden information which invites
attackers such as RS attacker or steganalysis attacking modules to
target data under the transmission.

Lower the differences, higher the imperceptibility and resulting data
security.

5. Changes in Singular
coefficients (Sm−S−m)

It signifies the variation or the difference between the singular coefficient
before and after embedding.

Higher differences are the indicator for hidden information which invites
attackers such as RS attacker or steganalysis attacking modules to
target data under the transmission.

Lower the differences, higher the imperceptibility and resulting data
security.

7. Histogram Variations It signifies the different histogram patterns of the cover image and stego
image, before and after the embedding.

Lower or negligible histogram graph variations show near-optimal
embedding, which supports imperceptibility and hence attack resil-
ience.
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Table 2 Histogram Pattern Analysis

Name Dataset Histogram of the cover image
Before Post Embedding and OPAP

Baboon

Lena

Sailboat

Peppers

Retina1

Retina2

Female
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ideal if the PSNR value is above 40 dB. The compression technique is highly not appropriate if
the PSNR value is below 20 dB.

Table 3 presents the PSNR performance of the proposed model for 250 bytes in text (secret
data) embedding. Observing the result in Table 3, where the PSNR has been obtained for the
text embedding size of 250 bits, it can be found that after embedding the text or secret data, the
PSNR decreases; however, the contribution goes to the proposed AGA-OPAP assisted LSB
embedding method, which improves the message embedding and even optimizes the PSNR.
Interestingly, observing PSNR performance, the proposed model either achieves near original
PSNR or even improves the image quality, which results in improved PSNR value (post-
embedding and OPAP optimization). The mathematical model for PSNR estimation was
applied in (13) for the image processed after 2D-DWT-2 L and post-AGA-OPAP optimiza-
tion. The results obtained (Table 4) reveals that the proposed AGA-OPAP assisted LSB

Table 3 PSNR Performance (for 250 bytes of text data)

Dataset PSNR (dB)

Before Post Embedding Post Optimization

Baboon 35.0600 31.9200 34.0053
Lena 37.4873 35.8762 36.5852

Sailboat 33.1850 30.7611 31.2970
Peppers 37.2667 33.0110 34.1010
Retina1 43.3450 41.2101 42.8701
Retina2 46.8071 44.0629 45.6255
Female 35.6216 33.3414 34.3060

Table 4 PSNR performance over different sizes of the secret text data

Dataset Data Size (bytes) PSNR (dB)

Before Post Embedding Post Optimization

Baboon 250 35.0600 31.9200 34.0053
500 38.8630 36.2003 37.8942
1000 36.7491 35.8990 36.1804

Lena 250 37.4873 35.8762 36.5852
500 33.1041 32.0072 32.9183
1000 35.4901 34.0700 35.1003

Sailboat 250 33.1850 30.7611 31.2970
500 36.8931 35.4180 35.9814
1000 36.2443 35.0134 35.9993

Peppers 250 37.2667 33.0110 34.1010
500 32.2442 31.6320 32.1248
1000 38.0012 37.4021 37.8732

Retina1 250 43.3450 41.2101 42.8701
500 49.1251 47.3427 48.6391
1000 48.8422 46.1120 48.1297

Retina2 250 46.8071 44.0629 45.6255
500 46.0367 43.6730 44.9834
1000 44.5259 42.1147 43.5895

Female 250 35.6216 33.3414 34.3060
500 38.8736 36.5290 37.9201
1000 37.9910 36.3019 37.1003
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embedding method is of utmost significance towards retaining and optimizing image quality
for quality-centric communication over the cloud environment.

7.3 Entropy analysis

As an image security operation, the cipher generation is performed, which will increase the
image input disturbances. Consequently, this can lead to a surge in image entropy that
degrades the quality of the image and broadens the horizon for intruders to target specific
data. On the other hand, to make it difficult for the attacker to differentiate the encrypted data
and the original image information, encryption imposes additional information on the image.
In such instances, it is vital for preserving the optimum entropy of the data being transmitted.
With this strategy, the encrypted image data’s entropy is quantified with Eq. (14).

ENT Ið Þ ¼ − ∑
28

i¼1
P Iið ÞlogbP I ið Þ ð14Þ

In (14),ENT(I) states the entropy of an image, where I signify the intensity and P(Ii) signifies
the probability of the intensity value Ii.

Observing the above results (Table 5), it can easily be visualized that the increase in entropy
is significantly low and therefore retains the image quality. It affirms the encrypted images’
suitability for critical applications such as healthcare (telemedicine) or critical data communi-
cation purposes.

7.4 Embedding capacity analysis

The embedding capacity signifies the extent or the percentile to which a unit image can embed
the text data (i.e., ensuring no reduction in PSNR and correlation, and maintaining low
entropy). Table 6 presents the embedding capacity performance by the proposed model.

Observing Table 6, it can be easily found that the proposed method accomplishes signif-
icantly large enhancement in the embedding capacity post-optimization. This can be because
of the proposed OPAP concept’s robustness, which ensures optimal embedding while
retaining entropy low and PSNR high, the employed AGA heuristic model’s key objectives.
Thus, the results obtained signify the proposed model’s suitability for sizeable scale-sized
encryption and secure communication purposes. The addition of more secret information (text
data) in the image might impose high entropy that eventually could reduce image quality (i.e.,
PSNR). In such a case, it is significant to assess whether the inclusion of the proposed AGA-

Table 5 Image entropy analysis

Dataset Initial Image Entropy Entropy (Post-embedding)

Baboon 6.3510 7.9898
Lena 5.4312 7.9958
Sailboat 6.0468 7.9053
Peppers 6.1031 7.8998
Retina1 7.3904 7.6730
Retina2 7.4938 7.9968
Female 7.1020 7.9993
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OPAP assisted LSB embedding helps retaining maximum possible image quality even after
extensive secret data embedding. In this paper, we assessed the performance for the different
sizes of the secret text data embedded in the cover image with this motive. Observing the
results (Table 4), it can easily be found that though with an increase in secret data size (to be
embedded into image), the PSNR decreases; however, our proposed AGA-OPAP based LSB
embedding method reduces entropy and retains better PSNR. It affirms that the proposed
method can achieve optimal PSNR irrespective of the data size. The results affirmed that the
inclusion of AGA-OPAP could be vital to ensure higher data embedding inside the medical
image without imposing any significant quality degradation or visual traits, which might invite
intruders to attack over uncertain cloud communication channels allied network.

7.5 Regular and singular coefficient analysis

The attack models such as RS-Attack or Steganalysis attack might explore the medical data
under the transmission to attack the specific data-carrying certain significant information or
secret information. The variations in regular and singular coefficients per block of the image
are examined to alleviate such issues. As stated in Table 1, higher differences in the regular and
singular coefficients can reveal the attackers about the presence of private data within the
multimedia data, and therefore maintaining lower difference can be advantageous.

Observing Table 7, it can be found that the proposed method achieves relatively lower
differences in regular coefficient value (Rm − R−m) and the singular difference value(Sm − S−m).

Table 6 Embedding capacity analysis

Dataset Embedding capacity (%)
(post 2D-DWT-2 L embedding)

Embedding capacity (%)
(Post-AGA-OPAP optimization)

Baboon 13.01 46.90
Lena 10.20 47.81
Sailboat 10.91 35.01
Peppers 17.99 48.84
Retina1 12.04 57.90
Retina2 10.01 59.99
Female 19.93 56.91

Table 7 RS analysis (secret data size 250 bytes)

Dataset RS Parameters

Regular Coefficient Difference (Rm−R−m) Singular Coefficient Difference (Sm−S−m)

Before Post Embedding Post Optimization Before Post Embedding Post Optimization

Baboon 0.0063 0.0054 0.0057 0.0029 0.0015 0.0087
Lena 0.0035 0.0025 0.0031 0.0006 0.0112 0.0008
Sailboat 0.0039 0.0054 0.0065 0.0066 0.0015 0.0054
Peppers 0.0091 0.0074 0.0076 0.0089 0.0076 0.0059
Retina1 0.0029 0.0025 0.0034 0.0043 0.0112 0.0004
Retina2 0.0039 0.0077 0.0019 0.0002 0.0073 0.0062
Female 0.0081 0.0026 0.0056 0.0031 0.0108 0.0038
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It reveals that the proposed method can achieve a high level of visual imperceptibility to secure
medical data communication over a cloud channel.

7.6 Encryption and decryption speed analysis

To assess the time efficiency of the proposed model for encryption is calculated using
MATLAB functions *(tic − toc). The execution time consumed over the different dataset is
given in Table 8.

Observing the above-stated results, it can easily be found that the proposed system
consumes low execution time, including both encryption as well as decryption, which exhibit
its robustness towards time-efficient computation.

7.7 NCPR and UACI test

In addition to the visual and statistical characterization discussed above, we have
analyzed our proposed security model’s effectiveness in Number of Changing Pixel Rate
(NCPR) and the Unified Average Channel Intensity (UACI). High NPCR and UACI
value usually imply higher randomness and therefore, high tolerance against any differ-
ential attack probability [63]. The randomness test results with a higher NCPR value
confirm the proposed system’s attack resiliency’s essence. Similarly, via our proposed
medical data security model, UACI also confirms satisfactory results. The thorough
discussion of NCPR and UACI conditions during encryption for image randomness
can be found in [63].

Recalling the overall design where the fundamental goal of employing hybrid encryption
with AGA-OPAP was to avoid any attack conditions such as Man-In-The-Middle attack
(MITM), steganalysis or linear and differential based attack approaches since the proposed
model avoids providing any scope of visual perceptibility and maintains low entropy, high
PSNR, it would be able to resilient any attack conditions. Tables 9 display NPCR and UACI
values for the images.

7.8 Mean absolute error analysis

To determine the receiver side’s image quality, we used Mean Absolute Error (MAE) to
evaluate accuracy (15).

Table 8 Execution time over of the secret text data (250 bytes)

Dataset Data Size (bytes) Execution Time (seconds)

Encryption Decryption

Baboon 250 12.97 14.01
Lena 250 12.45 14.00
Sailboat 250 12.40 14.91
Peppers 250 11.31 14.92
Retina1 250 12.83 14.31
Retina2 250 12.01 14.89
Female 250 12.88 14.87
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MAE ¼ 1

n
∑
n

i¼1
Y

0
i−Y i

�� ��� �
ð15Þ

where Y
0
irefers to the calculated output, while Yi states for the expected value. The results

obtained for inputs (with 250 bytes of text input) are given in Table 10. The results (Table 10)
signifies the robustness in terms of very negligible error profile, which undoubtedly affirms its
superior image quality (post-decryption).

7.9 Bit error rate (BER), structural similarity (SSIM), structural content (SC) and

Correlation analysis

a) Bit Error Rate (BER):

BER calculates the error rate of the transformed bits. This variance can be attributed to the
attenuation noise or other disturbances. Eq. 16 is used to test BER.

BER ¼ E
#Bits

ð16Þ

Where E indicates errors.

b) Structural Similarity (SSIM):

The structural similarity of images is calculated using SSIM. Here, we used the SSIM value to
evaluate the similarity of the cover and steganographic images. Eq. (17) is used to construct the
SSIM estimation.

Table 10 MAE performance with different input (250 bytes of the text secret data)

Dataset MAE (%)

Baboon 0.1842
Lena 0.0963
Sailboat 0.3103
Peppers 0.3206
Retina1 0.4087
Retina2 0.1559
Female 0.1794

Table 9 NPCR and UACI randomness test

Dataset NPCR (%) UACI (%)

Baboon 99.6057 28.7671
Lena 99.7345 36.5632
Sailboat 99.7576 33.8148
Peppers 99.7942 36.6581
Retina1 99.7464 36.6070
Retina2 99.7398 36.5610
Female 99.7672 33.3847
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SSIM ¼ 2� μ ρ1ð Þ � μ ρ1ð Þ þ C1

μ ρ1ð Þ2 þ μ ρ2ð Þ2 þ C1

� 2� C ρð Þ þ C2

σ1 ρð Þ2 þ σ2 ρð Þ2 þ C2

ð17Þ

Where μ and σ are mean and standard deviation, respectively.

c) Structural Content (SC):

The resemblance between the cover and the steganographic image is assessed using SC. Eq.
(18) to calculate the SC value.

SC ¼ ∑ Nj j
i¼1∑

Mj j
j¼1 Cij

� �2
∑ Nj j

i¼1∑
Mj j
j¼1 Oij

� �2 ð18Þ

Where C and O represent cover and original images.

d) Correlation:

The similarity and disparity between the magnitude and the data phase are determined by
correlation. Equation (19) is used to determine the correlation.

Corr ¼ X � ∑O:S−∑O∑Sffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
X ∑O2
� �

− ∑Oð Þ2
q ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

X ∑S2
� �

− ∑Sð Þ2
q ð19Þ

X denotes the pairs in the data, the original image is O, and the steganographic image is S.

Table 11 BER, SSIM, SC and correlation of images

Dataset Text Size(byte) BER SSIM SC Correlation

Baboon 250 0 1 1 1
500 0 1 1 1
1000 0 1 1 1

Lena 250 0 1 1 1
500 0 1 1 1
1000 0 1 1 1

Sailboat 250 0 1 1 1
500 0 1 1 1
1000 0 1 1 1

Peppers 250 0 1 1 1
500 0 1 1 1
1000 0 1 1 1

Retina1 250 0 1 1 1
500 0 1 1 1
1000 0 1 1 1

Retina2 250 0 1 1 1
500 0 1 1 1
1000 0 1 1 1

Female 250 0 1 1 1
500 0 1 1 1
1000 0 1 1 1
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Table 11 displays the BER, SSIM, SC and Correlation values of the images. These
findings have shown that the proposed model has the potential to transmit secure
medical data.

7.10 Dark and bright tone classification of images

The plain image, a histogram of the plain image and an encrypted image (post
embedding and optimization) from an image of dark quality are shown in Table 12.
The results show that the histogram retains similar visual quality for both the plain
and cipher image.

The plain image, a histogram of the plain image, and an encrypted image (post embedding
and optimization) from a bright image are presented in Table 13. The results show that the
histogram retains similar visual quality for both the plain and cipher image.

Table 12 Histogram of original image and post embedding of dark quality

Name Image Original image Histogram Histogram of post embedding and 
optimization

Retina[58]

Zelda [52]

Table 13 Histogram of original image and post embedding of bright quality

Name Image Original image Histogram Histogram of post 
embedding and optimization

Jelli_Beans[52]

Airplane[61]
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7.11 Correlation analysis between adjacent pixels

To calculate the intensity of the linear relationship between two random variables, correlation
is used. In a random image, the correlation value between neighbouring pixels is zero. Image
encryption aims to render the association of neighbouring pixels close to zero in the encrypted
image. The colour-encrypted image pixel correlation coefficient is determined between two
horizontally adjacent pixels, two vertically adjacent pixels, and two diagonally adjacent pixels
on each colour channel. The correlation coefficient values for the horizontal, vertical and
diagonal components in the red, green and blue image channels are shown in Table 14 and
Table 15.

7.12 Comparative assessment

The proposed model’s accuracy is verified against state-of-the-art techniques where these
algorithms [7, 8, 11, 13, 14, 30, 33, 38, 61] have been built to secure the healthcare data. The
comparison of PSNR values with existing models is shown in Table 16. The proposed model
for the security of medical data exhibited a better PSNR.

The comparison of the entropy values of the established model with existing models is
provided in Table 17. The entropy value of the model designed is marginally better than the
developed methods of Nithya et al. [11] focused on securing images in cloud storage
environments with an integrated security framework using the DNA coding and image
encryption methods to provide heightened security, Emy et al. [50] proposed an approach
for improving the security of the colour image data by distributing the symmetric keys, Gupta
et al. [15] employed Compressed Hybrid Cryptosystem that constitutes compression, encryp-
tion and secure session key exchange along with the transmission of image and Zhang et al.
[68] proposed a new image compression and encryption scheme based on the nearest-
neighbouring coupled-map lattices (NCML) and Non-uniform Discrete Cosine Transform
(NDCT).

Table 18 portrays the comparison of Embedding Capacity Analysis (%) of the proposed
model against existing models, where the results are better than the state-of-the-art approaches
of Mansour et al. [29] and Ou et al. [36] where an efficient adaptive embedding and
optimization of colour images is proposed.

Table 19 displays the proposed method’s overall processing time for encoding and
decoding information on the sender and recipient’s end, respectively. The results demonstrate

Table 16 Result based on PSNR (dB)

Image [7] [30] [11] [38] [61] [8] [14] [33] [13] Proposed

Retina 56.76 57.02 46.06 74.69 45 58.96 57.02 56.34 60.8 74.92

Table 17 Results based on Entropy Values

Image [11] [50] [15] [68] Proposed

Lena 7.9030 7.9955 7.9839 – 7.9958
Baboon 7.9020 7.9989 – 7.9952 7.9898
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that the proposed method can better perform the state-of-the-art methods [11, 50, 61] for
colour images.

The comparative NPCR and UACI values from the model built with the three
previous research models are shown in Tables 20. All image data tested from the
developed cryptographic method for NPCR and UACI values are higher than the
previous studies of [50], seyedzadeh et al. [51], Niyat et al. [64] and Ahmad et al. [3]
incorporates color image encryption algorithm based on chaotic system and cellular
automata. It can be inferred based on the test results that the improved cryptosystem
model is safer against differential attacks.

Table 21 shows the correlation coefficients between the proposed model and other cryp-
tosystem models in each colour channel. The correlation value is closer to zero for the
proposed model than for the model by Ref. [68] where a new algorithm for image compression
and encryption based on spatiotemporal cross chaotic system is proposed.

Thus, considering the proposed model and its simulation-based performance, it can be
inferred that the proposed system achieves optimal efficiency, which makes it suitable for
secure medical data communication over the cloud environment. Observing the overall results,
it can be found that the use of hybrid encryption (AES and RSA together) and AGA-OPAP

Table 19 Comparison based on encryption and decryption speed

Image Time (Second) [11] [50] [61] Proposed

Baboon Encryption – 12.53 – 12.97
Decryption – 14.93 – 14.01

Lena Encryption 22.53 12.21 86.012 12.45
Decryption 20.56 14.69 86.547 14.00

Sailboat Encryption – 12.51 – 12.40
Decryption – 14.82 – 14.91

Peppers Encryption 22.58 12.39 – 11.31
Decryption 20.42 14.78 – 14.92

Tables 20 Result analysis of NCPR and UACI values

Image Values [50] [51] [64] [3] Proposed

Baboon NPCR 99.7457 99.6823 99.6378 99.5830 99.6057
UACI 38.2023 33.5031 33.4673 33.6110 28.7671

Lena NPCR 99.7470 99.6827 99.6525 99.6450 99.7345
UACI 36.7368 33.4898 33.4331 33.5610 36.5632

Sailboat NPCR 99.7500 99.6847 – 99.5580 99.7576
UACI 38.5050 33.5115 – 33.4830 33.8148

Peppers NPCR 99.7509 99.6818 99.6254 99.6140 99.7942
UACI 34.7577 33.5308 33.4566 33.5870 36.6581

Table 18 Comparison based on embedding capacity

Image [29] [36] Proposed

Lena 47.70 46.67 47.81
Baboon 36.17 38.42 46.90
Peppers 45.79 46.21 48.81
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based embedding optimization can yield an optimal solution for secure medical data commu-
nication over the cloud platform. Similarly, results indicate that RSA-64 and AES-256 as a
strategically combined solution can be better towards the proposed model, though in this study
we have not performed individual performance assessment for RSA and AES (distinctly).
Results obtained (Tables 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21)
confirm that the use of AGA-OPAP has strengthened the proposed model to achieve optimal
pixel adjustment, which eventually yielded PSNR enhancement, minimum histogram changes
or entropy. It has also helped (due to PSNR and RS sensitive optimization) achieving optimal
Regular and Singular coefficient values of each block. The simulation results reveal that the
use of AGA-OPAP based LSB embedding has achieved maximum possible visual
imperceptibility and data (image) quality which affirm suitability of the proposed model for
the cloud environment.

Observing the overall results and corresponding inferences, it can be inferred that proposed
model can enable an optimal security solution for the different cloud purposes, including
Electronic Healthcare Records (EHR), Tele-medicine, critical image and allied annotation infor-
mation hiding for future (security) purposes. Contemporarily, a large number of cloud applica-
tions provide data security, and undeniably our proposed model can be of great significance to
support them, either as a standalone security solution or as a plug-in or Application Program
Interface (API). The overall research conclusion is given in the subsequent sections.

8 Conclusion

Considering the exponential rise of medical data communication over the cloud environment,
which is often considered uncertain, in this research, the emphasis was made on developing a
robust and efficient secure data transmission model. The proposed model utilizes cryptograph-
ic and steganography features to introduce security and quality-centric data transmission. The
use of hybrid encryption (AES and RSA) and their strategic implementation towards secret
data encryption and decryption strengthened the overall security level and ensured that the
secret information could not be retrieved easily. On the other hand, realizing the quality
preserve aspect of steganography which is often used in medical data security, an Adaptive
Genetic Algorithm based OPAP was developed that optimized least significant bit embedding
over image-blocks. The AGA-OPAP model considered PSNR and Regular and Singular
Coefficient values per block of the image as objective functions to perform secret message
embedding and allied pixel adjustment (optimization). This approach leads to better image
quality, visual imperceptibility and higher embedding capacity even without losing original
quality. These all features make the proposed system suitable for numerous communication
purposes including cloud communication, healthcare data communication, IoT communication
purposes etc. MATLAB based model development and its simulation with different datasets as
well as secret text of varied sizes revealed that the proposed model could be attack resilient
(statistical assessment based attack models) and quality-centric (high PSNR) which make it
suitable for secure medical data transmission over cloud platforms.
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Abstract  

The relationship between the personality traits of college students and their environmental 

attitude is investigated. It involves a sample of 268 students of Arts and Science college students 

from the places of TirupatturandKaraikal. The disproportionatestratified random sampling method is 

appliedto collect the data by using the following tools. Taj environmental attitude scale developed by 

HasseenTaj which has got six dimensions to understand the attitude of the respondents towards the 

environment. The HEXACO-PI-R scale developed byKibeom Lee and Michael C. Ashton is used to 

assess the personality traits of the respondents. The Pearson’s product moment correlation is used for 

analysing the data. The study had found out that there is significant gender difference among the 

dimensions of the personality traits such ashonesty and emotionality with the P=<0.05 and P=<0.01 

respectively. The result also posited that there was a significant relationship between environmental 

attitude and the personality traits of emotionality, health hygiene, environmental concern with 

P=<0.05. The results of the study indicate that the female have thehigher level of honesty and 

emotionality traits of personality than male. The study also reveals that high level of emotional 

stability among students likely to improve the dimensions of  positive hygiene and better 

environmental concern. 

Keywords:Attitude,Environment, Emotionality, Environmental Concern, Personality 

Keywords: 

Environment, Attitude, Climate Change, Students, Pollution, Health and Hygiene, Wildlife 

 

Introduction 

In the cosmos, everyone is born as an individual but still, all are connected. Just because the 

oxygen is not seen doesn’t mean it is not there.In the same way, this connection is manifested in the 

vicious cycle of nature. Statisticaldata of the UN report of 2001 proves the insurmountable increase 

in massive environmental abuse around the world. The report calculates that humans are using 30% 

more resources than the earth could reproduce each year (Economical and Social Council, 2002). 

This would lead to natural hazards causing serious threats to all aspects of life, both mental and 

physical wellbeing. One hand speeding the growth of population and on the other hand shrinking 

resources and environment degradation had created an urgent cry for pro-environmental behaviour to 

preserve the ecosystem for the future generation. There are enormous studies have been down on the 

relationship between environmental attitude and personality. There are considerable researches done 

to prove that Honesty, Agreeableness, Openness, Proactive personality and Pro-environmental 

attitude predict environmental behaviour (Pavalache-Ilie&Cazan, 2018). There are recent studies 

stated that females hold more pro-environmental attitudes and engage in more conservation 

behaviour, relative to males, is one of the most robust effects in the field of environmental 

psychology (Desrochers et al, 2019). Environmentalists time and again come out with huge cry to 

protect the mother earth.  Only knowledge and awareness could bring spring into life from 

ignorance. It is knowledge from an environment or situation that develops skills, attitude and finally 
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a personality. Barr (2007) hasfound that situational variables,environmental attitudes, and 

psychological traits asimportant factors in environmental concern. The researcher considers the 

social demographical factors as one of the situational variables in that study. Tai-Yi and Tai-Kuei 

(2017) found that the impact ofundergraduate students’ environmental attitudes was moderated by 

personality traits such as agreeableness with p=<0.05 and conscientiousness with p=<0.01level of 

significance.  

The future of the nation is in the hands of today’s young people. Around the world young 

people who are part of today’s context are victimized under economically, culturally and 

psychologically. This scenario highly prevails in the economically emerging countries like India 

which finds it very hard to face the challenge to control environmental abuses.Indian youngsters are 

influencedby the drastic change of climatic andeconomical conditions. The impact of globalization 

has changed the attitude of people to the culture of use and throw, instead ofpro-environmental 

culture(Larijani and Yeshodhara, 2008).This environmental deprivation or crisis has become a severe 

issue as it warns not only the harmony of people’s existence but their health and lives as well. It is 

very obvious that environmental protection and preservation has been an urgent need of the hour. 

The awareness on this will not come unless serious scientific researchers are supported by the 

different organization andby the government sectors on various disciplines. This study on personality 

trait and environmental attitude on the college students will bring a new understanding ofthe present 

situation and awareness forthe students. 

Under this condition, the study envisages  investigatingthe relationship of the five 

characteristics of personality traits such as honesty, emotionality, conscientiousness, extraversion, 

agreeableness and openness. Attitude is a predisposition of one’s process of thought towards his/her 

behaviour. Therefore everyone has freedom of personal attitude which is influenced by various life 

conditions. On the other hand, personality trait is also developed according to thelife developmental 

process which is affected by various conditions and situations. Therefore, this study finds out 

whethera person’s personality trait affects environmental attitude. In other words, which type of 

personality trait could be more related to (predictive of) pro-environmental behaviour or anti-

environmental behaviour?  

 

Review of the Literature 

Tai-Yi and Tai-Kuei (2017) had indicated in their study that the behaviour intention of the 

undergraduate students had predicted 38% towards environmental concern. Grosch and Rau (2017) 

found on a study called Gender Differences in Honesty:The Role of Social Value Orientation, that 

women were significantly more honest than men at the level of p=<0.01.  This was found to be 

consistent with the study done by Feingold (1994) where he stated that females had higher 

extraversion, anxiety, trust, and, especially, tender-mindedness than males at the level of p=<0.01 

significance.  The review of literature of Lodewykand Sullivan (2017) found consistent result in a 

study on Gender-Specific Associations between Personality Traits, Physical Activity, and Body Size 

Dissatisfaction. It stated that females had significantly higher honesty-humility, F(1, 320) = 19.69, 

p=<0.01, η 2=.06; emotionality, F(1, 320) = 123.81, p=<0.01 η 2=.28; and, conscientiousness F(1, 

320) = 10.87, p=<0.01, η 2=.03.Wuertz (2015) in a study on personality traits associated with 

environmental concern and found that for environmental concern, the only significant predictive trait 

was openness, r(91) = 0.36, p=˂0.01. The personality trait of openness was correlated with general 

ecology. Markowitz et al. (2012); Brick and Lewis (2016), had made associations between traits and 

environmental actions which could be a step in explaining the role of traits as causal determinants of 

environmental behaviours.Milfont et al. (2010); Brick and Lewis (2016), conducted a study on 

attitudes and pro-environmental behaviour. They found out through regression analysis that attitudes 

could be considered as a powerful predictor of effective pro-environmental behaviour. An interesting 

comparative study was done by Dunlap (1994) on developed nations and so-called poor or 

developing countries with huge populations. The study indicated that residents of the wealthy nations 

were ready to takethe deal of responsibility for environmental problems, on the other hand, those 
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people from poorer nations do not have the resources to invest huge money on research to study 

about saving environments. In the same way, when it studied thecontributing factors for 

environmental problems within less developed nations, it was found that the consumption among 

industrialized nations and overpopulation was the contributing factor in the developing nations.  

 

Objective and Hypotheses  

The objective of the study is to find out the differences among gender, stream, personality 

traits and the environmental attitude and to find out the relationship between the personality traits 

and the environmental attitude among the college students. From the review of the literature,it is 

assumed that there would be a significant difference between gender, personality trait and 

environmental attitude. It was also hypothesised that there would be a difference between the 

streamsregarding personality trait and environmental attitude. Finally, the dimensions of personality 

traits would be positively related to the dimensions of environmental concerns.   

 

Method of Study 

The study selected two colleges from the rural setting. The students’ parents hailed from the 

farming background and working in various sectors like education, daily wages, business etc. Most 

of the students are from middle-class families. Samples from these demographical conditions would 

be helpful to the study and reduce biased results. The sample size for this study involves 268 students 

fromtwo differentArts and Science colleges. The sample was collected based on disproportionate 

stratified random sampling. For data collection,two standardized scales were used. The first is the 

Taj environmental attitude scale developed by HasseenTaj. The scale has 6 dimensions and gives a 

better understanding of the attitude of the respondents towards the environment.  The dimensions of 

the tool studies about the attitude towards population, health and hygiene, pollution and wildlife. The 

second one is the HEXACO-PI-R scale developed by Kibeom Lee & Michael C. Ashton,to 

identifythe personality traitsof the respondents. The data received from the respondents were 

randomized and obtained with the proper permission from the management. The candidates were 

assured of their anonymity and all research ethical conditions were explained. The names of the 

colleges will not be mentioned in the study and the findings of the study will be published with 

proper permission. The respondents weren’t forced or taxed in any form to collect the data. The 

correlational research design was used in the study. The regression analysis was not carried out in the 

present case, because there were only two dimensions that significantly correlated, the rest were only 

inter collinearity. In the future, the study can be extended further to find out the predictive factors by 

including few more independent variables and many more colleges as the sample.  

 

Research Findings 

 The study had used the SPSS to analyse the data. In table 1 and 2 t-tests were used to find out 

the difference between gender and stream. The Pearsons’ Product Moment correlation was used to 

find out the relationship between the variables (Tables 3 and 4). From the statistical analysis of the 

data, only the significant values were culled out and listed as the results in the table. The rest is 

omitted for discussion.  

Table – 1 Difference between mean scores of Personality Traits by Gender distribution 

Traits  Gender  N  Mean  Std. Deviation  

 

Honesty  

Male 143 31.7203 4.15781 .031* 

 Female 125 32.7520 3.52561 

Emotionality 

Male 143 30.8951 4.31622 .000** 

 Female 125 33.3120 4.81164 

*p=<0.05 

**p=<0.01  
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The research finding from the t-test analysis indicated that there was a significant difference 

among the dimensions of personality traits such as honestyand emotionality between male and 

female students. The college girls had a significantly higher level of honesty with r=0.031, which is 

p=<0.05 level of significance. In the same way, the college girls scored a higher level of emotionality 

than boys with r=0.000 which is highly significant. In general, there was 

nosignificantgenderdifferenceamong all the dimensions of personality traits. The study found that 

there was a clear difference between boys and girls with regard to the personality traits of 

emotionality and honesty. Girls exhibited more emotionality and honesty than the boys. For example, 

Dietz,Kalof, and Stern (2002) examined sex differences in value structuresthat have previously been 

associated with environmental concern andbehaviour (altruism, traditionalism, self-interest, and 

openness tochange). In the present study, it was identified that the female students who are more 

emotionally mature have a better environmental concern.Arnocky and Stroink(2011) found that 

emotional empathy mediated relationship between gender andenvironmental, which meansgirlshad 

more emotional empathy. 

Table – 2 Difference between mean scores of Environment attitude by the education institution 

distribution 

Environmental Attitude  College  N  Mean  Std. Deviation  

 

Wild life 

SHC  168  14.07  2.39  0.00** 

 KC  100  15.11  2.13  

**p=<0.01 

The finding from Table-2 indicated that there was a significant difference among the 

dimensions of environmental attitude such as wild life between institutions. It explains that the 

students of SHC had scored low level of wild life than the students of KC with r=0.00 which is 

p=<0.01 level of high significance. In general there was no difference among all the dimensions of 

environmental attitude between the institutions.  

The Table-3 indicates the correlation analysis of dimensions amongpersonality traits and 

dimensions of environmental attitude. The Pearson’s Product Moment Analysis showed that 

significant inter-correlation among the dimensions. But it was omitted in this Table since it is not the 

purpose of the present study.  

Table – 3 Relationship of Personality Traits with Environmental Attitude 

Variable  N  Mean  Std. Deviation  

 Emotionality  

168 

 

32.02  0.287  

 Health Hygiene 12.89 0.119  0.127* 

Environment concern 35.67 0.210 0.134* 

*p=<0.05 

 The result found that there was a significant positive relationship between the dimension of 

personality trait such as emotionality and the dimensions of environmental attitude such as health 

hygiene and environment concern. This denotes that when there is increase in the level of 

emotionality there would be an increase in the level of health hygiene, which is significant at the 

level of r=0.127 with p=<0.05 level. In the same way, when there was an increase in the level of 

environmental concern there was a significant increase in the level of emotionality among the college 

students. It was noted from the result that there was a significant link between emotionality and 

environmental concern. Students who had better ways of expressing their emotions were more pro-

environmental. Similarly, aresearch conducted by Pettus and Giles, (1987) indicated a positive 

relationship between favourable environmentalattitudes and personality characteristics such asself-

control and determination in working toward goals. In Table 3, it is found that students who had 

healthy hygienebehave with right attitudes towards protecting the environment from pollutions and 

to saving nature. It was also again substantiated by the results from the study conducted by Pettus 
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and Giles, (1987) that there is a positive relationship between attitudes towardSocial and 

Governmental Actions for Environmental Quality (Environmental Attitude Scale), and personality 

characteristics related to beingself-controlled, self-confident, hard-working, responsible, goal 

oriented, sincere and dependable. 

Table – 4 Inter-Correlation Relationship of Dimensions of Personality Traits And 

Environmental Attitude 

Variable  Extraversion Conscientiousness Emotionality 

Extraversion - 0.258** 0.215** 

Conscientiousness - 

 

0.144* 

Openness 0.253** 0.241** - 

*p=<0.05 

**p=<0.01 

It can be interpreted that students whose personalitycharacteristics of extraversion and openness are 

more willing to accept oradvocate societal actions and restrictions to preserve environmentalquality. 

In the present study conducted on the college students reveals that they were more willing to 

sacrifice individual freedoms for the goodof the environment and the good of society. In general, 

students are well motivated towards environmental awareness and they are mature enough to make 

right decisions. This is highlighted in the inter-correlation Table 4. Persons who had scored high on 

extraversion have more of conscientiousness and emotionality. In the same way persons with the 

personality trait of openness had characteristics such as conscientiousness and extraversion.   

 

Conclusion  

 On the whole, the findings of the present study cannot be taken as the standard or ultimate 

solution until further research is done using some more related variables on a larger sample size. The 

findings of the study indicate that if proper environmental education and awareness programmes are 

conducted for the students it would certainly enhance their environmental attitudes and promote right 

use of nature. On the management level the policies on pro-environmental activities would make an 

effective impact on the student’s life. Student initiatives can be encouraged and reinforced by way of 

awarding and appreciating them in the common forum and would promote better environmental 

consciousness or attitude.   
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ABSTRACT 

Micro, Small and Medium Enterprises (MSMEs) have played an crucial role in the economic 

development of a country.  MSMEs are the chief support of the country and provide a large 

number of employees to the youths. It support to the growth of Indian economy with the wide 

network of 36 million units as of today and it providing employment to 80 million people.  The 

MSME’s sector has consistently registered higher growth rate compare to the overall industrial 

sector.  In the present year MSMEs is growing in the state and it had promoted the 

entrepreneurship development and startup schemes in the state.  The objectives of the present 

study are to evaluate the growth and performance of MSMEs.  In recent years MSME sector has 

registered higher growth rate than the overall industrial sector.  The present study in empirical 

in nature and it is based on secondary data.  The data collected from DIC, Annual reports of 

MSMEs, journals and periodicals.   

Key Words: Growth and Performance of MSMEs 

INTRODUCTION 

 The Micro, Small and Medium Enterprises (MSMEs) have been accepted as the engine of 

economic growth and for promoting equitable development.  The MSME also play an important 

role in the development of the economy with their effective, efficient, flexible and innovative 

entrepreneurial spirit.  If we go through the following tables, we would able to know that the 

number of MSMEs as well as its contribution is increasing day by day.  MSMEs are the nursery 

where small existing businesses have the potential to become world beaters tomorrow. 
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Review of Literature 

Dr. K. Kumaravel ( 2017)
1
, evaluated the development of entrepreneurs through small and 

medium enterprises.  The study concluded that there are various opportunities available for the 

growth of MSME, but entrepreneurship is very good platform to promote and growth of this 

industry. 

Anis Ali, Firoz Husain(2014)
2
 This study focuses upon the growth pattern of the MSMEs, 

number of units, investment, production and employment. The main objectives of this paper to 

study the present status of MSMEs in India. They researcher found that the MSMEs are 

providing more employment per unit.   

 

Seena P.P., Dr.Swarupa.R.,(2018)
3
, they conducted a study to analyse the region wise growth 

and performance of MSME in Kerala. The study revealed that southern region good in 

industrialization and has showed a stable performance.  Number of unit, employment generation 

production and investment are lowest in northern region but the compound growth rate is 

highest.  

Objectives of the Study 

 To evaluate the overall growth and performance of MSMEs Sector in Tamilnadu. 

Research Methodology 

The study is based on secondary data, which is collected from various issues of Annual 

Reports on MSMEs and Handbook of Statistics on the Indian Economy published by Ministry of 

MSMEs and various research articles.  The study considers the time period from 2004-05 to 

2017-18.  To examine the performance of MSMEs in Tamilnadu, the available data have been 

processed and presented in suitable tables. 

 

                                                           
1
 Dr. K. Kumaravel ( 2017), “ Growth and Performance of MSME Sector in India”, 

International Journal of Management and Humanities, Vol.No. 4 Issue No.2. 
2
 Anis Ali, Firoz Husain(2014), Msme’s In India: Problems, Solutions And Prospectus In Present 

Scenario”, International Journal of Engineering and Management Sciences, Vol.No.5(2),2014 

P-No. 109-115. 
3
 Seena P.P., Dr.Swarupa.R.,(2018)

3
, Growth and performance of Small Scale Industries/Micro 

Small and Medium Enterprises in Kerala-Region Wise Analysis, International Journal of 

Management Studies, Vol-V Issue No 2(1), April 2018, p-no. 117 -122 
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Statistical Tools used: 

 The information gathered was tabulated and analyzed by using average and correlation. 

 

 

 

Table-1: Performance of MSMEs In TamilNadu 

 

Year No Of 

Units 

Investment 

(Rs. Crore) 

Production 

(Rs.in crore) 

Employment 

(Rs. Lakhs) 

2004-05 16253 1105.81 4556.97 60280 

2005-06 20399 1705.20 4414.87 67800 

2006-07 19201 714.41 2067.87 110026 

2007-08 27209 2547.14 8739.95 242855 

2008-09 32049 3557.89 13354.86 294255 

2009-10 41799 3214.22 10880.01 151743 

2010-11 57902 5872.37 12500.86 405233 

2011-12 70758 7429.59 15496.00 502381 

2012-13 83348 8751.57 17503.08 583436 

2013-14 116393 18939.87 16832.25 494990 

2014-15 143104 24349.65 59789.70 651180 

2015-16 183792 40630.59 59332.19 1112002 

2016-17 267310 36221.78 NA 1897619 

2017-18 217981 25373.12 NA 1378544 

Average 101894.3 

 

12442.47 

 
NA 

 

546832.6 

 

Sources: Annual Report2017-18, MSME in India. 

The average growths of Micro, Small and Medium enterprises are 101897.3,12442.47 and 

1378544 respectively with overall average growth rate of Unit, Investment, Production and 

Employment. 
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Figure-1: Growth Rate of Number of MSME units 

 

Source : Annual Report MSME 2017-2018(Government of India) 

According to Ministry of Micro, Small and Medium Enterprises, the number of MSME units are 

steadily increasing. The number of MSME units has increased from 16253 (lakhs) to 217981 

(lakhs) from 2004-2005 to 2017-18period (see figure 1)         

            Figure-2: Growth Rate of Investment 

 

Source : Annual Report MSME 2017-2018(Government of India) 

The fixed investment (see figure 2) during the period of 2004-05 to 2017-2018 from Rs. 

1105.81(crore) to Rs. 25373.12(crore). 
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Figure-3: Growth Rate of Production

 

Source : Annual Report MSME 2017-2018(Government of India) 

The total production in the MSMEs sector in the country as per the Final Report of the Fourth 

Census of MSMEs in 2004-2005 (Registered Sector) was 4556.97 crore persons and the same 

stands 59332.19 crore persons in the year 2015-2016 (see figure 3) 

Figure-4: Growth Rate of Employment

 

Source : Annual Report MSME 2017-2018(Government of India) 

The total employment in the MSMEs sector in the country as per the Final Report of the Fourth 

Census of MSMEs in 2004-2005 (Registered Sector) was 60280 crores persons and the same 

stands 1378544 crores persons in the year 2017-2018(see figure 4) 
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Table- 2:Results of Correlation for the growth of MSMEs in TamilNadu: Units, 

Investment, Production and Employment, 2004-2018 

 

 Fixed 

Investment(Rs.in 

crore) 

Production (in 

Crore) 

Employment(in 

lakh) 

Total No 

MSME(in lakh) 

Pearson 

p-value 

0.940** 

0.000 

0.912** 

0.000 

0.974** 

0.000 

Fixed Investment 

(Rs.in Crore) 

Pearson 

p-value 

1 0.917** 

0.000 

 

0.883** 

0.000 

Production 

(Rs. In Crore) 

Pearson 

p-value 

 1 0.860** 

0.000 

** Correlation is significant at the 0.01 level(2-tailed) 

 The above results show that there exists the highest positive correlation between total 

MSMEs and fixed investment at 0.940 followed by total MSMEs and production at 0.912 and 

total MSMEs and employment at 0.974.  Similarly, highest positive correlation at 0.917 is 

observed between fixed investment and production followed by fixed investment and 

employment at 0.883.  The results also show that there is high positive correlation observed 

between production and employment at 0.860.   

SUMMARY AND CONCLUSION  

 The summary of the study helped to conclude that the MSME sector plays a unique role 

in the socio-economic development of any country.  A comparison of the growth rate of the 

MSME sector with that of the overall industrial sector in Tamilnadu indicated that MSMEs have 

registered a high growth rate which increased from 16253 to 217981 lakhs during the period 

2004-2018.   

Similarly highest positive correlation is observed in the case of fixed investment and production 

which stood at 0.917, employment stood at 0.883.  It is also observed from the statistical analysis 

that a positive growth in production, investment and employment could be seen. 
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A R T I C L E I N F O
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A B S T R A C T

Oleylamine capped CdSe‐Cu2Se type‐II core–shell quantum dots were synthesised by organometallic high tem-
perature route. The nanostructures were characterized using XRD, XPS, HRTEM, optical absorption and EDS
and their suitability to serve as an effective sensitizer for TiO2 deposited fluorine doped tin oxide coated glass
slides was explored. Employing aqueous sulfide/polysulfide redox couple as the electrolyte, Cu2S as the counter
electrode, ZnS as the surface passivation layer and TiO2 as the anode material, quantum dot sensitized solar
cells were constructed. A power conversion efficiency of 4.3% was observed for the best performing device.
Sintering of the photoanode, before embedding in the cell structure, resulted in an efficiency enhancement
to 4.83%.

1. Introduction

In the era of third generation solar cells, quantum dot sensitized
solar cells (QDSSC) received considerable interest in the past few
decades due to their advantages like mechanical flexibility and
cost‐effectiveness in fabricating large‐area solar cells (Chebrolu and
Kim, 2019). Apart from their material related merits, quantum dots
(QDs) offer the possibility of surmounting the theoretical Shockley‐
Queisser efficiency limit of the conventional cell technology in solar
photovoltaics (Ganesan et al., 2018). Colloidal QDs are promising
light harvesters for the development of QDSSCs due to their distinct
optical and electrochemical characteristics as well as their solution
processability (Sharma et al., 2016; Kim et al., 2015; Wang et al.,
2010). Among the colloidal explorations, type‐II core–shell QDs are
particularly important in photovoltaics because of their staggered
band offset, capable of localizing the photo‐generated the electron‐
wave function largely in one material and the hole‐wave function
in the other (Donega, 2011; Leontiadou et al., 2017). When
employed in a cell, the charge separation capability of these systems
is effective in facilitating electron injection from a QD sensitizer to
any suitable wide band gap semiconductor (WBGSC) (Zhao et al.,
2016).

The role of type‐II core–shell QDs structures in enhancing the
charge carrier density on photoanodes is evidenced through several
investigations. Zhong group has designed a ZnTe‐CdSe core–shell

QDs sensitized device, delivering a power conversion efficiency of
7.17% with an upshift of the CB edge and a wide absorption range
(Jiao et al., 2015). A cell structure based on CuInS2 has been
reported to be delivering an efficiency of 5.38% after a type‐II shel-
ling with Mn‐CdS, as compared to those working with bare the struc-
tures, CuInS2 (0.62%), CdS (1.45%) and Mn‐CdS (2.11%) (Luo et al.,
2013). Wang et al. has confirmed that device architectures utilizing
CdTe‐CdSe core–shell structures could exhibit higher electron injec-
tion rate than those working simple CdSe dots (Wang et al., 2013).
Agren and co‐workers could improve the efficiency of Cu2GeS3 based
devices 5 times by forming Cu2GeS3/InP structures (Jamshidi
Zavaraki et al., 2018).

In an earlier study, we have reported the synthesis of a novel oley-
lamine capped CdSe‐Cu2Se core–shell type‐II structure using
organometallic procedures. The present paper is based on the fabrica-
tion of photovoltaic devices utilizing these structures as a sensitizer by
depositing them on TiO2 adsorbed (ex‐citu) fluorine doped tin oxide
coated glass slides, forming the photoanode. The studies were further
extended to investigating how far the sintering of the photoanode
enhances the performance of the cell. A ZnS surface passivation layer
was grown over the photoanode for suppressing the electron recombi-
nation. The ZnS passivation has been reported to be increasing the
electron transportation from the QDs to WBGSCs, thrusting Fermi
energy and improving the photovoltage (Kim et al., 2015; Pan and
Zhong, 2016; Ruhle et al., 2010; Zhao et al., 2016).
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2. Materials and methods

2.1. Materials

Copper (I) iodide (CuI, puratronic, 99.998%), titanium IV oxide
(TiO2 powder, anatase, 99.9%), titanium chloride (TiCl4, 14% in
dichloromethane), brass foil alloy (1 mm thick) were purchased from
Alfa Aesar. Cadmium oxide (CdO, 99.99%), selenium powder (Se, 200
mesh, 99.99%), sulfur powder (S, 99.98%), oleylamine (OAm, 97%),
1‐octadecene (ODE, 90%), trioctylphosphine (TOP, 90%), potassium
chloride (KCl, 99%), sodium sulfide nonahydrate (Na2S, 98%), zinc
acetate dihydrate (99.8%) and fluorine doped tin oxide (FTO, 13 Ω/
sq) coated glass were received from Sigma‐Aldrich. All chemicals were
used as such without further purification.

2.2. Characterization

The optical absorption spectra of the QDs sensitized photoanodes
were recorded using a Shimadzu‐3600 UV–Vis‐NIR spectrophotome-
ter. A Bruker AXS D8 Advance X‐ray diffractometer (XRD) employing
Cu Kα radiation was used for structural studies. The morphological
studies of the TiO2 films and the QDs‐sensitized TiO2 films were per-
formed by scanning electron microscopy (FESEM‐Zeiss sigma 300)
and high resolution transmission electron microscopy (HRTEM) (JEOL
200 kV JEM‐2100 microscope). For HRTEM studies, the samples were
prepared by scraping the TiO2 films and the QDs‐sensitized TiO2 films
and the particles were dispersed in ethanol, which were drop‐casted
on carbon coated copper grids. The elemental composition of the
QDs‐sensitized TiO2 was studied using the energy dispersive X‐ray
spectroscope (EDS) system attached to the HRTEM system and the
X‐ray photoelectron spectroscopy (Shimadzu Axis Ultra X‐ray photo-
electron spectrometer using Mg Kα radiation). The cell parameters
were determined using an HP 4155A programmable semiconductor
parameter analyzer under AM1.5 simulated sunlight with a power den-
sity 100 mW cm−2.

2.3. Synthesis of CdSe-Cu2Se core–shell QDs

The synthesis of the core–shell structures has been discussed in
detail in our previous study (Simi et al., 2019). In brief, 16.8 mg of
CdO was taken in a round bottom (RB) flask along with 3 ml of
OAm and 6 ml ODE. Under continuous stirring, the system tempera-
ture was raised to 120 °C and was held at that temperature for 1 h

under vacuum. The temperature was further raised to 310 °C under
argon atmosphere and was kept for 30 min for stabilization. The reac-
tion temperature was then lowered to 300 °C and an injection mixture
containing TOPSe (23.7 mg of Se in 0.6 ml TOP) was introduced into it
swiftly. For the growth of the Cu2Se shell, CuI (13.4 mg) dissolved in
0.5 ml TOP and 1 ml ODE kept under continuous stirring, was injected
into the RB flask 3 min after the TOPSe injection. The growth was
arrested after 4 min and the core–shell structures obtained were puri-
fied by precipitation using methanol, followed by centrifugation three
times and a further purification with acetone. The purified QDs were
dispersed in hexane and filtered using a syringe filter (PTFE 13 mm,
0.2 µm non‐sterile) for the sensitization process.

2.4. Fabrication of CdSe-Cu2Se core–shell QDs-sensitized solar cells

The TiO2 photoanodes were prepared by a modified version of the
reported procedures (Wang et al., 2013)(Jara et al., 2014). Typically,
FTO coated glass slides were cleaned ultrasonically in soap solution for
15 min, followed by a washing with deionized water 15 min and fur-
ther with ethanol. The glass slides were dried first, on which the block-
ing and the active layers were deposited. The blocking layer was
deposited by treating the FTO glass with 40 mM TiCl4 aqueous solu-
tion for 30 min at 70 °C. It was then annealed for 30 min at 500 °C.
To form the active layer, a paste of anatase TiO2 was prepared
(250 mg of ~25 nm TiO2 powder mixed with 500 µl of deionized water
and one drop of Triton X‐100) and coated on top of the blocking layer
using doctor blade technique. The samples were dried at 125 °C for

Fig. 1. Schematic of the construction and working of the QDSSCs.

Fig. 2. XRD pattern of CdSe/Cu2Se QDs.
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Fig. 3. High resolution XPS spectra of (a) the core–shell QDs over the entire scan range (b) Cd 3d (c) Cu 2p (d) Se 3d.

Fig. 4. (a) SEM image of a TiO2 photoanode film surface and (b) Cross-sectional SEM image of a QDs sensitized TiO2 film.
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6 min and calcined at 500 °C for 45 min, followed by a post treatment
process with TiCl4 again. Sensitization of the photoanode with QDs
was done ex‐citu by dipping the electrode directly into the QD disper-
sion for 1 h (Sharma et al., 2016; Kim et al., 2015).

The ZnS layer was grown by SILAR method by dipping the QDs sen-
sitized photoanodes in an aqueous solution of 0.1 M Zn(OAc)2·2H2O
three times for 1 min each and then in 0.1 M Na2S·9H2O for 1 min.
After each immersion, the films were rinsed with deionized water
and dried before subsequent dipping. The films were finally dried at
300 °C for 3 min. The Cu2S counter electrodes were prepared using
brass foil (Cu:Zn = 64:27). The brass foils were immersed in 35%
HCl solution at 70 °C for 30 min and were then dried on a hot plate.
The foils were dipped into polysulfide solution, comprising 1 M
Na2S, 1 M S and 0.1 M KCl in distilled water, for 10 min to vulcanize.
The polysulfide solution was used as an electrolyte too.

The solar cells were constructed by assembling the QDs sensitized
TiO2 photoanode and the Cu2S counter electrode into a sandwich con-
figuration using parafilm as a spacer with a droplet of polysulfide elec-
trolyte in between (Chang et al., 2013; Kamat, 2008; McDaniel et al.,
2013(Ye et al., 2017)). A schematic representing the construction and
working of the QDSSC is shown in Fig. 1.

3. Results and discussion

The structural and optical characterizations of the core–shell struc-
tures are given in detail in our previous work (Simi et al., 2019). Fig. 2
represents the XRD pattern of the CdSe‐Cu2Se QDs sample. The broad
peaks with 2θ values at 24.9°, 35.3°, 42.3°, 49.2°, 54.9° correspond to
the reflections at (002), (102), (220), (202), (201) respectively. The
average size of the nanoparticles was estimated from a prominent peak

at 35.3° giving the value 5.86 nm, which matches well with the size
obtained from the HRTEM results. The chemical composition and
the valence states of the elements were determined by XPS analysis
(Fig. 3). The survey scan carried out shows the presence of C 1s, O
1s, Cd 3d, Cu 2p and Se core levels in the sample. The binding energies
obtained were corrected by referring the C 1s peak to the energy
284.60 eV. Spin orbit coupling of Cd 3d spectrum (Fig. 3(b)) resulted
in 3d5/2 and 3d3/2 peaks, positioned at 404.75 eV and 411.49 eV,
respectively, with a spin orbit separation of 6.74 eV, which is in close
agreement with that reported in the literature (Sung et al., 2007(Hota
et al., 2007)). The Cu 2p spectrum (Fig. 3(c)) splits into 2p3/2 and 2p1/2
with binding energies 931.65 eV and 951.54 eV, respectively, with a
spin orbit separation of 19.89 eV. The absence of any characteristic
peak of Cu2+ in the spectrum confirms its monovalency (Bo et al.,
2014; Deka et al., 2010(Chen et al., 2015)). Fig. 3(d) shows the spectra
of Se with binding energy at 53.89 eV (Jamble et al., 2017).

The SEM image of TiO2 photoanode surface is shown in Fig. 4(a),
exhibiting uniform distribution of the particles over the FTO surface.
The uniformity is also evident in the cross‐sectional SEM image of
the QDs sensitized photoanode shown in Fig. 4(b). The image also
shows that the average thickness of the TiO2 layer is about 11.6 μm

Fig. 5(b) shows the TEM image of QDs sensitized TiO2 particles,
exhibiting dense and effective covering of the TiO2 particles. The
sharpness of the TiO2 surfaces has gone down in the QDs sensitized
TiO2 due to the adhesion of the QDs over the TiO2 particles. The lattice
planes of the QDs and TiO2 are evident in the HRTEM image shown in
Fig. 5(c). The EDS image provides elemental composition of the QDs
sensitized TiO2 with the ratio of the elements Ti, O, Cd, Se and Cu
as 18.42:36.12: 3.56: 8.72: 33.09 (Fig. 6). The percentage of Cu is
pretty large because the samples were drop casted on copper grids.

Fig. 5. (a) TEM image of TiO2 particles (b) TiO2 photoanode sensitized with QDs (c) HRTEM image of QDs sensitized TiO2.
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Cell structures were fabricated with and without sintering of the
QDs sensitized photoanode. The sintering was done at 300 °C for
3 min. J‐V curves of the solar cells (illuminated at 100 mW cm−2) fab-
ricated with and without sintering of the photoanode are shown in
Fig. 7. The photoactive area in the two cases was estimated to be
0.28 cm2. The cell parameters obtained were Jsc = 16.05 mA cm−2,
Voc = 0.54 V, FF = 0.49 and η = 4.3% for the non‐sintered case
and for the sintered case, the cell parameters were improved to
Jsc = 17.29 mA cm−2, Voc = 0.55 V, FF = 0.51 and η = 4.83%.

We could observe a 9.2% improvement in the Jsc with a notable
improvement of the power conversion efficiency upon sintering. It
has been reported that the effect of sintering is highly contingent on
time and temperature (Pan et al., 2012). Sintering mainly influences
the electron‐injection efficiency. Here, the current density of the
devices has shown an increment due to an advancement in the connec-
tion between the wide band gap semiconductor and the QDs ((Pan
et al., 2012)Fan et al., 2009a, 2010b, 2010c). The optical absorption
spectra of two QDs sensitized photoanodes before and after sintering
are shown in Fig. 8, indicating that absorption characteristics of the
QDs remain the same even after the sintering process (Fan et al.,
2010c; Hota et al., 2007). The inset shows the photographs of the pho-
toanodes before and after the sintering process. Using the data
obtained for the sintered photoanode, a Tafel polarization curve was
drawn (Fig. 9), to illustrate the variation of the current density (loga-
rithmic) versus potential. The curve shows that the cathodic and ano-
dic slopes are unequal, indicating that the number of electrons

involved in both the reactions are not equal. The values obtained are
0.40634 amps as the corrosion current (Icorr) and 15.463 V as the cor-
rosion potential (Ecorr), showing that the several steps are involved in
the reaction. Since the difference between the obtained values of ano-
dic and cathodic Tafel slopes is a minimum, we suppose that the kinet-
ics related to the electron transfer and the number and nature of
electrons involved in the two reactions (anodic and cathodic) are
partly similar.

4. Conclusions

Quantum dot sensitized solar cells employing type‐II CdSe‐Cu2Se
core–shell QDs were fabricated under ordinary laboratory conditions.
The OAm capped QDs were adsorbed ex‐citu on TiO2 to form the pho-
toanodes and Cu2S was used for making the counter electrode. Aqu-
eous sulfide/polysulfide redox couple was employed as the
electrolyte and a layer of ZnS was used as the surface passivation layer.
Cells were fabricated with and without sintering of the QDs sensitized
photoanode and the devices were found to be exhibiting Jsc = 17.29
mA cm−2, Voc = 0.55, FF = 0.51 and η = 4.83% after sintering. A
9.2% improvement of Jsc with a notable increase of the power conver-
sion efficiency has been observed upon sintering of the photoanode.

Fig. 8. Absorption spectra of the QDs sensitized photoanodes with and
without sintering. (Inset shows the photoanodes (a) without sintering and (b)
with sintering.)

Fig. 9. Tafel plot of the sintered photoanode.

Fig. 7. J-V curves of the QDSSCs fabricated with and without sintering.

Fig. 6. EDS spectrum of QDs sensitized TiO2.
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Investigations are going on in utilizing the molecular linker assembly
method of sensitization of the photoanode.
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a b s t r a c t

Nano scaled trivalent Rare-earth Elements (RE3+ = Nd3+ and Dy3+) doped TiO2 anode materials were syn-
thesized by hydrothermal method and characterized to analyze the morphological and optical properties.
Having N719 as the dye and Platinum as counter electrode, the solar cells were fabricated to harness the
solar energy. The reduction in bandgap and the enhanced efficiency of DSSCs in the TiO2-dye-electrolyte
system were analyzed. Nd3+ doped TiO2 exhibits the desired results and superior efficiency than the pure
and Dy3+ doped TiO2. Thus comparing the materials’ morphological and optical properties as well as the
solar cell efficiency, Nd3+ doped TiO2 proved to be an improved anode material for the fabrication of
DSSCs.

� 2021 Elsevier B.V. All rights reserved.

1. Introduction

One of the greatest challenges poised to the human society is
the production of unadulterated renewable energy [1]. This milieu
of technology understands indubitably the indispensability of
innocuous and renewable energy. For this vacillating future, har-
nessing the solar light for energy production through Photovoltaic
(PV) applications can be a remedy [2]. Dye-sensitized solar cells
(DSSCs), as renowned PV systems, exhibit many advantages over
other solar cells [3]. TiO2 is an acclaimed flagship material for the
production of cost-effective and eco-friendly anode material [4].
A mixed oxide consisting of TiO2 as the major phase and RE3+ as
the dopant phase was prepared to generate a suitable anode mate-
rial for the enhancement of the efficiency and fabrication of DSSCs.
In this work, like Nd3+ and Dy3+, are doped with TiO2 to improve
the photoelectric conversion efficiency. The DSSCs were fabricated
and the efficiencies of themwere measured. However, study on the
comparison of doping Nd3+ and Dy3+ with TiO2 with 2 wt% is not
prevalently available in literatures and thus this work will capture
the attention of the researchers.

2. Preparation technique

Pure TiO2 and Rare Earth Element doped TiO2 were prepared by
solution reaction-based tactic. Titanium(IV)isopropoxide (anatase,
99.9%) and acetic acid are taken in the molar ratio of 1:4. Under
the magnetic stirring, distilled water (20 M) was added drop-
wise to obtain the desired solution. The obtained solution was kept
in furnace for 100 �C using Teflon autoclave. The well ground pro-
duct was calcined at 400 �C for 3 h using a heating rate of 5 �C/min
to obtain TiO2 nanoparticles. Similarly RE3+ doped TiO2 samples
were synthesized by introducing Neodymium (2 wt%) and Dyspro-
sium (2 wt%) to the above during the stirring process. All chemical
reagents used here were obtained from commercial sources with
the highest purity hence used without further purification.

3. Preparation of DSSC

0.1 g of prepared materials (TiO2, Nd3+ and Dy3+ doped) were
mixed with Triton X 100 and ethanol were coated on separated
FTO plates using spin coating technique. The coated FTO plates
were left to dry at the room temperature. 5 mmol/N719 dye was
allowed to spread evenly on the anode FTO glass for 12 h. Another
FTO glass was taken and a few drops of H2PtCl6 were placed on and
permitted to spread evenly and exposed to 350 �C for 25 min to
obtain the platinum counter electrode. The two electrodes were
sandwiched and through a hole made on the counter electrode

https://doi.org/10.1016/j.matlet.2021.129358
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the electrolyte solution (I�/I3�) was injected to make the DSSC
active. Current density–Voltage (J–V) measurements were taken
in the presence of atmosphere at room temperature using a Keith-
ley 2400 high current source power meter under white-light illu-
mination from a 500 W Xenon lamp (AM1.5G).

4. Results and discussions

4.1. XRD

The XRD analysis of the crystalline phases provide strong
diffraction peaks at 2h � 25.2�,37.9�,48.1�,54.1�,54.9�,62.7�,68.9�,7
0.1� and 75.1� assigned to the reflections (101),(004),(200),
(105),(211),(204),(116),(220), and (215), respectively, as in
Fig. 1A. The Fig. 1A(b&c) show that the incorporation of RE3+

(Nd3+ and Dy3+) do not distort the morphology of TiO2. Any other
polymorph of titania also wasn’t present. The broadening of
diffraction peaks indicates smaller size of nanocrystals. The aver-
age size (t) of crystallites was calculated using Scherrer’s equation.
The size of the grains are 9.2 nm for pure and 7.74 nm for Nd3+ and
7.75 nm for Dy3+ doped TiO2 calculated from the plane 101. The
size decreases with nominal content of rare earth (RE) compared
to its pure form as a repercussion of the presence of RE–O–Ti in
the doped samples.

4.2. HR-TEM

HR-TEM images (Fig. 1B) expounds that the nanoparticles pre-
sent are spherical. The small amount of doping (Nd3+ and Dy3+)
ions covers the TiO2 surface to form uneven surface and result in
considerable decrease in particle size of the analyte. The particle
size calculated is in good agreement with XRD results. Anchoring
of Nd3+ and Dy3+ ion with TiO2 has produced an expected stimulus
on the crystallite structure and morphology of TiO2 analyte. The

fringes of doped anatase lattice are expanded and showed consid-
erable waviness which were possibly attributed to electric stress,
which might originate from the earth ions doping [6,7]. Thus the
presence of Nd3+ and Dy3+ are doped into the lattice of TiO2.

4.3. Absorption spectra

Band gap estimation of the samples was examined by optical
absorption properties. Fig. 2A show the absorption spectra of the
TiO2 and Nd3+ and Dy3+ doped TiO2 respectively. The relationship
of the absorption coefficient and the incident photon energy were
given by Tauc equation. For finding optical bandgap (Eg), the a1/2
is extrapolated vs. photon energy for indirect transition mecha-
nism [8]. The insets (Fig. 2B) provide the optical bandgap values
of pure TiO2, Nd3+ doped TiO2 and Dy3+ doped TiO2 as 3.04, 2.92
and 2.96 eV, respectively.

The results show that the absorption activity of the samples
Nd3+ and Dy3+ doped TiO2 is wide spread in UV-A, UV-B and visible
spectrum region. Thus both the samples are more active to absorb
the light compared to undoped TiO2. Such an effective band gap
dropping due to doping Nd3+ and Dy3+ may lead to Fermi level
reducing, improving the photosensitivity of the samples.

4.4. XPS

Fig. 3(a-c) is the high resolution Xray Photoelectron Spec-
troscopy (XPS) of the synthesized samples. Fig. 3a guarantees the
presence of Ti, C, O, Dy and Nd, moreover, the impurities are not
evident here. It also illustrates that the presence of Neodymium
(Nd3d5/2) in the surface is more limpid than Dysprosium
(Dy4d5/2). Fig. 3b assures the presence and location of Ti2p3/2 and
Ti2p1/2 at 458.56 eV and 464.22 eV for Nd3+ and Dy3+ doped TiO2

samples [5]. The findings are in conformity with the reference
data[a] results that the tetravalent Ti(Ti4+) atoms are consistent

Fig. 1. (A) a) Pure TiO2 b) Nd Doped c) Dy Doped (B) HRTEM images of i) PureTiO2 ii) Nd Doped iii) Dy Doped.
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in TiO2 lattice. This also proves that Nd3+ doped material has higher
binding energy shift than Dy3+ doped. For Doped Samples, peak
values are slightly shifted as Nd3+ and Dy3+ ions replaced Ti4+ ions
in the lattices. The O1s configuration peaks at 529.68 eV for Dy and
529.74 eV for Nd, observed in Fig. 3c are due to oxygen presence in
crystal lattice, on the surface. The shifting of binding energy entails
the accumulation and transmission of electrons. The presence of
Nd3+ and Dy3+ ion (4f electrons) in the TiO2 matrix induced the
impurity energy level between the O2p orbital and Ti3d orbital,
which narrowed the charge transfer band. Hence the XPS analysis
is in good conformity in proving the surface morphology with XRD
and HRTEM studies

4.5. I-V characteristics

The Current density-Voltage curves for Pure, Nd3+ and Dy3+

doped TiO2 DSSCs are depicted as Fig. 4. The performances of these
are provided in Table1. After the doping the conversion efficiency
is obtained in the order of Nd3+-TiO2 > Dy3+-TIO2 > pureTiO2, due
to the changes in the surface. These results show the lower charge
recombination sites and enhanced efficiency. The enhanced effi-
ciency is the result of increase in UV-light absorption sensitivity,
the positive-shift as decrease in the band gap of Nd3+ doped TiO2

sample and not solely on dye absorbtion quantity. It results an
increased injection driving force of electrons and to improve the

electron injection efficiency from the LUMO of the dye to the
TiO2 conduction band.

5. Conclusion

Nd3+ and Dy3+ doped TiO2 were synthesized and their morpho-
logical and optical properties were analyzed. The prepared anode
materials were utilized to fabricate DSSCs. The Nd3+ doped TiO2

exhibited reduced bandgap (2.92 eV), higher absorption of sunlight
and enhanced conversion efficiency (5.48%) when the constructed
DSSCs were simulated. This shows that the Nd3+ doped TiO2 as
suitable anode material superior to Dy3+ doped TiO2 for the con-
struction of DSSCs.
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Fig. 3. XPS Spectra of Nd Doped and Dy Doped.

Fig. 4. Current Density – Voltage Curve.

Table 1
Performance of the Dye Sensitized Solar Cells.

Sample Jsc (mA/cm2) Voc (V) Fill Factor (FF) g (%)

TiO2 16.91 0.552 0.4494 4.8278
Dy3+DopedTiO2 17.52 0.571 0.4768 5.0885
Nd3+DopedTiO2 17.59 0.589 0.5156 5.4802
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a b s t r a c t

The overall synthetic approach was used to prepare a series of novel compounds pyrazolopyridine.
Because of its high efficiency and selectiveness, the combined molecules of anticancer agents have
attracted considerable interest. IC50 values were determined against cell line U937, the results obtained
have the potential effects against cancer cell line. The cell potency of cell line best compounds 4a IC50 =
62.5 lM, 5a IC50 = 62.5 lM, 4b IC50 = 31.2 lM, 4e IC50 = 31.2 lM), selectivity, and in vivo. Further, the
molecular docking studies discovered that substituted pyrazolo[4,3-c]pyridine derivatives are good anti-
cancer activities in the medicinal field. These compounds have potential new frameworks for the
advancement of cancer therapy through simpler synthesis and substantial biological activity. In the can-
cer lines and vivo compound 4f was shown to be anticancer effect corresponding to antitumor activity of
an AML type cancer. Molecular docking with the ligands, the RMSD value was calculated, the protein with
the least RMSD was found to be 5KTU screening with 20 small molecules.
� 2020 Elsevier Ltd. All rights reserved.
Selection and peer-review under responsibility of the scientific committee of the International Confer-
ence on Mechanical, Electronics and Computer Engineering 2020: Materials Science.

1. Introduction

Worldwide cancer is most commonly diagnosed malignancies
leading to deaths [1]. One of the most important methods in the
medicine production of the pharmaceutical industry is the chemi-
cal modification of biologically active heterocyclic compounds.
Pyrazolopyridine is a potent class in heterocyclic compounds
which possess a wide spectrum of biological activities [2]. The Bro-
modomains of CBP/EP300 are targeted in transcriptional regulators
factor in human cancer immunotherapy [4]. The BET family is Inhi-
bition of bromodomains is exposed to have probable therapeutic
advantage in cancer, inflammation, immunology [5]. Acetyl lysine
protein modifications are known as a transcriptional regulation
of Bromodomains [6]. Extremely performant inhibitor for and use
in cell-based transcriptional applications of CREB binding protein
(CBP) bromodomain. Two primary HATs have been used in the
gene regulations CBP and p300 (CREBBP or KAT3A or KAT3B) [7].
In Cell biology T cell regulation of the CREBBP/EP300 bromod-
omains is a major role and T Cells are used in cancer immunother-
apy [8]. Post translational change in the function of bromodomains

in protein molecules in acetylated lysine on histones, important
function [9]. The CREBBP Bromodomain ligands with cation p
interaction are useful tools [10]. Pyrazolopyridines are linked to
DNA and prevent cancer cell lines from growing [11]. For non-
BET bromodomain have the proteins been used in the HIV and can-
cer diseases chemical Probes potentially lead to drug discovery
[12]. Bromodomains that have the domains are BCPs, HATs and
HDAC are effectively used in cancer therapy [13]. BET bromod-
omain has reflective anticancer and anti-inflammatory in the
chemical probes used in biological observed compounds in clinical
trials [14].

In human cancer with p53 and acetylation dependent damage
and DNA damage, the CREBBP bromodomain binds to KAc382
[15]. The BET family has the schoffled bromodomain BRD2, BRD3,
BRD4 are binding specificity very strong and prospective therapeu-
tic benefit [16]. The CBP/p300 bromodomains are used in regula-
tors of cell growth acetyl-lysine protein inhibitor [17]. The
oncogenic fusion in leukemia is MOZ acetyl transferees to detect
CBP/p300 domain [18,19].The AML1-ETO fusion protein interacts
with p300 and transcription regulates in AML1–ETO aim gene inhi-
bitor of DNA binding [20]. Screening of a small molecular library
identifies the compound interaction of p 53 and KAc382-CREBBP
at 100 and 50 lM respectively [21]. The first bromodomain of

https://doi.org/10.1016/j.matpr.2021.02.416
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BRDT-1 is used to separate the male cell and c-Myc-dependent
cancers from the novel men’s contraceptives [21]. In BRD4 tumour
activation on the in vivo micro-level, tumour and lung growth
reductions in chromatin biology and gene transcription in the mice
and human BRDs [22]. The creation of a series of CREB-binding pro-
tein and bromodomain silico-discovery and the efficacy of antitu-
mor activity is listed below Figs. 1–4.

Molecular docking plays an important role in discovering its
affinity and function at its site [23] for the small molecule of its tar-
get protein. Moleular dynamics simulations were successfully used
to classify biologically active antitumor activity, including inhibi-
tion and stability, as a method for medicinal chemistry [24]. In this
study microsecond molecular simulation is used to binding sit of
RVX-208 with bromodomain of BET proteins [25]. Molecular
dynamics is ligand design focused on the potential molecule for
the CBP bromodomain and high selectivity [26].

2. Result and discussion

In general, the synthesis yields were pretty good and the mate-
rials were fairly usable. While the syntheses of most analogues
used this general synthesizing path, the Experimental Section may
use other methods for particular substitution patterns. The com-
pounds were typically clock purified and their structures deter-
mined by the FT-IR, 1H NMR, 13C NMR, mass spectroscopy and
elementary analyses. Elements were used to treat the compounds.
Claisen-schmidt condensation [27] was used to prepare starting
aldehydes, ketones needed for further transformation.

2.1. Synthesis of substituted chalcones

A mixture of substituted aldehydes (0.02 mol) and 1-methyl-4-
piperidone (0.01 mol) with 10 percent NaOH and 50 ml ethanol
was prepared and the solution of the reaction blend continuously
mixed for 15 h at room temperature when the solution was poured
to ice cubes to increase precipitation. For draining excess sodium
hydroxide from the product 3a(1–10). The compound is purified
and recrystallized with ethanol.

Synthesis of substituted pyrazolo pyridine derivatives.
Equal moles of substituted chalcone and semicarbazide

hydrochloride with 10% sodium hydroxide were refluxed at 80 �C
in a heatingmantle for 6hrs produced, substituted pyrazolopyridine
4a(1–7). All the compounds are purified by recrystallized ethanol.

2.2. Computational details

2.2.1. Docking results
For medicinal chemistry to discover the drug molecule to Iden-

tify novel drug molecular docking technology. The molecular dock-
ing research aims to specify the best relationship between ligand
and stable molecules [28]. Twenty ligand structures were

described for docking. Three separate docking programmes, SP
Glide, and the XP Glide, Prime MM-GBSA, were used to improve
prediction accuracy. These ligands were used as native docking
systems for the calculation of docking conformations. In the course
of this process, Xscore was accompanied by a molecular docking
process, which was effective and accurate in the prediction of
protein-linked free energies (Table 1). The study of these effects
of docking simulations will reliably predict the activities of the
ligand in most binding energy ratings.

Docked ligands 4a, 5a, pyrazolo[4,3-c]pyridine derivatives
showed the best range of Docking score, XP Gscore and Binding
energy (Table 1).

2.2.2. Molecular dynamics results
Molecular dynamics is now a valuable method to predict the

molecular system’s normal motion It explains protein structure
and investigates the stability of the compounds. However the large
conformational space is more stable at lower simulated tempera-
ture [29]. The molecular dynamics simulations time scale is 10–
00 nsec with the protein and solvent system good [30]. In drug
development, it is a very useful method for the synthesis of new
drug molecules with ligand and protein molecule [31]. The findings
of the molecular dynamic are suggested to strengthen the polar
interactions with the binding site side chain Asn1168. Acetyllysine
ligand is in this case a hydrogen bond donor and an acceptor for
the MD simulations amide side chain with Asn1168 Tables 2–8.

2.2.3. Protein-Ligand RMSD
The CREBBP binding mode by interaction solvent MD com-

pound simulations. When 1 ls MD runs independently, random
speeds are available. Compound 4a root/mean-carrying deviation
in time series (RMSD) shows binding mode and power, while vari-
ations of magnitude in both runs are observed in the MD (Fig. 5).

Additional support for MD simulations in docking and binding is
an important component. The study of the interactionmotifs on the
MD trajectories is used efficiently for the optimization process.

2.3. Biological studies

In order to develop anti-cancer activity, biological trials are
used. Nine cancer types derived in the human tumour cell lines:
breast, leukaemia, melanoma, lungs, colon, central nervous system,
ovarian, kidney, and prostate cancers. Thanks to its high strength
and selectance, combined molecular anti-cancer agents are of par-
ticular interest. The human cell lines against leukaemia are used
for in vitro anti-cancer activities for synthesized compounds. Com-
pound 4a IC50 = 62.5 lg demonstrated a strong efficacy on all the
tested drugs, in vitro antitumor testing of the new pyrazolopyridi-
nes against leukaemia. Dox for leukaemia cell lines was the stan-
dard treatment taken.

3. Experimental

3.1. Materials and methods

Different spectroscopic instruments have confirmed the struc-
ture of the prepared compounds. Merck bought all initial supplies.
In spectral analysis, IR spectra were detected with potassium bro-
mide pellets for perkin-elmer, 1H NMR and 13C NMR spectra for a
400 MHz pectrometer, while internal ppm chemical changes for
TMS were identified. The spectrum was verified by spectral analy-
ses. Mass spectra were reported at 70 eV. Column chromatography
was performed on (Merck) silica gel 60 (particle size 0.06 mm–0.
20 mm). Thin-layer chromatography with Merck silica gel 60
F254 aluminium sheets tested the purity of the compounds. SpotsFig. 1. Potent anticancer compounds.
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were detected under UV light by their absorption. All compounds
prepared in this paper are new and verified with spectral data
Figs. 6–12.

3.2. Computational studies

3.2.1. Preparation of ligands
Structures of ligands sketched and saved in SDF format were

imported via selecting files. The imported ligands 4a-g, 5a were

set to minimize under force field OPLS3e. Minimization calcula-
tions can be performed on all structures of pyrazolo[4,3-c]
pyridine derivatives.

3.2.2. Preparation of protein
X-ray crystalline Protein structure 5KTU has been imported into

the workspace from the Protein Data Bank (PDB), which is further
revised under OPLS3E’s force field and amended to eliminate

Fig. 2. Schematic representation of 4a in the binding pocket 1abcd, The CBP bromodomain co-crystal structure and D (1.38 Å Resolution; 5KTU PDB Code).

Fig. 3. Lead molecule protein–ligand interaction of compound 4a.
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unnecessary chains and residues. The results were monitored in
the job monitor.

3.2.3. Molecular Docking
For molecular docking, pyrazolo[4,3-c]pyridine are chosen. Both

lead compounds displayed strong binding energy, interactions, and
lower free energy values, which suggested a more heat-friendly
relationship. With regard to Glide docking, the protein preparation
Wizard in the Schrodinger suite prepared 5KTU crystal structures.
Before docking with the active site determined by the location of
the crystal ligand, receptor grids were subsequently created.
5KTU crystal structures, as described in the receptor structure
and the position of an active location in the box, were imported
into Glide. For grid generatio, the PSLS3e force field was used.
For docking studies with critical residues, the regular precision
(SP) and the extra precision (XP) protocols were set in order to
achieve accurate performance. All other parameters were retained
as the default value for Prime MM-GBSA.

3.3. Molecular dynamics

The full computational work was carried out with Schrodinger
suite (SMDD Suite 2018–2, Schrödinger, LLC, New York, NY, 2018).

Fig. 4. Co-Crystal 5KTU protein–ligand interaction CREBBP inhibitors.

Table 1
Glide Docking and binding energy scores.

Title docking score Glide gscore Glide emodel XP GScore Glide energy Glide emodel

5KTU �6.612 �6.612 �6.612 �6.612 �42.057 �59.809
4a �6.237 �6.237 �6.237 �6.237 �35.312 �49.981
5a �5.98 �5.98 �5.98 �5.98 �34.8 �49.39
4d �5.572 �5.572 �5.572 �5.572 �31.043 �47.634
4b �5.468 �5.468 �5.468 �5.468 �31.746 �40.129
4f �4.96 �4.96 �4.96 �4.96 �26.952 �39.954
4e �4.032 �4.032 �4.032 �4.032 �31.793 �45.413
4c �3.946 �3.946 �3.946 �3.946 �34.717 �48.26

Table 2
Interactions with Amino Acids for the Synthesized Compound against CREBBP
Bromodomain.

Compounds Hydrogen
bonding

Hydrophobic interaction Water bridges

4a Asn1168 Pro1110, Phe1111, Val 1115,
Leu1120, Ile 1122, Tyr 1125,
Ala 1164, Val 1174

Gly1121,
Tyr1167,
Arg1169,
Asp1105, Arg
1112

5KTU Asn1168 Leu1109, Phe1111, Ile1122,
Val1175 Leu1120, Tyr1167,
Val1174, Leu1109

Gln1113,
Tyr1125,
Arg1112,
Pro1110

Table 3
IC50 of the tested compounds on leukemia cancer.

Compound no IC50 (lg /mL)

4a 62.5
4b 31.2
4e 31.2
5b 62.5
Standard-DOX 15.6

Table 4
Anticancer effect of 4a on U937 cell line.

S. No Concentration (mg/ml) Dilutions Absorbance (O.D) Cell viability (%)

1 1000 Neat 0.624 29.55
2 500 1:1 0.726 34.39
3 250 1:2 0.829 39.27
4 125 1:4 0.928 43.96
5 62.5 1:8 1.039 49.21
6 31.2 1:16 1.150 54.47
7 15.6 1:32 1.261 59.73
8 7.8 1:64 1.352 64.04
9 Cell control – 2.111 100
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Table 5
Anticancer effect of 4b on U937 cell line.

S. No Concentration (mg/ml) Dilutions Absorbance (O.D) Cell Viability (%)

1 1000 Neat 0.667 31.59
2 500 1:1 0.749 35.48
3 250 1:2 0.831 39.36
4 125 1:4 0.912 43.20
5 62.5 1:8 0.994 47.08
6 31.2 1:16 1.118 52.96
7 15.6 1:32 1.200 56.84
8 7.8 1:64 1.282 60.72
9 Cell control – 2.111 100

Table 6
Anticancer effect of 4e on U937 cell line.

S. No Concentration (mg/ml) Dilutions Absorbance (O.D) Cell Viability (%)

1 1000 Neat 0.665 31.50
2 500 1:1 0.747 35.38
3 250 1:2 0.830 39.31
4 125 1:4 0.926 43.86
5 62.5 1:8 1.002 47.46
6 31.2 1:16 1.103 52.25
7 15.6 1:32 1.201 56.89
8 7.8 1:64 1.497 70.91
9 Cell control – 2.111 100

Table 7
Anticancer effect of 5a on U937 cell line.

S. No Concentration (mg/ml) Dilutions Absorbance (O.D) Cell Viability (%)

1 1000 Neat 0.626 29.65
2 500 1:1 0.728 34.48
3 250 1:2 0.833 39.45
4 125 1:4 0.934 44.24
5 62.5 1:8 1.051 49.24
6 31.2 1:16 1.168 55.32
7 15.6 1:32 1.285 60.87
8 7.8 1:64 1.382 65.46
9 Cell control – 2.111 100

Table 8
Anticancer effect of Sample Dox on U937 cell line.

S. No Concentration (mg/ml) Dilutions Absorbance (O.D) Cell viability (%)

1 1000 Neat 0.036 4.77
2 500 1:1 0.095 12.59
3 250 1:2 0.142 18.83
4 125 1:4 0.204 27.05
5 62.5 1:8 0.265 35.14
6 31.2 1:16 0.320 42.44
7 15.6 1:32 0.381 50.53
8 7.8 1:64 0.452 59.94
9 Cell control – 0.754 100

Fig. 5. Various binding modes of lead protein ligand RMSD compound 4a.
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3.4. Biological testing

3.4.1. In vitro evaluation of the anticancer activity
The NCI protocol mentioned elsewhere has been used to con-

duct primary anticancer tests. The compounds have been applied
at a single level and the cell cultures have been invaded for 24 h.
The results for each compound are shown in comparison to
untreated control cells as a percent increase (GP-percent). The per-
centage range of growth among cancer cell lines shows the lowest
and the highest percentage.

� (E)-7-(4-(trifluoromethyl)benzylidene)-3-(4-trifluoromethyl)ph
enyl)-4,5,6,7-tetrahydro-5-methyl pyrazole[4,3-c]pyridine-2-c
arboxamide: 4a

Equal moles of chalcone, semicarbazide were treated with 10%
sodium hydroxide solution and refluxed for 6hrsat 80 �C mixture
(3E,5E)- 3,5-(trifluoromethyl)dibenzylidene �1-methylpiperidin-
4-one was treated with semicarbazide with 10% sodium hydroxide
were refluxed at 80 �C in a heating mantal for 6hrs produced.Yield :
83%,Yellow solid, 160–161 �C, FTIR (KBr,cm�1) : 3456 (NH2), 3166
(aromatic C–H), 2281 (CN), 1679 (C = O), 1600(C = C), 1063 (C-F).
1H NMR (400 MHz,CDCl3): d 2.27 (s,NCH3), 2.34, (s,NCH2)3.81
(s,2H,CH2), 7.18–7.26 (m, Aromatic H),7.65 (NH2). 13C NMR
(400 MHz, CDCl3): d20.82, 44.75, 56.33, 125.67, 126.96, 128.71,
130.17, 132.45, 134.00, 136.44, 140.54, 185.20. Mass m/z (ESI) :
480.14.Elemental analysis: Calcd % C 57.50 ,H 3.78, N 11.66 ,O
3.33, F 23.73. Found C 57.55, H 3.76 ,N 11.67 ,O 3.34 , F 23.74.

Fig. 6. Structural stability and several modes of binding CREBBP bromodomain with the RMSD co-crystal protein–ligand in 50 ns.

Fig. 7. Pyrazolopyridine cores tested and found potential against U937 Cell line
Leukemia inhibition.

Fig. 8. Pyrazolopyridine Anticancer effect of 4a on U937 cell line.

Fig. 9. Pyrazolopyridine Anticancer effect of 4b on U937 cell line.

Fig. 10. Pyrazolopyridine Anticancer effect of 4e on U937 cell line.
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� (E)-7-Benzylidene-4,5,6,7-tetrahydro-5-methyl-3-phenylpyra
zole[4,3-c]pyridine-2-carboxamide 4b:

Yield: 87%, Yellow solid ,m.p : 110, FTIR (KBr,cm�1): 3444 (NH2),
3165 (aromatic C–H), 2235 (CN), 1670 (C = O), 1620 (C = C). 1H NMR
(400 MHz, CDCl3) : d 2.27 (s,NCH3), 3.62 (s,2H, CH2) 6.9 1 (d,b CH),
7.21–7.48 (m, Aromatic H), 6.0 (NH2) .13C NMR (400 MHz, CDCl3):
d43.4, 48.9, 115, 120.2, 126.4, 129.5, 135.2, 156.75. Mass m/z (ESI)
: 344.41. Elemental analysis: Calcd % C 73.23, H 5.85, N 16.27, O
4.65. Found C 73.19, H 5.83, N 16.23, O 4.74.

� (E)-7-(4-diethylamino)benzylidene)-3-(4-diethylamino)phe
nyl-4,5,6,7-tetrahydro-5-methyl pyrazole[4,3-c]pyridine-2-car
boxamide 4c

Yield : 83%, Red solid ,m.p: 152–154 �C, FT IR (KBr,cm�1) :
3458 (NH2), 3288 (aromatic C–H), 2866 (CN), 1685 (C = O),
1600 (C = C). 1H NMR (400 MHz, CDCl3) :d 1.64 (t,2H, CH3)2,
2.21 (s,NCH3), 2.43 (q,6H,N(CH3)2.,3.36 (s,2H,CH2), 6.85 (d,b

CH), 7.07–7.65 (m ,Aromatic H), 7.68 (NH2) .13C NMR
(400 MHz,CDCl3): d 12.65, 29.71, 44.1, 44.44 ,66.75, 110.57,
122.79, 128.63, 147.25, 147.35, 190.04. Mass m/z (ESI) :
486.31. Elemental analysis : Calcd % C 71.57, H 7.87, N 17.27,
O 3.29. Found C 71.60, H 7.84,N 17.30, O 3.28.

� (7E)-4,5,6,7-tetrahydro-5-methyl-7-(E)-3-phenylallylidene)-3-s
tyrylpyrazolo[4,3c]pyridine-2-carboxamide 4d

Yield : 85%, Yellow solid, m.p: 182–183 �C, FTIR (KBr,cm�1) :
3468 (NH2), 3166 (aromatic C–H), 2281 (CN), 1679 (C = O),1600
(C = C).1H NMR (400 MHz, CDCl3): d 2.29 (s, NCH3), 2.39 (s,2H,
CH2)3.78 (s,2H, CH2) , 6.9 1 (d,b CH), 6.79 (d,d,CH), 6.25–7.81 (m ,
Aromatic H), 6.0 (NH2) .13CNMR (400 MHz, CDCl3):d 29.70, 43.90,
45.10, 55.41, 113.67, 113.99, 128.37, 130.32, 132.03, 190.02. Mass
m/z (ESI) : 396 . . Elemental analysis : Calcd % C 75.73, H 6.10, N
14.13, O 4.04. Found C 75.63, H 6.15, N 14.15, O 4.07.

� (E)-7-(3-(trifluoromethyl)benzylidene)-3-(3-trifluoromethyl)ph
enyl)-4,5,6,7-tetrahydro-5-methyl pyrazole[4,3-c]pyridine-2-c
arboxamide 4e

Yield : 87%, Light yellow solid solid, 165–168 �C, FTIR (KBr,
cm�1) : 3458 (NH2), 3166 (aromatic C–H),2281 (CN), 1679
(C = O), 1600 (C = C), 1063 (C-F).1H NMR (400 MHz, CDCl3) : d
2.27 (s,NCH3), 3.78 (s,2H, CH2)3.81 (s,2H, CH2), 6.9 1 (d,b CH),
6.53–7.40 (m, Aromatic H), 6.0 (NH2) .13C NMR (400 MHz, CDCl3):
d 20.02, 44.75, 56.23, 125.67, 126.22,130.47, 134.40, 136.44,
140.54, 185.55. Mass m/z (ESI) : 480.14.Elemental analysis: Calcd
% C 57.50 ,H 3.78, N 11.66 ,O 3.33, F 23.73. Found C 57.55, H 3.76
,N 11.67, O 3.34, F 23.74.

� (E)-7-(4-dimethylamino)benzylidene)-3-(4-dimethylamino)ph
enyl-4,5,6,7-tetrahydro-5-methylpyrazolo[4,3-c]pyridine-2-car
boxamide 4f

Yield : 86%, Red solid ,m.p: 148–149 �C, FTIR (KBr,cm�1): 3458
(NH2), 3165 (aromatic C–H), 2925(CN) ,1670 (C = O), 1620
(C = C). 1H NMR (400 MHz, CDCl3): d 2.27 (s,NCH3), 2.85 (s,6H, N
(CH3)2.,3.62 (s,2H,CH2), 6.9 1 (d,b CH), 6.65–7.30 (m, Aromatic H),
6.0 (NH2) .13C NMR (400 MHz, CDCl3): d 40.3, 43.4 ,48.9, 115,
120.2, 122.6, 128.9,130.9, 149.6, 189.56.Mass m/z (ESI) : 430.25.
Elemental analysis : Calcd % C 69.74, H 7.02, N 19.52, O 3.72. Found
C 69.76, H 7.04, N 19.55, O 3.69.

� (E)-7-(4-methoxybenzylidene)-4,5,6,7-tetrahydro-methyl-3-(4-
methoxyphenyl)pyrazolo [4,3-c]pyridine-2-carboxamide 4 g

Yield : 84%, Yellow solid ,m.p: 147–149 �C, FTIR (KBr,cm�1) :
3367 (NH2),3005 (aromatic C–H),2115(CN),1670 (C = O),1607(C =
C). 1HNMR(400 MHz,CDCl3): d 2.27 (s,NCH3), 3.02 (s,2H,CH2)3.73
(s,3H,CH3), 3.81 (s,2H,CH2), 6.9 1 (d,b CH), 6.81–7.25 (m ,Aromatic
H), 6.0 (NH2) . 13C NMR(400 MHz,CDCl3) : d29.71 ,45.50, 52.47,
62.80, 125.95,126.14, 136.7, 136.23, 137.15.180.00. Mass m/z
(ESI) : 404.18. Elemental analysis : Calcd % C 68.30 ,H 5.98, N
13.85,O 11.87.Found C 68.32 , H 5.96, N 13.87 , O 11.85.

� (E)-7-benzylidene-4,5,6,7-tetrahydro-5-methyl-3-phenylpyra
zole[4,3-c]pyridine-2-carbothioamide 5a

Equal moles of mixture (3E,5E)- 3,5-dibenzylidene �1-
methylpiperidin-4-one are treated with thiosemicarbazide with
10% sodium hydroxide were refluxed at 80 �C in a heating mantle
for 6hrs produced 5a . Yield: 77%, Yellow solid ,m.p :119 �C, FTIR
(KBr,cm�1): 3440 (NH2), 3135 (aromatic C–H), 2235 (CN), 1121
(C = S), 1620 (C = C). 1H NMR (400 MHz,CDCl3) : d 2.27 (s,NCH3),
3.63 (s,2H,CH2) 6.9 1 (d,b CH), 7.21–7.48 (m ,Aromatic H), 6.1
(NH2) .13C NMR (400 MHz,CDCl3): d43.4,48.9,115,120.2,126.4,129.

Fig. 11. Pyrazolopyridine Anticancer effect of 5b on U937 cell line.

Fig. 12. Anticancer effect of Sample Dox on U937 cell line.
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5,135.2,176.20. Mass m/z (ESI) :360.14. Elemental analysis : Calcd
% C 69.97, H 5.59 ,N 15.54 ,O 8.90. Found C 69.99, H 5.57,N 15.56
,O 8.88.

4. Conclusion

In this section we mentioned the identification of a CBP/EP300
bromodomain inhibitor that is biochemically powerful and in cells
with the necessary metabolic stability as an in vivo probe for appli-
cation. Compounds belonging to this category showed moderate to
strong cell line test anti-cancer behaviours. Conventional heating
and microwave irradiation prepared the synthesised pyrazolo
[4,3-c]pyridine scaffolds. In addition, on all the cell lines tested
compound 4a was of interesting effect, while compound 4e was
of positive activity on MCF-7 cells. In 4a compounds, cancer treat-
ment is environmentally friendly, safer and cheaper. The aim of
this research is to investigate the molecular comparative docking
studies of the CREB-binding protein target that is responsible in
ligand 4a-5j for cancer.The comparative docking studies were done
by ‘‘Schrodinger Maestro 12.1”. 4a has a better binding score (-
6.237 Kcal/mol) than the other standard drugs. The ligand 4e with
the Glide score �5.572, shows the binding affinity with the amino
acid (AA) residues GLU1113, PRO1110. Hence it has been con-
cluded 4a as a potent inhibitor for CREB-binding protein in Cancer.
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a b s t r a c t

A sequence of pyrazole hydrazides (8a-8r) was synthesized (E)-N-(5-(2-(2-(4-methoxy-2,3-dimethylben
zylidene) hydrazinyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl) benzamide (8a), and its anti-
microbial activities were studied for its in vitro anti-microbial activities against staphylococcus aureus
and Escherichia coli and found almost all synthesized molecules are active. Also synthesized molecules
were ascertained by 1H NMR, 13C NMR and mass spectroscopy pyrazole hydrazides was synthesized by
dehydration reaction of 2-(3-(5-bromo-2-fluorobenzamido)-1H-pyrazol-5-yl) acetohydrazide (7) with
different aldehydes. All the reaction progress were monitored by TLC. Minimum inhibition values of syn-
thesized molecules were studied using Staphylococcus aureus and Escherichia coli and found some of the
compounds show good MIC values such as 8 g (24), 8j (23), 8 k (23) as compared to existing drug
cefotaxime.
� 2020 Elsevier Ltd. All rights reserved.
Selection and peer-review under responsibility of the scientific committee of the International Confer-
ence on Mechanical, Electronics and Computer Engineering 2020: Materials Science.

1. Introduction

Pyrazole molecules are being shows wide variety of biological
activities and they have very important role in new drug discovery
development due to its biological activities. Also, heterocyclic com-
pounds having pyrazolemolecules have extensive variety of biolog-
ical properties such as anti-microbial, antifungal, anti-tuberculosis,
anti-inflammatory, anticonvulsant and anti-cancer activities. Also,
it has been found that pyrazole derivatives found their applications
as non-steroidal anti-inflammatory drugs clinically. Several natural
extracted and chemically synthesized molecules holding pyrazole
scaffold shows therapeutic properties. Microbial infections are
being increases worldwide, controlling and treating the infections
are quite challenge. As extreme case curing of infections such as
human immunodeficiency virus (HIV) is not possible. Literature
research shows that both hydrazones derivatives as well drugs con-
taining pyrazole derivatives are highly biologically actives against
many diseases. Pyrrole and pyrazole derivatives show prominence
in medicinal chemistry among the nitrogen containing
heterocycles. Especially Pyrazole are scaffold for many drugs such
as difenamizole, tepoxalin, distamycin, netropsin etc. possess

therapeutic properties like anti-microbial, antifungal, anti-
tuberculosis, anti-inflammatory, anticonvulsant and anti-cancer
activities. The nonstop requirement leads to the preparation of
pyrazole benzamides; the current research paper put forth the syn-
thesis and biological activities of innovative pyrazole benzamides.
In this research innovative pyrazole amide derivativeswere synthe-
sized and these derivatives were screened against anti-microbial
activities. The molecules of the Pyrazole benzamides was ascer-
tained by 1H NMR, 13C NMR and LC-MS analysis Scheme 1.

2. Experimental

In an uncorrected open capillary tube melting points were mea-
sured. 1H NMR & 13C NMR were analyzed in BRUKER instrument
400 MHz at Vellore Institute of Technology. LC-MS and IR also
studied at the Vellore institute of technology. IUPAC system was
followed in the nomenclature of the newly synthesized com-
pounds. The anti-microbial analyses were studied at the Bhat bio-
tech India private limited. All below reactions were checked using
TLC.

Synthesis of 2-aminoprop-1-ene-1, 1, 3-tricarbonitrile (1). To
a cleaned RBF, charged ethanol (250 mL) and malononitrile (50 g,
0.75 mmol), cooled to 5–10 �C, charged potassium hydroxide
(14.025 0.25 mmol) in portions, at 50–55 �C reaction maintained

https://doi.org/10.1016/j.matpr.2021.02.024
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for 30 min, cooled to 25–30 �C and stirred for 1 h, filtered potas-
sium salt. In an another RBF, charged water (200 mL), pH adjusted
to � 3 with concentrated hydrochloric acid and obtained solid was
off white solid in color to yield Compound 1; Off white solid and
yield 45%; 1H NMR (400 MHz DMSO d6, dppm): 9.08 (s, 1H), 8.99
(s, 1H), (3.85, 2H) m/z: 131.0 [M�H]-.

Synthesis of 3-amino-5-(cyanomethyl)-IH-pyrazole-4-carbo
nitrile (2). Compound I (45 g, 0.34 mmol) was stirred in 450 mL
of water followed by added hydrazine hydrate � 50% (25 g,
0.39 mmol) slowly, heated to 90 �C and maintained for 3 h, cooled
to 25–30 ℃ filtered the solid to give 38 g of Compound 2; Brown
solid, 78% yield. 1H NMR (300 MHz DMSO d6, dppm): 12.00 (s,
1H) 6.5 (s, 2H) 3.94 (s, 2H) m/z: 148.9 [M + H] +.

Synthesis of 3-amino-5-(carboxymethyl)-1H-pyrazole-4-car
boxylic acid (3) as grey solid with 66% yield. Compound 2
(35 g, 0.24 mmol) in an aqueous solution of sodium hydroxide
(12 M, 60 mL) and refluxed for overnight, at 25–30 ℃, pH reduced
to � 3 with hydrochloric acid. Under vacuum the obtained solid
was dried to get 35 g of compound 3. 1H NMR (300 MHz
DMSO d6, dppm): 11.89 (m, 3H), 5.71 (m, 2H), 3.55 (m, 3H) m/z:
186.3 [M + H] +.

Synthesis of 2-(3-amino-1H-pyrazol-5-yl) acetic acid (4). In to
Compound 3 (28 g, 0.15 mmol) added water (700 mL), temperature
increased up to 60 �C for 5 h and evaporated the reaction mixture
to dryness, compound 4 resulted as brown solid. 1H NMR (300 MHz
DMSO d6, dppm): 7.30 (m, 1H), 5.25 (s, 1H), 3.30 (s, 2H) mass:
142.3 [M + H] +.

Synthesis of Methyl 2-(3-amino-1H-pyrazol-5-yl) acetate
hydrochloride (5). To an RBF charged Compound 4 (20 g,
0.14 mmol), methanol (330 mL) and thionyl chloride (54.72 g,
0.45 mmol) at 0–5 ℃. For the duration of 4 h, reaction mixture
was maintained at 20-25℃. Observed brown solid and filtered

the solid. 1H NMR (300 MHz DMSO d6, dppm): 10.72 (m, 3H),
5.91 (s, 1H), 3.8 (s, 2H), 3.63 (s, 3H) m/z: 156.2 [M + H] +.

Synthesis of 2-(3-(5-bromo-2-fluorobenzamido)-1H-pyrazol-
5-yl) acetate (6). In a multi neck round bottom flask, 2-fluoro-5-
bromo benzoic acid (15 g, 0.072 mmol), DMF (100 mL) and DIEA
(22 g, 0.16 mmol) was mixed and obtained clear solution, further
it cooled to 0 �C and added EDC.HCl (20 g, 0.10 mmol) and HOBt
(13.57 g, 0.10 mmol) followed by compound 5 (amine) 13.79 g,
0.072 mmol), after the addition the mass temperature was raised
to 30 ± 5 ℃ for 30 min. Reaction was terminated by adding water
and desired molecule was extracted with ethyl acetate and it
was further evaporated completely under vacuum and added n-
hexane to the crude and filtered to have methyl 2-(3-(5-bromo-2
-fluorobenzamido)-1H-pyrazol-5-yl)acetate (Compound 6) 12 g,
Color of the compound is brown solid with 75% yield, 1H NMR
(400 MHz DMSO d6, dppm): 12.42–12.37 (d, 1H), 11.48–11.29 (d,
1H), 11.06–11.02 (d, 1H), 8.5–8.39 (d, 1H), 8.18–8.15 (t, 2H),
7.87–7.85 (d, 2H), 7.68–7.64 (t, 1H), 6.92–6.90 (d, 1H).

2-(3-(5-bromo-2-fluorobenzamido)-1H-pyrazol-5-yl) aceto-
hydrazide (7). To compound 6 (11 g, 0.030 mmol) added hydrazine
hydrate (20 g, 0.62 mmol), stirred for 30–45 min at 30–35 ℃ and
found Off white precipitate and it was filtered to get compound
7 VII.Color of the solid is brown with 90% yield. 1H NMR
(400 MHz DMSO d6, dppm): 12.25 (s, 1H) 10.81 (s, 1H), 9.23 (s,
1H), 7.69–7.50 (m, 3H), 6.46 (s, 1H), 4.20 (s, 2H), 3.40 (d,4H); m/
z: 356.7[M + H] +.

Over-all procedure to synthesis title molecules (8a-r). To a
homogeneous solution of compound VII (500 mg, 0.0014 mol) in
ethanol was added aldehyde (0.0014 mol) and catalytic amount
of acetic was stirred for 3 h at 75–78 ℃, cooled to 20–25 ℃. It
was Observed solid formation and it was filtered; bed wash was
given with ethyl alcohol to remove unreacted starting material.

Scheme 1. Synthesis of pyrazole hydrazides (Full scheme).
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(E)-N-(5-(2-(2-(4-methoxy-2,3-dimethylbenzylidene)hydrazi
nyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benza
mide (8a). Off white solid. MP 177–181 �C. Yield: 69%. IR (KBr,
cm�1): 3258 (NH), 1644 (C=O); 1H NMR (400 MHz DMSO d6,
dppm): 12.42–12.37 (d, 1H), 11.48–11.29 (d, 1H), 11.06–11.02 (d,
1H), 8.5–8.39 (d, 1H), 8.18–8.15 (t, 2H), 7.87–7.85 (d, 2H), 7.68–
7.64 (t, 1H), 6.92–6.90 (d,1H), 6.61–6.57 (d, 1H), 4.02 (s, 1H),
3.81 (s, 3H), 3.60 (s, 1H), 2.3 (s,3H), 2.12 (s,3H); 13C NMR (DMSO d6,
dppm) 21.5,30.66, 39.75, 40.17, 40.38, 40.59, 97.29, 97.49, 123.03,
125, 128, 129, 131, 135, 137, 138, 140, 144, 147, 163, 165, 171 m
172 MS m/z: 474.10 [M + H]+.

(E)-N-(5-(2-(2-(4-bromo-3,5-dimethoxybenzylidene)hydrazi
nyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benza
mide (8b). Pale brown solid. MP 188–191 �C. Yield: 66%. IR (KBr,
cm�1): 3258 (NH), 1644 (C=O); 1H NMR (400 MHz DMSO d6,
dppm): 12.39 (s, 1H), 11.75–11.66 (d, 1H), 11.03 (s, 1H), 8.21–
8.14 (q, 2H), 7.98 (s, 2H), 7.87–7.85 (d, 2H), 7.28–7.27 (d, 2H),
6.60 (s, 1H), 4.06–3.64 (d, 2H), 3.94–3.89 (t, 6H); 13C NMR
(DMSO d6, dppm) 30, 39, 40, 97, 119, 120, 124, 125, 128, 129,
131, 135, 137, 138, 140, 144, 147, 158, 160, 161, 165, 171 MS m/
z: 555.70 [M + H]+.

(E)-N-(5-(2-(2-(2-methoxybenzylidene)hydrazinyl)-2-oxoe
thyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benzamide (8c). Off
white solid. MP 212–215C. Yield: 70%. IR (KBr, cm�1): 3310 (NH),
1676 (C=O); 1H NMR (400 MHz DMSO d6, dppm): 12.41–12.36 (d,
1H), 11.65–11.47 (d, 1H), 11.04–11.01 (d, 1H), 8.57–8.37 (d, 1H),
8.14–8.15 (d, 2H), 7.89–7.85 (t, 3H), 7.43–7.39 (q, 1H), 7.11–7.09
(d, 2H) 7.09–7.0 (t, 1H) 6.61–6.57 (s, 1H), 4.06–3.60 (d, 2H),
3.86–3.85 (d, 3H); 13C NMR (DMSO d6, dppm) 30, 32, 39, 40, 69,
97, 115, 122, 125, 126, 127, 128, 131, 137, 138, 143, 147, 160,
163, 164, 170 MS m/z: 446.60 [M + H]+.

(E)-N-(5-(2-(2-(2,5-dichloro-4-methylbenzylidene)hydrazi
nyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benza
mide (8d). Pale pink solid. MP 177–179 �C. Yields: 59%. IR (KBr,
cm�1): 3305 (NH), 1672 (C=O); 1H NMR (400 MHz DMSO d6,
dppm): 12.42–12.33 (d, 1H), 11.86–11.73 (d, 1H), 11.06–11.02 (d,
1H), 8.40–8.27 (d, 1H), 8.23–8.15 (t, 2H), 7.87–7.85 (d, 2H), 7.42
(s, 2H), 6.62–6.56 (s, 1H), 4.00–3.60 (d, 2H), 2.33 (s, 3H); 13C
NMR (DMSO d6, dppm) 40, 41, 97, 120, 126, 126, 128, 130, 132,
135, 139, 141, 144, 159, 161, 162 MS m/z: 497.70 [M + H] +.

(E)-N-(5-(2-(2-(3,5-dichlorobenzylidene)hydrazinyl)-2-oxoe
thyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benzamide (8e). Off
white powder. MP 199–201 �C. Yield: 63%. 1H NMR (400 MHz
DMSO d6, dppm): 12.33 (s, 1H), 11.91–11.73 (d, 1H), 11.06–11.03
(d, 1H), 8.18–8.15 (t, 3H), 7.98 (s, 2H), 7.87–7.75 (m, 2H), 7.68–
7.64 (m, 1H) 6.54D (s, 1H), 4.07–3.64 (d, 2H),); 13C NMR (DMSO d6,
dppm) 21.5, 30.66, 32, 39, 40, 97, 123, 125, 128, 129, 131, 135,
m137, 138, 140, 144, 147, 163, 165, 171, 172 MS m/z: 483.80 [M
+ H] +.

(E)-N-(5-(2-(2-(4-hydroxy-3,5-dimethoxybenzylidene)
hydrazinyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)
benzamide 8(f). Pale pink solid. MP 200–203 �C. percentage of
Yield: 70%. 1H NMR (400 MHz DMSO d6, dppm): 12.19 (s, 1H),
11.50–11.40 (d, 1H), 11.06–11.03 (d, 1H), 8.91–8.85 (d, 1H),
8.17–8.09 (t, 2H), 7.89–7.85 (t, 2H), 6.97 (s, 2H), 6.58 (s, 1H),
4.00–3.60 (d, 2H), 3.85–3.81 (t, 6H) ;); 13C NMR (DMSO d6, dppm)
21, 30, 32, 39, 40, 56, 97, 104, 107, 123, 124, 125, 127, 128, 129,
131, 137, 138, 142, 144, 147, 148, 163, 164, 170, 172 MS m/z:
491.80 [M + H] +.

(E)-N-(5-(2-(2-(2,3-dichlorobenzylidene) hydrazinyl)-2-oxoe
thyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl) benzamide 8(g). Off
white crystal. MP 211–213 �C C. Yield: 58%. 1H NMR (400 MHz
DMSO d6, dppm): 12.29–12.25 (d, 1H), 11.98–11.79 (d, 1H),
11.08–11.04 (d, 1H), 8.64–8.44 (d, 1H), 8.18–8.15 (t, 2H), 8.03–
8.01 (d, 1H) 7.88–7.85 (t, 2H), 7.72–7.71 (d, 1H) 7.47–7.43 (t, 1H)
6.58 (s, 1H), 4.07–3.64 (d, 2H); 13C NMR (DMSO d6, dppm) 21, 30,

32, 39, 40, 97, 123, 125, 128, 129, 131, 135, 137, 138, 140, 144,
147, 163, 165, 171, 172 MS m/z: 483.90 [M + H] +

(E)-N-(5-(2-(2-(4-nitrobenzylidene) hydrazinyl)-2-oxoethyl)-
1H-pyrazol-3-yl)-3-(trifluoromethyl) benzamide (8h) Brown
solid. MP 203–204 �C. Yield: 66%. IR (KBr, cm�1): 3258 (NH),
1644 (C=O); 1H NMR (400 MHz DMSO d6, dppm): 12.42–12.39 (d,
1H), 11.95–11.82 (d, 1H), 11.05–11.02 (d, 1H), 8.39–8.27 (m, 2H),
8.18–8.13 (q, 3H), 8.01–7.97 (t, 3H) 7.87–7.85 (d, 2H), 6.62–6.58
(s, 1H), 4.10–3.33 (d, 2H); 13C NMR (DMSO d6, dppm) 30.66, 32,
39, 40, 97, 120, 123, 125, 128, 129, 131, 132, 138, 140, 141, 144,
148, 163, 165, 171 MS m/z: 460.90 [M + H] +

(E)-N-(5-(2-(2-(2-hydroxy-5-nitrobenzylidene)hydrazinyl)-2
-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benzamide 8(I).
Brown solid. MP 180–183 �C, Yield: 57%. 1H NMR (400 MHz
DMSO d6, dppm): 12.43–12.37 (d, 1H), 12.20–12.16 (d,1H), 11.66
(s, 1H), 11.05–11.02 (d,2H) 8.58–8.56 (q, 2H), 8.18–8.14 (q, 3H),
7.87–7.85 (d, 2H), 7.13–7.08 (m, 1H) 6.63–6.58 (s, 1H), 4.09 (s,
1H)-3.67 (s, 1H); 13C NMR (DMSO d6, dppm) 30, 32, 39, 40, 97,
117, 120, 121, 123, 124, 125, 126, 128, 129, 131, 138, 140, 144,
162, 163, 165, 170 MS m/z: 476.90 [M + H]+.

(E)-N-(5-(2-(2-((6-chloropyridin-3-yl)methylene)hydrazi
nyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benza
mide 8(j). Pale gray solid. MP 216–217 �C. Yield: 69%. 1H NMR
(400 MHz DMSO d6, dppm): 12.43–12.39 (d, 1H), 11.89–11.75
(d,1H),11.05–11.02 (d,2H) 8.72–8.69 (d, 1H), 8.28–8.22 (m, 1H),
8.18–8.15 (t, 3H) 7.87–7.85 (d, 2H), 7.61–7.59 (d, 1H) 6.62–
6.57 (s, 1H), 4.07–3.65 (d, 2H); 13C NMR (DMSO d6, dppm) 30,
32, 39, 40, 97, 120, 123, 124, 125, 128, 129, 130, 131, 137,
138, 139, 143, 147, 149, 151, 163, 165, 171 MS m/z: 450.80
[M + H]+.

(E)-N-(5-(2-(2-((2-methoxypyrimidin-5-yl)methylene)hydra
zinyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benza
mide 8(k). Off white fluppy powder. MP 190–193 �C. Yield: 69%. 1H
NMR (400 MHz DMSO d6, dppm):12.39 (s,1H), 11.78–11.65 (d,1H),
11.04–11.01 (d,2H) 8.98–8.88 (d, 2H), 8.24–7.85 (m, 5H), 6.61–6.56
(s, 1H), 4.04–3.6 (d, 2H) 3.97 (s, 3H); 13C NMR (DMSO d6, dppm) 30,
39, 40, 55, 97, 120, 123, 125, 128, 129, 131, 138, 142, 158, 163, 165,
171 MS m/z: 448.00 [M + H]+.

(E)-N-(5-(2-(2-(4-hydroxybenzylidene)hydrazinyl)-2-oxoe
thyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benzamide 8(l). Pale
brown solid. MP 196–198 �C. Yield: 62%. IR (KBr, cm�1): 1H NMR
(400 MHz DMSO d6, dppm):12.40–12.36 (d,1H), 11.45–11.31
(d,1H), 11.05–11.02 (d,2H), 9.92 (s, 1H), 8.17–8.15 (q, 2H), 8.11
(s, 1H) 7.92–7.85 (t, 2H), 7.77–7.75 (d, 2H), 6.83–6.81 (d, 2H),
6.60–6.56 (s, 1H), 4.01–3.3.59 (d,2H) 13C NMR (DMSO d6, dppm)
30, 32, 39, 40, 97, 116, 122, 125, 126, 129, 131, 132, 138, 144,
147, 159, 163, 164, 170 MS m/z: 431.90 [M + H]+.

(E)-N-(5-(2-(2-((2-bromopyridin-4-yl)methylene)hydrazi
nyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benza
mide 8(m) Off white solid. MP 212–215C. Yield: 61%. 1H NMR
(400 MHz DMSO d6, dppm):12.40 (s,1H), 11.92 (s,1H),11.04
(s,1H), 8.44–8.43 (d, 1H), 8.18–8.15 (t, 3H) 7.98–7.94 (d, 1H),
7.89–7.86 (t, 2H), 7.76–7.72 (q, 1H) 6.58 (s, 1H), 4.10–3.3.67
(d,2H) 13C NMR (DMSO d6, dppm) 30, 39, 40, 97, 120, 122, 125,
126, 129, 131, 132, 138, 139, 142, 143, 145, 151, 163, 165, 171
MS m/z: 495.90 [M + H]+.

(E)-N-(5-(2-(2-(5-chloro-2-methoxybenzylidene)hydrazi
nyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benza
mide 8(n). white crystal. MP 190–193 �C. Yield: 69%. 1H NMR
(400 MHz DMSO d6, dppm):12.18 (s,1H), 11.75–11.55 (d,1H),
11.04–11.01 (d,1H) (s,1H),11.04 (s,1H), 8.49–8.29 (d, 1H), 8.16–
8.14 (t, 2H) 7.85–7.81 (t, 3H), 7.46–7.42 (m, 1H), 7.15–7.12
(q,1H) 6.56–6.53 (d, 1H), 4.05–3.3.59 (d,2H), 3.86 (s, 3H);); 13C
NMR (DMSO d6, dppm) 21, 30, 32, 38, 39, 40, 56, 96, 113, 114,
123, 124, 126, 127, 130, 131, 133, 136, 137, 140, 146, 155, 156,
162, 164, 170 MS m/z: 479.90 [M + H]+.
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(E)-N-(5-(2-(2-(4-(benzyloxy)benzylidene)hydrazinyl)-2-oxo
ethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benzamide 8(o).
Brown powder. MP 182–185 �C. Yield: 57%. 1H NMR (400 MHz
DMSO d6, dppm):12.42–12.36 (d,1H), 11.92–11.54 (d, 1H), 11.05–
11.01 (d,1H), 10.72 (s, 1H) 8.41–8.32 (d, 1H), 8.17–8.15 (t, 2H),
7.87–7.85 (d, 2H) 7.36–7.35 (d, 1H) , 7.25–7.24 (d, 1H) 7.06–7.04
(m, 1H), 6.62–6.57 (d, 1H), 4.04–3.65 (d,2H), 3.85–3.83 (d, 3H););
13C NMR (DMSO d6, dppm) 30, 32, 39, 40, 69, 115, 118, 122, 125,
126, 127, 127, 128, 129, 131, 137, 138, 143, 147, 160, 163, 164,
170 MS m/z: 521.90 [M + H]+.

(E)-N-(5-(2-(2-(3,4-dimethoxybenzylidene)hydrazinyl)-2-ox
oethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benzamide 8(p).
Pale pink solid. MP 170–173 �C. Yield: 70%. 1HNMR (400 MHz
DMSO d6, dppm):12.41–12.38 (d,1H), 11.53–11.41 (d,1H), 11.05–
11.02 (d,1H) 8.18–8.15 (t, 2H), 7.94 (s,1H), 7.87–7.85 (d, 2H)
7.33–7.30 (t, 1H), 7.21–7.17 (m, 1H), 7.03–6.99 (d, 1H) 6.61–6.60
(d, 1H), 4.04–3.61 (d,2H), 3.87–3.80 (m,6H); 13C NMR (DMSO d6,
dppm) 31, 32, 39, 40, 56, 97, 113, 116, 120, 122, 123, 125, 126,
129, 131, 136, 138, 139, 145, 146, 147, 149, 163, 165, 170 MS m/
z: 475.80 [M + H]+.

(E)-N-(5-(2-(2-(5-bromo-2-nitrobenzylidene)hydrazinyl)-2-o
xoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)benzamide 8(q).
yellowish brown solid. MP 178–181 �C. Yield: 69%. 1H NMR
(400 MHz DMSO d6, dppm):12.41–12.36 (d,1H), 12.02–11.84
(d,1H), 11.03–11.00 (d,1H) 8.56 (s, 2H) 8.29–8.28 (t, 2H), 8.16–
8.14 (d, 2H) 7.99–7.97 (d, 2H), 7.86–7.84 (d, 2H), 6.61–6.56 (d,
1H), 4.04–3.65 (d,2H), 13C NMR (DMSO d6, dppm) 30, 32, 39, 40,
97, 120, 123, 125, 127, 128, 129, 130, 131, 132, 136, 138, 141,
147, 148, 163, 165, 171.

(E)-N-(5-(2-(2-(5-chloro-2-hydroxy-3-methoxybenzylidene)
hydrazinyl)-2-oxoethyl)-1H-pyrazol-3-yl)-3-(trifluoromethyl)b
enzamide 8(r). white to off white powder. MP 192–193 �C. Yield:
65%. 1H NMR (400 MHz DMSO d6, dppm):12.41–12.38 (d,1H),
11.53–11.41 (d,1H), 11.05–11.02 (d,1H) 8.18–8.15 (t, 2H), 7.94
(s,1H), 7.87–7.85 (d, 2H) 7.33–7.30 (t, 1H), 7.21–7.17 (m, 1H),
7.03–6.99 (d, 1H) 6.61–6.60 (d, 1H), 4.04–3.61 (d,2H), 3.87–3.80
(m,6H); 13C NMR (DMSO d6, dppm) 21, 30, 32, 39, 40, 97, 118,
122, 125, 126, 128, 129, 131, 132, 134, 137, 138, 139, 142, 146,
163, 165, 171, 172 MS m/z: 495.90 [M + H]+.

3. Results and discussion

3.1. Chemistry

Reaction of malononitrile in the presence of potassium hydrox-
ide and ethanol at 25–30 �C to yield Compound 1, it was treated

with hydrazine hydrate at 25–30 �C for 1 h to have compound 2.
Compound 2 was stirred with aq. sodium hydroxide solution at
95–100 �C for 24 h to get compound 3. To Compound 3, added
water and at 50–55 �C and maintained for 5 to 6 h. TLC was used
as tool for reaction monitoring. Reaction mixture concentrated till

Fig. 1. 8a to 8f.

Fig. 2. 8g to 8j.

Fig. 3. 8k to 8o.

Table 1
Antimicrobial activity results of 8a–8r.

Minimum inhibition concentration (MIC)

Compound R Staphylococcus
aureus

Escherichia
coli

8a 2,3-methyl-4-methoxy 17 20
8b 3,5-methoxy-4-bromo 19 20
8c 2-methoxy 19 19
8d 2,6-dichloro-4-methyl 18 18
8e 3,5-dichloro 15 17
8f 3,5-dimethoxy-4-hydroxy 21 18
8g 2,3-dichloro 24 20
8h 4-nitro 23 18
8i 2-hydroxy-5-nitro 22 16
8j 6-chloro-nicotine 23 16
8k 2-methoxy-5-pyrimidine 23 17
8l 4-hydroxy 20 18
8m 2-bromo-pyridine 20 18
8n 5-Chloro-2-methoxy 14 18
8o 4-benzyloxy 11 17
8p 3,4-dimethoxy 20 16
8q 4-bromo-2-nitro 20 15
8r 5-Chloro-2-hydroxy-3-

methoxy
20 16

Cefotaxime 28 26
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dryness to obtain compound 4. To Compound 4 added methanol
followed by thionyl chloride at 5–10 ℃ for 1 h, obtained solid fil-
tered to have compound 5. Compound 5 is the key starting mate-
rial or key raw material for the preparation of target molecules.
The isolated solids in each step (compound 1 to 5) were ascer-
tained by 1H NMR and mass spectroscopy. In an RBF, Carboxylic
acid, DMF added and found clear solution, to that further added
DIEA, and EDC. HCl & HOBt followed by compound 5 and stirred
for 4 h at 30 ± 5 ℃, the reaction diluted with H2O and ethyl acetate.
The organic layer was separated, till dryness it was concentrated
under reduced pressure. Crude was triturate with n-Hexane to
yield Compound 6. Compound 6 in ethanol at 25–30 �C was added
hydrazine hydrate slowly, after the addition of hydrazine hydrate,

stirred for 0.5 h, terminated the reaction using water to have Com-
pound 7. Compound 7 is the scaffold molecule for the preparation
of hydrazides. The compound 7 were treated with different aldehy-
des in ethanol to obtain different hydrazides but some reactions
were not completed hence added few drops of acetic acid to drive
the reaction for completion. The obtained solids were filtered and
washed with ethanol to remove un reacted aldehydes. All the
hydrazides were obtained as solid material.

Fig. 4. 8p to 8r.

Fig. 5. Negative control.

Fig. 6. 8a to 8c.

Fig. 7. 8d to 8g.

Fig. 8. 8h to 8k.

Fig. 9. 8l to 8o.
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Structure of all new molecules was ascertained by Proton NMR,
carbon NMR and LC-MS. Total synthetic scheme of pyrazole hydra-
zides mentioned below (Sheme1)

3.2. Antimicrobial screening

The antimicrobial screening of the prepared molecules was
tested by disk diffusion method against different strains. From
the result it was found that almost all the prepared molecules were
shows varying degrees of inhibition against tested
microorganisms.

Weigh approximately 29.77-gram SCDA medium HIMEDIA cat-
alogue number (GMH011) mix it properly till dissolve completely
after dissolution rest of the purified water. Sterilize the Media,
allow to cool till 40 �C to 45 �C then pour each plates 15 to 20 mL
allow to solidify. The microbial cultures were spread over sterile
plates and Incubated at 30–35 ℃ for twenty-four hours then syn-
thesized molecules are applied and incubate 30–35 ℃ 24 to 48 h
and read the result. Cefotaxime (0.05 mg) and ampicillin
(0.05 mg) were also impregnated on to the disc, air dried and used
as positive control the plate was incubated at the suitable temper-
ature (37 �C for bacteria and 25 �C for fungi) and the growth inhi-
bition was measured. The obtained results of anti-microbial
activities were tabulated in the Table 1.

Biological activities of synthesized molecule from 8a to 8r were
shown inhibition against tested microorganism using staphylococ-
cus aureus and Escherichia coli. The pictures are presented in
Figs. 1–10.

4. Conclusion

Almost all the synthesized molecules of pyrazole benzamides
shown antimicrobial activities.
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